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Abstract RBAC(Role based Access Control) is effective way of managing user’s access to
information object in enterprise level and e-government system. The concept of RBAC is that the
access right to object in a system is not directly assigned to users but assigned by being a
member of a role which is defined in a organization. RBAC is utilized for controling access range
of privacy but it does not support the personal legal right of control over information and right of
limited access to the self. Nor it contains the way of observation of privacy flow that is guided in
a legal level.

In this paper, extended RBAC model for protecting privacy will be suggested and discussed.
Two components of Data Right and Assigning Data Right are added to existed RBAC and the
definition of each component is redefined in aspect of privacy preservation. Data Right in extended
RBAC represents the access right to privacy data. This component provides the way of control
over who can access which privacy and ensures limitation of access quantity of privacy. Based on
this extended RBAC, implemented examples are presented and the evaluation is discussed by
comparing existed RBAC with extended RBAC.

Key words : Database Security, RBAC(Role based Access Control), Privacy Preservation, Right of

Control over Information, Right of Limited Access to the Self, E-government System
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