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Abstract In this paper, we design an authentication protocol based on Fuzzy Signature Vault
Scheme using a light signature feature extraction method for user convenience and efficiency of
electronic commerce. The signature is used broadly in electronic commerce because it is one of the
simple and low-cost biometric items. However, signature has a problem that there are few low-cost
and safe protocols. To solve this problem, we design a feature extraction method which is adequate
for characters of signature and Fuzzy Vault Scheme. In addition, we design and analyze an efficient
authentication protocol with some parameters used in this procedure. The followings are advantages
when this protocol is applied to authentication procedure; 1) using convenient and low-cost signatures,
2) being possible to verify users with spending only about 1 second for signature processing and
authentication, 3) one time on transmission for sign-in and verification and 4) getting user
authentication with secret value at the same time.
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