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Abstract

Talking about reliability of E-commerce, the security services such as data integrity and non-repudiation are the most
crucial elements. This thesis implemented the real estate contract digital signature system that makes this real estate
E-commerce possible. The technical background used in this thesis for the security services is XML (eXtensible Markup
Language) signature technique, which is a signature technique that applies XML on the existing digital signature
algorithm. The advantage of using XML signature technique is that it is very efficient since signing for the partial data is
possible, and it is easy to apply to the XML-based E-commerce system, which is most commonly used.
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3+ (hash) &+ <2 E(SHA-1DE HE3do EA 9
A &, vAIA ZFgh(message digest)S AHE3c)
a3 3 AR ZFgk(message digest)dl &7 43
A1 FRSA)E o83t dzststem, ol ¢33}
7] & APz 7N (private key)Z E8}ste] A
AX" #k(Signature Value)® ¥4 9 (Document D)
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Fig. 1. XML Signature Generation Process.
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Fig. 2. XML Signature Verification Process.
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<Signature ID?>
<SignedInfo>
<CanonicalizationMethod/>
<SignatureMethod/>
(<Reference URI?>
(<Transforms>)?
<DigestMethod>
<DigestValue>
</Reference>)+
</SignedInfo>
<SignatureValue>
(<KeyInfo>)?
(<Object ID?>)*
</Signature>

MY =29

? = zero or one occurrence
+ = one or more occurrences
* = Zero or more OCCurrences

a8 3. XML MESs fst 249 F4
Fig. 3. Configuraton of Element for XML
Signature,
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<Object>8.4 Foz TR,
(2) <SignedInfo> 4 : <Canonicalization> %i2Z,
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Fig. 4. Design of XML key management.
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<?xml version=“1.0" encoding="EUC-KR"?>
<xsl'schema xmins:xsl="http!//www.w3.org
/2001/XMLSchema”elementFormDefault="“qualified”
attributeFormDefault="unqualified”>
<xsl:element name=“#A1 2 EHF">
<xsl:complexType>
<xsl:sequence>
<xsl:element name="#2F4" maxOccurs="unbounded”>
<xsl:complexType>
<xsl:sequence>
<xsl:element name="“%52F EA|">
<xsl:complexType>
<xsl'sequence>
<xsl:element name=“Ax]">
<xsl:complexType>
<xsl:sequence>
<xsl:element name="A| =" type="xsl:string”/>
<xsl:element name="“7" type="xsl:string”/>
<xsl:element name=“%" type="xsl:string”/>
<xsl'element name="M*¥F4" type="xsl:string”/>
</xsl:sequence>
</xsl:complexType>
</xsl-element>
<xsl:element name="EX|X|&” type=“xsl:string”/>
<xsl:element name="EXHA" type=“xsl:float’/>
<xsl:element name="Z&4%" type="xsl:string”/>
<xsl:element name="Z1EH 3" type="xsl:float”/>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
<xsl:element name="“7] 2pi-&">
<xsl:complexType>
<xsl:sequence>
<xsl:element name="“"{"|th 2" type="xslint”/>
<xsl:element name=“A1%¥8" type="xslint”/>
<xsl:element name="F%X 8" type="xslint”/>
<xsl:element name="Z3" type="xslint"/>
<xsl:element name="Al2FgH” type="xsl:date”/>
<xsl:element name="“F%=3g%" type=“xsldate”/>
<xsl:element name=“Z3¢%" type=“xsl:date”/>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
<xsl.element name="v] =211 ">
<xsl:complexType>
<xsl:sequence>
<xslelement name=""| = 154" type="xslstring”/>
<xsl:element name=""]=AFNAZ" type=“xsl:string”/>
<xslelement name=""] =2 ™d" type="xsl:string”/>
<xslelement name=“"] = A3}" type=“xsl:string”/>
<xsl:element name=""|=AFHE" type=“xsl:string”/>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
<xslelement name="“w|$<I A B">
<xsl:complexType>
<xsl:sequence>
<xslelement name="“"4AFA" type="xslstring”/>
<xslelement name=""FAFNHT" type=“xsl:string”/>
<xsl‘element name=""=AA4H" type="xslstring”/>
<xsl:element name=""]$543}” type="xsl:string”/>
<xsl'element name=“vlAFoE” type="xsl:string”/>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
<xsl:element name=“Z/NYAZR">
<xsl:complexType>
<xsl:sequence>
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Fig. 5. Real Estate Contract Schema file.
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A& ZF(verification) 3}, Al (source) A} AHS
AZFs7] YA AEAE BEA H2F gl g A
BE FUtslof ok AF Wle #d ARe FAR
o g HR ASIIRY ohe AHEE gaEFdl
NE ARE Egsojop et

XMLe|Y HEo 2 o] 7ol HlojEje] AE& & 73
& d2rE7} sh)e ojEg Ao AN T fEE A
Aoz A4 o AA v ¥yt QAT #Hel F
BEAZL vHGAY, Fde] F71 BE AAH A=
A4HE 279 &8 e d2A & F dE 99 7}
A EA7} ek o)F H$ AHe Q& AMEA BV}
s oy FAE sy A d2ES Tt

<xslelement name=“AFAAAA]" type=“xsl:string”/>
<xsl:element name=“A}F+4% A" type="xsl:string”/>
<xsl:element name=“5&¥ 35" type="xsl'string”/>
<xsl:element name=“%71 YA 3} type="xsl:string”/>
<xsl:element name=“F W YAFHE" type="xsl:string”/>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
<xsl:element name=“A1ZA K">
<xsl:complexType>
<xsl:sequence>
<xsl:element name="“"| =X} AZHT"/>
<xslelement name=""|=A-&YPA="/>
<xsl:element name="tFAAFAHZ"/>
<xslelement name="“"|$A}&PF="/>
<xslelement name="F7/|gA A H3"/>
<xslelement name="F /| 4A-SJI="/>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
<xsl:element name="7|E}A}E"/>
</xsl:sequence>
</xsl:icomplexType>
</xsl:element>
</xsl:sequence>
</xsl:complexType>
</xsl:element>
</xsl:schema>

a2 6. FES4 HekM A7|op ohd(H )
Fig. 6. Real Estate Contract Schema file (continue).
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AgE Algsted doleE AAS A A
(canonicalization)3}= A& Ay} ¥
= 5E

9 A4 BrHolch Aeret

oM 27198 19 59 19 622 AR,

XML 27|0F AAlE XMLo| &8s 755 A
s WS dARE AR ¢EF AAAMEE A
Alzg F@LE Aube] HeklolBEel g o] &3t

38 7& FF A%E A3 FEA 2AA, A
W, =R Foejeate] JAIAE 5ol gk XML A
HE AATS(SHA-DE &Edted, 2 72 #
SA2AA teg ZFgh(digest value) AHEE HF
h2z7Tolth, MessageDigest md =Message Digest.
get Instance(“SHA1")& SHAl €xeg]&g o] &3]
HAA GelA2E AAE Adety mdete 2L A
AE A3t oo

AR dolA2EE Ay H8|AE byte[] raw=
mddigestOE ©l&st=d ol d A& =343k RSA
duEH AN (private key)E o]E3t] AAMT
&g AP AAAEE HeiMe A4AEE A
AA AL sob shed AxE AN de
Signaturesig=Signatire.getlnstance (SHA1 With RSA)
g o8l HAAYW AAME AHT H  bytel
signatureBytes=sig.sign()}& ©|-83fod AAMEH S i

import java.io.*;
import java.security.*;
import sun.Imisc.*;
public class SHAL test{
public static void main(Stringl] args) throws
Exception{
MessageDigest md =
MessageDigest.getInstance(“SHAL");String ~ strVar
= “NEA] JFET dong domeldE 100% 500
37
bytell data = strVar.getBytes(“UTES”);
md.update(data );
bytel] raw = md.digest();
BASE64Encoder encoder = new
BASE64Encoder();
String basef4 = encoder.encode{raw)
System.out.printin(“SHA1===="+base4);
!
}

4L olgste] Ed B4 HYHE gHEE

Z object Bl28] BFA &R 7F GEude] "ok
DigestMethodo] A& SHA1S AHE-3M% 31, DigestValue
= AR FAMY ghEitE basetdE Q1EHE AA}E
AAs+1 SignatureValue: %E#S RSAE o] 4344
ot5 83k AFE basebdE QU FYI At AFHT

XML AAAEE AFste HPL jmats} wezt
b AR ged AREng Belshe HAdA FEit
FAAE A A g Feit TR F7]
(public key)& o¢]-&3te] AFE o WD, A

T of

2wzt Ak o8 de HFE FEY AL
golgh o g XML AAAEE AFete A4S
<Reference> AZ3 <Signature> AFHAHOLE L7
oA AEEL a=d WA <Reference> AEHAANAE
<Signedlnfo> 248 Astata 4 #e Aste

g AAE FE3 s g AN Ao s
<SignedInfo> <Reference> ¢F9] <DigestValue>$t A

<Signature>
<SignedInfo>
<SignatureMethod Algorithm=
“hitp://www.w3.0rg/2000/09/xmidsighrsa-shal />
<Reference URI=“#address”>
<DigestMethod Algorithm=
“hitp://www.w3.org/2000/09/xmldsighshal "/>
<DigestValue>
e67xL.Z6gUsOIGICFBUQBUDafiYU=,
</DigestValue>
</Reference>
</SignaedInfo>
<SignatureValue>
CE22wR2KDGsQImBidwOrl7MIZGLM3YmgERacl XbHNW
h2uZbfRStzeKr3yfJp+cR1IXmbryHIKe+ ASHgprl cube2/5wp
FRkFuKOCITRPUZbE +hMEcW3YepSQWGveb8T72AHUc
Ody9TgbLEYyyCXzEgUdQ2ZbqRKKOwwiFi+/Lsp
</SignatureValue>
<Object>
<2AA Id="address”>
AMEA FEET ARF AALRHE 100F 500
ARAA>
</Ohject>
</Signature>

a8 7. XHEE O|&% HYU LAFRE
Fig. 7. DigestValue source code using JAVA

8 8 XML MXAME 44
Fig. 8. Generation of XML Digital Signature.
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<Signature Id=“Purchase Order=1">
<SignedInfo>
<SignatureMethod Algorithm="http://www.w3.org/2000/0%/
xmldsig#rsa-shal”/>
<Reference URI=“#address”>
<DigestMethod
Algorithm="http://www.w3.0rg/2000/09/xmldsig#shal ”/>
<Keylnfo>
<RetrievalMethod
Type="http://www.w3.org/2000/09/xmldsig#X509Data”
URI=“httpy//www.myserver.cony/certchain.xml”/>
<X509Data>
<X509 Certificate> certificates </X509 Certificate>
<X509 Certificate> names </X509 Certificate>
<X509 Certificate> related data </X509 Certificate>
</X509Data>
<KeyValue>
<RSA KeyValue>
<Modulus>uuoR{dCnnx1pnV33Lz0ehled VLo9EoCZ9VZk
+HibCDAkyylwOIUXEbsR21v0CGr21 Toltwvo+ Wi
</Modulus>
<Exponent>EQ==</Exponent>
</RSA KeyValue>
</KeyValue>
</KeyInfo>
<DigestValue>e67xLZ6gU601GICFSUQGUDafiYU=,
</DigestValue>
</Reference>
</SignaedInfo>
<SignatureValue>
CE22wR2kDGsQIm6idwOrH7M9ZGLM3YmgERac1XbHN
Wh2uZbfRStzrKr3yfJp+cRIXmbryHfKe+A9Hgprlcube2/5
wpF3kFuKOCITRPuZbE+hMEcW3Ye7pSQWGvS8T72A
HUcOdy9TgbLE9yyCXzEgUdQ2baRkKOww{Fi+/LspQ
</SignatureValue>
<Object>
<AAA Id="address”>
AEA ATET AYEF HRoHE 100F 500
<S>
</Object>
</Signature>
<SecureDoc>
<EncryptedKey Id="§-%4t F/4z}e) v 2L7)*
Recipient="v] =2} & wjs2}“>
<EncryptionMethodAlgorithm="http://www.w3.org/2001/0
4/xmlencHrsa-1">
<CipherData>
<CipherValue>
mPCadVIOHnkdjHmdOOVk000dsdC' HKLiOPhAqPWjFdW
+HnnMfzbH4hjKIWr8n VxZmvv6Smd9F gZpanvv6 VwBhjQ
Ryu77IFFBccHKLmSeONgl12Yo
<CipherValue>
</CipherData>
</SecureDoc>

a7 9. XML HXMYE HB
Fig. 9. Verification of XML Digital Signature
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