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This case study shows constructing the knowledge-based system using a rule-based approach for
detecting illegal transactions regarding money laundering in the Korea Financial Intelligence Unit (KoFIU).
To better manage the explosive increment of low risk suspicious transactions reporting from financial
institutions, the adoption of a knowledge-based system in the KoFIU is essential. Also since different types
of information from various organizations are converged into the KoFIU, constructing a knowledge-based
system for practical use and data management regarding money laundering is definitely required.

The success of the financial information system largely depends on how well we can build the
knowledge-base for the context. Therefore we designed and constructed the knowledge-based system for
anti-money laundering by committing domain experts of each specific financial industry co-worked with a
knowledge engineer.

The outcome of the knowledge base implementation, measured by the empirical ratio of Suspicious
Transaction Reports (STRs) reported to law enforcements, shows that the knowledge-based system is
filtering STRs in the primary analysis step efficiently, and so has made great contribution to improve
efficiency and effectiveness of the analysis process. It can be said that establishing the foundation of the
knowledge base under the entire framework of the knowledge-based system for consideration of knowledge

creation and management is indeed valuable.
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1. Introduction money laundering and terrorist financing. These were
initiated by the UN and Financial Action Task Force
Since the 9.11 attacks in 2001, there has been (FATF) on money laundering to encourage other coun-
significant increase in number of regulations against tries to adopt an anti-money laundering (AML) system.
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In recent times, the requirements and standards for
these regulations have become increasingly stringent.

To actively join the global anti-money laun-
dering effort and construct a transparent financial
system in the domestic economy, the Korea Finan-
cial Intelligence Unit (KoFIU), a specialized national
agency responsible for receiving, analyzing and dis-
seminating information on suspicious transactions,
was established in 2001. The main role of the KoFIU
is to filter and provide information on suspicious
transactions that require investigation from the Prose-
cutor’s Office, National Police Agency, National Tax
Service, Korea Customs Service, Financial Supervi-
sory Commission and National Election Commission.
Therefore, to better detect illegal transactions regard-
ing money laundering reported from financial in-
stitutions, the adoption of a knowledge-based system
in the KoFIU is indispensable.

The definition of money laundering varies de-
pending on the objective of each organization, but
the general definition by FATF, an affiliated organ-
ization of the OECD, is “the process of criminal pro-
ceeds in order to disguise illegal origin.” Under the
objective of this case study, which is the adoption
of the knowledge-based system into the KoFIU, the
definition of money laundering is the acquisition or
disposition of illegal asset, application of income de-
rived from criminal activities, and the subsequent
disguising of the source of that income to make it
appear legitimate as stipulated in Korea’s Anti-Money
Laundering Act. In addition, money laundering en-
compasses activities such as deceiving the author-

ities by making assets appear to have been obtained
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through legal means with legally-earned income or
to be owned by third parties who have no relation-
ship to the true owner (Chang, 2005). The distinct
characteristic of the definition used in this case study
is that concealing of asset using foreign exchange
is included. This requires the AML system in the
KoFIU to address such activity as well.

According to Financial Transaction Reports
Act, which is one of Korea’s Anti-Money Launde-
ring Act, the KoFIU has a suspicious transaction re-
porting system, a currency transaction reporting sys-
tem, and Customer Due Diligence (CDD) measures
for anti-money laundering. Suspicious Transaction
Reports (STRs) are required to be submitted to the
KoFIU when a compliance officer in a financial in-
stitute decides a transaction is suspicious and Cur-
rency Transaction Reports (CTRs) are required when
the amount of cash transaction exceeds a certain amo-
unt. CDD based on Know Your Customer (KYC)
policies is for the prevention of money laundering
transactions though the identification of customers’
personal profiles.

The KoFIU has completed a fifth phase proj-
ect for the implementation of Korea Financial Intelli-
gence System (KoFIS) to improve the effectiveness
and quality of the analysis. For the purpose of hei-
ghtening concern over money laundering, KoFIS
was named GOOD FINDER (Good Financial Lea-
der) in November 2006. The first phase, which start-
ed in December 2001, was completed within one
year. This provided the basic foundation of GOOD
FINDER for analysis of reported financial transac-

tions. Initially, it constructed management systems
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such as information infrastructure and data ware-
house for storing STRs and foreign exchange trans-
action data. The second phase (February 2004 to
October 2004) enables the process of STR receipt,
information analysis and provision to law enforce-
ments to become online. The third (June 2005 to
December 2005) and fifth (2007) phase were the
re-design of the knowledge-based system, embed-
ding of extracted knowledge into the system, and
improvement of GOOD FINDER, respectively. The
fourth (2006) phase was constructing a portal system
to interchange the status quo of reported STRs be-
tween KoFIU and a financial institute.

This case study is a summary of a part of
the third and fifth phase, which is the design and
implementation of the knowledge-based system based
on a rules-based approach. Required knowledge was
extracted by data analysis as well as committing ex-
perts of each specific financial industry such as

banks, securities, insurance, and private banking.

The rest of the paper is organized as follows.
The second section explains a moving trend in de-
velopment of the AML system. The third section
describes the background and overall structure of
constructing the knowledge-based system for detect-
ing illegal transactions associated with money laun-
dering. The fourth section proposes the development
procedure and execution of a knowledge base for
the AML system. The fifth section analyzes the re-
sult of performance evaluation in a rule base of the
constructed knowledge-based system. The sixth sec-
tion describes monitoring and maintenance of a
knowledge base. In the final section, the concluding

remarks of this case study are presented.

2. A Moving Trend in Development of
the AML System

The AML system should be adopted by apply-

ing various technologies under the consideration of
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<Figure 1> A Moving Trend of the AML System
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a financial environment, financial IT systems and
infrastructures. In accordance with the methodology
to detect suspicious transactions, the AML system
is categorized as the first, second, and third gen-
eration system and the details are shown in <Figure
1> (KPMG, 2005).

In the first generation of the AML system,
list filtering is used to compare the customers list
in a financial unit against a terrorist and criminal
list to prevent their financial activities, so the finan-
cial unit can perform self risk management. It miti-
gates the risky transactions of the money laundering
suspect by comparing against the blacklist provided
by the government or AML related organizations.

An enhanced AML system is the transaction
monitoring system which does not only depend on
simple query or search but also monitoring of cir-
cumstances, background or sequence of transactions.
The transaction monitoring system has an advantage
of automating the AML process by providing func-
tions such as transaction data monitoring, suspicious
transaction alerting, and reporting through analysis,
but it will function properly only when the account
and financial activity of customer is fully monitored.

In the second generation of the AML system,
the customer profile is combined with a historical
transaction pattern by deriving the relationship of
each other or applying a rule-based approach extrac-
ting specific transactions or activities by rules, sce-
narios or combination of rules. In case of using the
system with this approach, a maintenance plan of
the AML system such as the addition of the most
current AML rules and scenario and the removal of

the outdated is required through continuous monitoring.
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In the third generation of the AML system,
profiling methodology to detect unknown suspicious
transactions by the entire or partial analysis of cus-
tomer activity is adopted. Recently the methodology
to score transaction, customer, and region based on
primary risk factor extracted by various statistics,
neural network or other Artificial Intelligence tech-
nologies is being studied much.

This methodology identifies the transaction
pattern and compares it to an existing money laun-
dering pattern to detect suspicious transaction. The
third generation of the AML system has an advant-
age of having its risk-based objective approach
based on data but it is only applicable when suffi-
cient and representative data is acquired so it only
supports selected tasks with limited resource. System
adopting this methodology also requires transaction
and customer information to be updated for best op-

timization.

3. Background and overall structure of
constructing the knowledge-based
system against money laundering in
the KoFIU

The number of STRs reported to the KoFIU
was 275 in 2002 and is expected to increase more
than 190 times in 2008 as shown in <Figure 2>.
Also the number of provision to law enforcements
from the KoFIU is expected to increase more than
20 times as well. Since the main role of the KoFIU
is to gather and analyze suspicious transactions re-

ported by financial institutions and to provide the
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<Figure 2> STR Reporting Status by Year

outcome of such analyses to law enforcement agen-
cies, the provision to law enforcements is an im-
portant activity to present the performance of those
analyses in the KoFIU.

Although STRs have increased rapidly in
quantitative respect, the quality of suspicious trans-
actions reporting from financial institutions has not
changed much. Consequently, the expansion of low
risk transactions reporting led to lower efficiency in
analysis since the resource for analyzing is limited.
Just assigning more human resources to handle an
increased volume of STRs is not cost efficient and
may create a bottleneck in the analysis process. To
better manage the exponential increase of STRs, the
adoption of the knowledge-based system is essential.
Since different types of information from various or-
ganizations are converged into KoFIU, constructing
the knowledge-based system for practical use and
data management regarding money laundering is

definitely required.

To improve the efficiency of the analysis, the
knowledge-based system was implemented with re-
engineering of analysis process. The knowledge-ba-
sed system is used 1) in primary analysis, 2) in-depth
analysis in STRs and strategic analysis, and 3) target
extraction for strategic analysis. The workflow of
the internal KoFIU process is categorized into two
tasks, STR analysis and strategic analysis by pro-
vided theme, as shown in <Figure 2>. The knowl-
edge-based system is composed of a rule base for
STR analysis and strategic analysis, and scenarios
for strategic analysis. <Figure 3> shows the roles
of the knowledge-based system for each analysis
step of GOOD FINDER.

3.1 STR Analysis

When a STR is submitted from a financial
unit or a target transaction extracted from strategic
analysis is received, in primary analysis, the knowl-

edge-based system assigns a risk rating based on the
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<Figure 3> The Roles of the Knowledge Base in the Architecture of GOOD FINDER

rules embedded in the knowledge base for the so-
called intelligent assignment. Intelligent assignment
is the risk rating-based decision making process sup-
ported by a knowledge base of GOOD FINDER,
which selects a risky STR effectively for decreasing
in-depth analysts” work load. In accordance with the
risk rating, transaction is categorized into 3 different
types : “analysis required”, “analysis not required”,
and “uncertain.” Transactions that are “analysis re-
quired” or “uncertain” are assigned to the relevant
unit and analyst for in-depth analysis.

In in-depth analysis, the process of analyzing
STRs in detail through gathering more information
after primary analysis to provide the outcome of
analyses to law enforcement agencies for inves-

tigation, the knowledge base provides analysts much
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information such as typologies of risk, related risk
factors of persons and transactions, key points for

analysis, and references to support analysis

3.2 Strategic Analysis

Strategic analysis, which analyzes various re-
lated information regarding money laundering such
as foreign exchange transactions, the relationship
among persons conducting financial transactions,
their bank accounts, and financial institutions in-
volved, is composed of regular analysis based on
pre-defined rules and irregular analysis based on
scenarios created by analysts or the combination of
rules. Each rule base embarks not only a set of rules

for supporting analysis task but also risk rating in-
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formation and detailed information such as refer-
ences or key points for analysis. Using these, the
knowledge-based system provides valuable informa-
tion for selecting target transactions for analysis and
enhances efficiency in the analysis process. When
an analyst receives a transaction for in-depth analy-
sis, the knowledge-based system provides risk rat-
ing, key points for analysis, and references to sup-
port the analysis. After in-depth analysis, decision
on whether to report this to law enforcements would
be made, which is the end of process.
Furthermore, knowledge discovery using in-
formation analysis techniques, On-Line Analysis
Process (OLAP) and Link Analysis, is available for
strategy analysis in the knowledge-based system of
GOOD FINDER. OLAP access a multi-dimensional
risk factors defined by a knowledge base to inter-
actively analyze information and facilitate the deci-
sion-making process. Link Analysis uses charts to
display the relationship among persons conducting fi-
nancial transactions, their bank accounts, the amount
of transactions, financial institutions involved and
other related information in the knowledge-based
system of GOOD FINDER. The valid relation ob-
tained by combining the risk factors of customer and
transaction from OLAP, link analysis and scenario
analysis is implemented into a rule base of STR

analysis and strategy analysis.

4. Design of the Knowledge-based system

Before entering a knowledge base design phase,
we benchmarked other advanced FIU systems over-
seas, analyzed similar systems in banks, credit card

and insurance companies, and performed the analy-

sis of international and domestic money laundering
cases. The design of the knowledge-based system
is a key contributor to its success. The knowledge-
based system is composed of a rule based system
and an inference engine. In addition, rule based rep-
resentation is one of the widest known and im-
plemented forms for knowledge representation in the
development of the knowledge-based systems. Be-
cause production rules have a very simple syntax,
they are easily understood. Their implementation of-
fers a great degree of flexibility to the knowledge
base as they are easy to modify and update (Matsat-
sinis, Doumpos, and Zopounidis, 1997). General ex-
pression of rule-based knowledge is shown in <Figure
4a>. In this case study, we use decision table repre-
sentation scheme of rule-based knowledge as shown

in <Figure 4b>.

(type)

and it is not true that (risk factor 1, condition 1)
and it is true that (risk factor 2, condition 2)
and {(risk factor 3, condition 3) or (risk factor 4,

condition 4)}
Then
Risk rating
(a) Rule
If
risk risk risk risk Then
factor 1 factor 2 factor 3 factor 4
condition 1 | condition 2 | condition 3 | condition 4
T True
rue i
False True False R'.Sk
rating
False True

(b) Decision Table

<Figure 4> Knowledge representation : Rule and
Decision Table
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The biggest problem in developing a knowl-
edge base is the lack of experts and knowledge en-
gineers, and difficulties with the extraction process
of essential factors of rule and the rule itself. Espe-
cially, this has been called the knowledge acquisition
problem and has been identified as a major bottle-
neck in the knowledge-based system development
process (Wagner, Otto, and Chung, 2002). Several
studies to elicit information from human knowledge
have been proposed under the banner of knowledge
acquisition to create knowledge base (Hayes-Roth,
1984a; 1984b; Cossick, Byrd, and Zmud, 1992). There
have been a number of surveys regarding the various
tools and approaches used in knowledge acquisition
(Boose 1989, Kim and Courtney 1988, Holsapple
and Wagner 1995, O’Leary, 1998).

Until now, an accurate methodology to detect
and measure money laundering patterns in construct-
ing the knowledge-based system still does not exist
(Buchanan, 2004). In this case study, through the
analysis of internal/external experts, case studies
from overseas and domestic, study of STRs and
analysis conclusion reports, typologies of suspicious
transactions are defined and risk factors are deduced.
In addition, since a lot of suspicious transactions
with the relevant data, which is submitted by finan-
cial agencies to the KoFIU using a computerized
system, are stored in the KoFIU, data is analyzed
using statistical analysis, the t-test and stepwise se-

lection method with fitting the logistic regression

model, to settle the typologies of suspicious trans-
actions and to deduct the risk factors of them. These
two methodologies are combined with knowledge ac-
quisition process to design the knowledge base. Fina-
lly, inductive learning using C5.0 algorithms are used
to create rules, and all of these design process of a
knowledge base can be schematized as <Figure 5>.

Typology in this case study is categorized by
transactions by a private person and a corporation.
According to subjects to conduct transactions, three
types of transactions in KRW and in foreign cur-
rency, respectively are defined. Especially the fact
that all the domain experts in banks, insurance com-
panies, securities companies, private banking, and
foreign exchange co-worked with a knowledge en-
gineer to design the knowledge-based system is very
meaningful.

Various risk factors were deducted through
data analysis and from expert through interview and
survey. After composing IF statement with the com-
bination of knowledge typologies and risk factors
deducted from a quantitative and qualitative analy-
sis, THEN statement is expressed by the risk rating
of correspondent rules. Grading the level of risk of
rules was based on the empirical ratio of provision
to law enforcements. The rating structure of rules
provides flexibility of analysis strategy and commu-
nication regarding risk rate between analysts in
KoFIU. Risk rating has 4 levels. For example, level

1 means very suspicious and the ratio of provision

Search of
Typologies

Data Analwsis

Deduction of Rule Creation

¥

¥

Risk Factor / Rating

<Figure 5> Design process of Knowledge Base
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to law enforcements is more than 90%. Rule ex-
pressed in this way is stored into the rule base of
the knowledge-based system and it alerts trans-
actions having that have the same conditions with

IF statement in the rule.

5. Implementation and outcome of a
knowledge base

The designed knowledge base is implemented
using the business rule management software, JRules
from ILOG. <Figure 6> shows the implementation
framework. The ILOG Business Rule Management
System (BRMS) framework provides Business Rule
Engine (BRE) and editor. Additionally, it also pro-
vides the professional service including project re-

source management and application integration.

The main reason for selecting JRules to im-
plement the knowledge base is as follows;

1. In rule-based system, programming skills are not

required to create rules. Rules can be written in

simpler languages used in the field. So it is sim-

Y —

ple, easy to implement and maintain the system.
2. Rules can be added, modified, and deleted without
halting the system operation, so it has flexibility

to handle the rapidly changing environment.

JRules in ILOG is implemented using JAVA.
The main function of rule builder is rule authoring,
rule deployment and rule management. Rule author-
ing is the process of rule-base model creation. Rule
deployment is extracting rules from rule repository.
Rule management is rule repository management. As
shown in <Figure 6>, through the co-work of techni-
cal user and business user, rule is deducted and de-
ducted rules are managed in repository and extracted
when it is needed.

In <Figure 7>, it shows an illustrative knowl-
edge representation in rule builder.

The outcome of the knowledge base imple-
mentation is shown in <Figure 8>. To measure the
outcome, 17,922 STRs submitted from January 2007
to May 2007 were used. 360 of these were reported
to law enforcements. Since the effective provision

to law enforcements prevents money laundering as-

- Business App. 1

Repository Business App. 2

v

Technical < »  Rule Builder IDE [«
User
. Rule Builder t
Business «¢ >
User Web Rule Editor
Files

.

Author

Business App. 3

HIRs
y

Manage Deploy

<Figure 6> Business Rule Management with ILOG JRules (ILOG, 2004)
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<Figure 8> Qutcome of the Knowledge-based System

sociated with serious crimes and stops the illicit
cross-border flow of funds that abuses the foreign
exchange liberalization policy, the performance of
the knowledge-based system in the KoFIU is eval-
uated whether GOOD FINDER identifies risky tran-
sactions among submitted STRs. The higher the ratio
of provision to law enforcements for specific pattern
of transactions is, the more risky the pattern of trans-
actions is.

By application of the constructed knowledge-
based system, 464 STRs were alerted out of 1,189
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STRs, which shows a reduction of 60.98%. 360 cas-
es of STRs were decided to be reported to law en-
forcements. Consequently, the ratio of STRs repor-
ted to law enforcements has increased from 30.28%
up to 50.43% which is 66.56% of improvement. This
is a meaningful figure showing the knowledge-based
system is filtering STR in primary analysis step
efficiently.

Apart from this quantitative outcome, the qua-
litative outcome is as follows. First, through the in-

telligent assignment in primary analysis, it can sup-
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port filtering high risk transaction by grading the risk
level of each transaction. This can resolve the bottle-
neck problem in the analysis process due to tremen-
dously increasing STR. Second, it supports in-depth
analysis by providing related statistical figure, key
points and references for analysis, so it enhances the
efficiency of STR analysis. Lastly, we establish a
concept on the knowledge-based system, derive an
appropriate framework supporting the concept, and
set up development strategies. Since the analysts,
consisted of experts from various ministries and
agencies are assigned to their position in KoFIU on
a regular basis, it is indispensable to organize, classi-
fy and group expert’s know-how acquired from in-
depth analysis into the knowledge base for anti-mon-

ey laundering.

6. Monitoring and maintenance of a
knowledge base

Unlike a typical transaction processing sys-
tem, the knowledge-based system needs to be im-

proved not only by the system administrator but also

Rule Monitoring }“““% Gathering

I

* Utilization of Request on
Rule Filtering Model Rule Add,

* Gathering of Information Delete
& Reasoning & Change

all the users, through participation in knowledge
management activity. By the continuous monitoring
of risk rating information, outdated knowledge needs
to be deleted and brand new rules to handle most
current money laundering type need to be added
since this would affect the entire knowledge-based
system performance.

Therefore, we provide the program for main-
tenance of the knowledge-based system which al-
lows operations such as the viewing, modifying, re-
moving, and adding of rules so analyst of KoFIU
can adjust all the information of rules in GUI envi-
ronment whenever required. Also for knowledge
base management, the key success factor of the
knowledge-based system, we advised to KoFIU that
an independent department needs to be created.

Performance measure criteria are created and
monitoring environment is provided. It is for adjust-
ing rule base of the knowledge-based by monitoring
risk factors and rule performance, so it can support
making a decision on when to update rules in the
system. <Figure 9> shows the detailed procedure of
the rule base management in GOOD FINDER.

Decision
Epproval for
Decizion?

Return

I | ementat ion

<Figure 9> The Procedure of Rule Base Management
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7. Concluding remarks

This paper is the case study to apply a knowl-
edge-based system for enhancement of GOOD FIN-
DER. Through detecting high risk transactions and
reporting them to law enforcements using the con-
structed knowledge-based system, it is possible to
reduce the workload of GOOD FINDER. Simultane-
ously, there are conflicts with privacy law due to
the convergence of a huge range of information into
KoFIU. However after the analysis of reported STRs,
only risky transactions are reported to law enforce-
ments so innocent customer’s personal profile and
transaction information are secured. Since a huge
range of information is converging into KoFIU, there
are responsibilities to create of valuable knowledge
related to money laundering. Through this case stu-
dy, it can be said that establishing the foundation
of the knowledge base under the entire framework
of the knowledge-based system for consideration of
knowledge creation and management in KoFIU is
indeed valuable. In the future, if associations between
risk factors or rules are extracted through other vari-
ous analysis techniques and applied to the knowledge
base, GOOD FINDER will be allowed to evolve
into a more powerful, efficient, and reliable knowl-

edge-based system.
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