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ABSTRACT

Information technology have led to change the automation of large industrial control system as well as business
system and environments. Industrial control system(ICS) is vital components of most nation's critical infrastructures
such as electricity, natural gas, water, waste treatment, transportation and communication that are based of national
security, safety of citizen and development of national economy. According to the change of business environment,
organizational management pushed integration all of the system include MIS and ICS. This situation led to use standard
information technologies for ICS, this transition has been to expose ICS to the same vulnerabilities and threats that
plague business system. Recently government obliged owners of the public information system to audit for safety,
efficiency and effectiveness, and also obliged the owners of national infrastructure to improve their system security
as a result of vulnerability analysis. But there doesn't prepare a security architecture and information security auditing
framework of ICS for auditing. In this paper, I suggested the security architecture and information security auditing
framework for ICS in order to prepare the base of industrial system security auditing.
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