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Abstract We present a simple and effective method
to reduce loop-related false alarms raised by buffer-
overrun static program analyzer. Interval domain buffer—
overrun analyzer raise many false alarms in analyzing
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programs that frequently use loops and arrays. Firstly,
we classified patterns of loop-related false alarms for
loop~intensive programs, such as embedded programs or
mathematical libraries. After that we designed a simple
and effective false alarm refiner, specialized for the
loop-related false alarms we classified. After the normal
analysis of program in which alarms considered as false.
We implemented this method on our buffer-overrun
analyzer with the result that our refinement method
decreased the number of false alarms by 32% of total
amount the analyzer reported.

Key words : Abstract Interpretation, False alarms,

Static analysis, static bug detector
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char p(64);
char d(64];
«‘:l‘1.ar~ pd = &pl0];
for (j =0; j<8; j+)
{
d(0] = (pd(01+4)>>3;
d1] = (pd(111+4)>>3;
;[7] = (pd[7)+4)>>3;
d+=8;
pd += 8;
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int y(10);
int »yptr = &yI[0];
for (i=0; i<6; i) |
yptr = 1;
ypir++;
}
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int x(101;
inti, s=0;
for (i=0; i<128; i++) {
x[s+] = [;

if (s >=10) s-=10;
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int x[2561;
int |, datal, datar;
for (i=0; i<256; i#+=2) {
xfi} = datal;
x[i+1) = datar;
}
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Software time(s) | #alarms | time(s) | #alarms
divx H263FRDivxI3.c | 26092 | 43 27196 | 34
player | MADStreaml5.c | 2750.15 | 478 3382.82 | 388
pred.c 6182 |32 62.36 | 16
macroblock.c 15.00 20 15.29 8
openavs | vicc 96.21 36 564.07 |13
-1.02 decodec 1038 |5 1076 |0
stream.c 9.24 5 9.62 0
global.c 2224 6 2.78 0
getblk.c 731 33 7.63 33
getpic.c 11777 |74 11869 |74
store.c 057 2 0.57 2
display.c 151 1 178 0
tmndec | getvie.c 6.65 17 6.62 17
-3.20 idctref.c 0.03 4 0.06 0
recon.c 4.60 16 4.70 0
ring_buf.c 0.06 17 0.06 17
ditherc 0.16 2 0.30 0
tmndec.c 287 5 2.87 2
Total 336749 | 796 448294 | 604
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Program time(s) | #alarms | time(s) | #alarms
blowfish.c 0.55 2 0.56 0
blowfish2.c 012 5 0.30 0
vncdec.c 0.68 32 0.81 18
ice.c 0.29 2 0.31 1
Total 1.64 43 198 19
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PROGRAM | time(s} | #alarms | timel(s) | #alarms | time(s) | #alarms | time() | #alarms
vocdec.c 0.68 32 0.81 18 15.1 32| 20498 2
blowfish.c 0.56 2 0.56 4] 20.36 0| 2564 0
blonwfish2.c 0.2 5 0.30 0 4342 1| 61109 1
icec 0.29 2 0.31 1 2883 2| 7741 2
tondec.c 2.87 s 287 2| 25039 5| 311903 5
TeCon.¢ 4.60 16 4.70 0] 11196 8§ 30337 8
vice 96.21 36| 56407 13 | 3732.54 35 | out of memory
getblk.c 7.31 33 7.63 33| out of memory | out of memory
% 4 §8)7) A7) 719 vl
A AR AW

PROGRAM time(s) | #alarm | time(s) | #alarm | time(s) | #alarm
macroblock.c 15.00 20 15.29 8 9.56 14
pred.c 61.82 32 62.36 16 61.66 8
vnedec.c 0.68 32 0.81 18 068 32
getpic.c 117.77 74| 11869 74| 11965 74
H263FRDivxI3.c | 260.92 43 | 27196 34| 26148 43
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