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Effective Feature Selection Model for Network Data Modeling
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Abstract

Network data modeling is a essential research for the evaluation for intrusion detection systems performance, network modeling
and methods for analyzing network data. In network data modeling, real data from the network must be analyzed and the modeled
data must be efficiently composed to reflect a sufficient amount of the original data. In this paper the useful elements of real
network data were quantified from packets captured from a huge network. Futhermore, a statistical analysis method was used to
find the most effective element for efficiently classifying the modeled data.

Keyword : Network Data Set, Network Feature Selection, Intrusion Detection, Network Data Analysis

.M E YESA Holg AL =HOR FE3] T & e
HEHZ dolele] RS FA3] grysteof sir, ¥Hg
L2 VEYZY Ben tE] o7 7kx A gA = Ao ZFo] Hlo|e) e ol ] Aok gt} & At
ZlE 2 A Y Jleol 27HY Jon, mdk @Al 7o) gojE AL o] L3t T 25238 YEYT o] 4]
A SRS #¥E ofe) 7pA W] AAFY AFE e o AZS & 9= yolE Alojdok d)
2 3L itk A 2R o8 7R o A2e % oleig Hole Al FAL EHZS AA HolHE T
o] ¥ & HHH Aol oI AT E A2" S 7 d3sles 72 5E ddth B3 AR HolHE
¢ 7 e MESNZ oy Mlo| fEA] 23t o] o]&3le] HhE B A (E2H Aol 7Isd o4 ¥
o 2ol Ru A peasT oty 4 o %"é*-é)% gkegshe A, &, WEANA ?4101151 5
Center for Information Security Technologies(CIST), Korea University o glojx B3R 4 E]T"i‘ }1"_]26]% BT A }‘\jsg Fojok
YU faetn R BATIARISHA 9% mara Ay S TroIh MIEHZ OIS, & A3 ol o2 A
Aol ArARtE SRS (ITA-2007-(C1090-0701-0025)) AEE 2 glom d7 dve] F8 HELEE A7 A



HEF 3 =EA 20083 AW ALE

B8R Fa, AR Fa, ol 7hA 219 ) R
TOE P40 %ﬂl”m. AAY Ao sugos ge A
Bt &ele] Hum, dd 2R e Fug 7T AR v ES
39} Ao} 7k Aol o5 @ 29| oef 74x A
B F 2 ofd 7o) FRIL A2 HolE Y A g
HES 2T AEA B @) By 9l © A 4Ee
2AY A7 /N 473 S F ok B8 A 94 A
290] 28 B4 F2 ATUA 7w gAE Wy oy

Ha RS o18d 84 & 4 JdEAY U e

A

2 =52 7Y e AR 5 e 258 7
T AE WS A% A WS AL AL
T S TR BYE B8 A4 dEYA 2 sihe
A AR Thed BE SAS B8 ok AR 24
°]&¥ 4FAME MIT/LLAA 37/1% WEHZ dlog
X AU GF UEAINAM FHE A7 HolHE

ol-g3te] A 3.

=29 742 3 2ok 239 ME MIT/LL dlo]
B, ©o]& 2433 KDD Cup 99°¢} 0] & EA43517] 93
RS FAE BAO tiste] At 33eME A9
Aste] AHESE A dlolH Y AXY FAH A A
thate] A3ty o] & £33} vpR 9o 2 4% 2
d 2AE nEo R AES 9T 5 A7 4 gid)

FPE

It. HELA H|0|E

HESD HolBlE MENIA o 55 E BE 279
HolE 3ol ¥ % k. ol% XU a9 Holg

Ag F4%e AL ENT) Y 2 84S AE 5
7} 98t WEEA] ZREoF 5 7)Eoly, o] 7eS F1
71 YEiME a2 YEYA dojEe] 4ES g9
ook it B oM EA Aoz Wol AR5
2 7P 8 F MEY A do|8E 2413 MIT & g
742 HelEe g vleleE RdF Hole KDD
CUP 99" Hio]Ele] thajA Adg3ict,

o
o

K

rﬁ
rg e

93

1. MIT 21 A7A [|0]E

B =RoA vy 249 oz 37 QE golH=
o5 MITO| 370 A7Ao)A 7433 so|g Ao}, a3
glole Ae AA7A B GHES) s A7 Aot
E HT o AHHOE MIT o Hlo]eje} MIT 7} %
Ho|E1E o) 43 Tdg = do]E <l KDD ulolge] vy
B A1 AgE o] x| ¢tk MIT olAEs XE do]g
& Ty 183 22 @74 4 dich

Thousands of UNIX Hosts
Hundreds of User Automata

Ay Inside
i Air Force Base

— Secretaries

- Programmers

— Workers

— Managers

— System Administrators
~ Attackers

Router

Services/Protocols

-hitp -x

-smip - SQL/telnet

—pop3 —dns N
- ftp - finger Outside

—irc - snmp Internet ~

-~ telnet — time

J2H 1. MIT 9 22 Hole 8 =4
Fig. 1. The environment for collecting the population data of MIT
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Table 1. The TCP data structure of the KDD CUP 99' data set

Feature Description Type
. length (number of seconds) of .
duration . continuous
the connection
protocol_type type of the protocol e.g. tcp, discrete

udp

service network service on the discrete
destination e.g., http, telnet

number of data bytes from

src_bytes source to destination continuous
dst_btyes num.ber.of data bytes from continuous
destination to source
normal or error status of the .
flag . discrete
connection
land 1 if connection is from/to the discrete
same host/port; 0 otherwise
wrong_fragment number of "wrong" fragment continuous
urgent number of urgent packet continuous
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Tabie 2. The host environment for capturing a small scale network

Host Hardware

1
2

Software

w

S

Intel Pentium 4 2.0GHz MS Windows XP

2 512MB Memory SP2

= Realteck 8139 Enterprise Edit.
8

9

10

1 Intel Pentium 4 1.2GHz RedHat

12 1024MB Memory Linux 9
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