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Abstract

IP over Ethernet technology widely used as Internet access uses the ARP(Address Resolution Protocol) that translates
an ip address to the corresponding MAC address. recently, there are ARP security attacks that intentionally modify the IP
address and its corresponding MAC address, utilizing various tools like “snoopspy”. Since ARP attacks can redirect
packets to different MAC address other than destination, attackers can eavesdrop packets, change their contents, or hijack
the connection. Because the ARP attack is performed at data link layer, it can not be protected by security mechanisms
such as Secure Shell(SSH) or Secure Sockets Layer(SSL). Thus, in this paper, we classify the ARP attack into
downstream ARP spoofing attack and upstream ARP redirection attack, and propose a new security mechanism using
DHCP information for acquisition of IP address. We propose a “DHCP snoop mechanism” or “DHCP sniffing/inspection
mechanism” for ARP spoofing attack, and a “static binding mechanism” for ARP redirection attack. The proposed security
mechanisms for ARP attacks can be widely used to reinforce the security of the next generation internet access networks
including BcN.

Keywords : ARP attack, eavesdrop, session hijecking, network security
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Fig. 14. The flow diagram for DHCP egress filtering.
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