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Copyright Protection using Encryption of DCT Coefficients and Motion
Vector in Video Codec of Mobile Device
Kwon, Goo Rak « Kim, Young Ro

{Abstract>

With widespread use of the Internet and improvements in streaming media and
compression technology, digital music, video, and image can be distributed
instantaneously across the Internet to end-users. However, most conventional Digital
Right Management are often not secure and fast enough to process the vast amount of
data generated by the multimedia applications to meet the real-time constraints. In this
paper, we propose the copyright protection using encryption of DCT coefficients and
motion vector in MPEG-4 video codec of mobile device. This paper presents a new
Digital Rights Management that modifies the Motion Vector of Macroblock for mobile
device. Experimental results indicate that the proposed DRM can not only achieve very
low cost of the encryption but also enable separable authentication to individual mobile
devices such as Portable Multimedia Player and Personal Digital Assistants. The
performance of the proposed methods have low complexity and low increase of bit rate
in overhead.
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