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Abstract The introduction of wireless information technology gives rise to new mobile services in all kinds of
areas of out daily life. Mobile healthcare system is a production of composite ICT (Information and
Communication Technology) which focused on signal sensing, processing, and communication in wireless
environment. The mobile and wireless revolution promises not only expanded access to patient health
information, but also improved patient care. In this paper, we describe a surrogate host based mobile healthcare
information system which utilized Grid computing for real-time ECG signal processing. The surrogate host
provides seamless interface between mobile device and Medical Grid portal. The security extension of GSI (Grid
Security Infrastructure) allows mobile users to access Grid portal in a secure and convenient manner. The
presented system architecture can be used as a secure enterprise mobile healthcare system for hospital
physicians.

Key Wonds : Secure Mobile, Healthcare System, Grid portal, Distributed Computing
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gives rise to new mobile services in all kinds of areas
of our daily life. Mobile healthcare system is a of
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environment.

The use of the PDA (Personal Digital Assistant) in
a clinical setting has been gaining wide acceptance
recently, with many reported advantages including a
reduction in medical errors{l]. In order to build
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distributed system that is highly adaptive to change, a
distributed object middle-ware that allows objects to
inter-operate across networks regardless of the
language is required.

The tow most dominating distributed object
technologies or middle-ware CORBA (Common Object
Request Broker Architecture) of OMG (Object
Management and DCOM (Distributed
Component Object Model) by Microsoft, respectively.

Group)

However, they are not prepared to offer proper
support for addressing the dynamic aspects of mobile
systems.

Modemn distributed applications need a middle-ware
that is capable of adapting to environment changes and
that supports the required level of quality of service.
Java RMI overcomes the problem by allowing a client
o obtain the stub from the server at runtime.

Jini is new network ‘ping and play’ technology
based on Java, which allows software and hardware or
software component to join a network of Jini
technology—enabled services, it must satisfy several
critical requirements: it must be able to participate in
the Jini discovery and join protocols, and it must be
able to download and execute classes written in the
Java programming language. In addition, it may need
the ability to export classes written
programming language so that they are available for
downloading to remote entity.

For many hardware or software components, these

in Java

requirements are not difficult to meet[2]. Jini Surrogate
is designed to address this problem by defining a
means by which these components, with the aid of a
third party, can participate in a jini network while
maintaining the plug-and-work model of Jini network
technology.

In the paper, we have designed a surrogate host
based mobile healthcare information system which
utilized Grid computing for real-time patient’'s ECG
signal processing. In order to provide secure
communication between mobile devices and Grid portal,
we have extended the GSI [3][4] functionality since

PDA dose not have enough computing power and
storage space to download and install distribution
package of associated CA (Certificate Authority).
The rest of this paper is organized as follows. The
background and related work is summarized in
Section2. Section 3 describes implementation of the
proposed surrogate host based mobile healthcare
system. Conclusions are presented in Section 4.

Il. Related work

2.1 Surrogate Host System

The Jini swrogate architecture provides both the
necessary facilittes to implement communication
gateways for interconnections, as well as a place where
processing power can be apportioned to a surrogate
that acts on behalf of an attached device. Using the
surrogate architecture, devices that not directly
connected to a Jini network, or are otherwise unable to
have direct access to the Jini technology infrastructure,
can supply surrogate that can access the Jini network
and have access to the Jini technology infrastructure.

These surrogate represent, and act on the behalf of
the device that is not Jini technology-enabled2]. A
surrogate host is an environment specially designed for
the hosting of surrogates. Surrogates can be loaded
into a surrogate host and executed. The key surrogate
modules include discovery, retrieval and loading of
surrogate, execution, and live-ness monitoring. In order
to realize the surrogate architecture, there must exist a
host-capable machine connected to the device
interconnect and the Jini network. Furthermore, the
host-capable machine must be able to execute code
written in Java on behalf of the device and supply the
resources that such code may need.
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Fig. 1. Architecture of Surrogate System

The surrogate host resides in a host—capable
machine and can be seen as a Jini gateway. Morever,
there is an interconnect adapter monitoring the device
interconnect. The brief surrogate architecture is shown
in figure 1.

2.2 Security of Mobile Grid

Recently, there is a growing rank of mobile users
equipped with mobile phones and PDAs which have
Limited computing power as well as frequent
disconnected state. When such a user needs to perform
some computation intensive task, the user should
connect to an application server as a client and remain
connected until the results are obtained. In order to
provide mobile Grid computing to mobile devices,
various mechanism are proposed in the literature[5-7].

Most of them use the mobile agent technologies to
provide a powerful computing platform to mobile client
applications that can migrate from the client machine to
the networked host system. The mobile agent can
carry out the computation while the client system
remains disconnected.

The client can retrieve the results at a later
convenient time or can be notified by the agent through
paging if timing is crucial. However, mobile agent
approach would cause some security and trust problem
because the hosts are no longer belong to only one user
or organization in grid environment. To address those
security issues brought from multiple organizations,
GSI has established a framework by which general
authentication and authorization can be carried on[7].

GSI enables a job to access local and remote

resources securely. The surrogate host system
proposed in this paper can be viewed upon as a
midway approach between the traditional client server
architecture and the full-fledged mobile agent based
architecture, and combines the advantages of both in a
useful manner, It just extends the GSI-based security
mechanism to wireless domain, which serves to extend
the computing power of the end user devices allowing
the flexibility of disconnected operation.

At the same time it largely eliminates the complex
security concerns of the mobile agent approach by
sticking effectively to the safer client-server model of
computation.

2.3 MyProxy

MyProxy is open source software for managing
X509 Public key Infrastructure (PKI) security
credentials which include both certificates and private
keys. an online credential
repository with an online certificate athority to allow
users to securely obtain credentials when and where
needed.

Users run MyProxy log-on to authenticate and
obtain credentials, including trusted CA certificates and
Certificate Revocation Lists (CRLs). The motivation for
MyProxy is its usability on Grid portals. Grid portal is
a suitable framework to integrate Grid resources and

MyProxy combines

help users communicate easily with the Gnd
infrastructure via web browers.

Grid portal requirements are:

® Users must be able to use any standard web
browsers to access Grid portals

® Users must be able to use a web browser from
any location

® Users must be able to do anytihng through the
Grid portal their credentials would normally
entitle them to.

However, the current off-the -shelf web browsers
do not support delegation of credential. This prevents
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the portal from being able to act as the user without
being given a permanent copy of the user’s credentials.
Credentials are not securely available everywhere,
normally stored on disk at the user’s home site. Portal
needs to use the same credential user would normally
use.

The portal could have an alternate set of credentials
for the user, but this gets into scalability problems as
the number of identities for the user grows. Thus,
MyProxy system is designed to allow users to access
their credentials from anywhere on the Grid and users
to delegate credentials to resources to which they
normally would not be able to. Credentials should only
exist on the portal when they are actually needed. For
scalability multiple portals should be able to use a singe
MyProxy system. A portal should be able to use
multiple MyProxy systems and user should retain as
much control of their credentials as possible.

% Auth Temgl

Proxy
Server

Fig. 2. User connecting to portal and portal
interaction with MyProxy server

MyProxy system consists of a MyProxy server and
a set of client programs. The server stores and protects
credentials and client programs run by the user and the
portal interact with the server to store and retrieve
credentials. To user MyProxy system with a portal, a
user delegate a proxy credential to the MyProxy server
as shown in figure 2.

ll. Implementation

3.1 System Architecture

The proposed surrogate host based mobile
healthcare system consists of four types of hosts:
mobile device (PDA), surrogate host, Grid portal, and
MyProxy server as shown in figure 3.

MediGrid
Portal

Celluiar

Nirgless Davices

Myproxy  ECG DB
Server

Fig. 3. Architecture of Mobile Healthcare System

Surrogate host is located between wireless network
and Grid portal. It provides two different services to
mobile devices: relay and access control. First it accept
PDA client’s service request and verifies the mobile
user, and relays the request to the Grid portal. Second,
it performs access control to verify mobile user to
access associated Grid portal.

MyProxy server allows users to access their
credentials from anywhere on the Grid and users to
delegate credentials to resources to which they
normally would not be able to. Credentials should only
exist on the portal when they are actually needed.
MyProxy system consists of a MyProxy server and a
set of client programs.

The server stores and protects credentials and client
programs are executed by the user and the portal
interacts with the server to store and retrieve
credentials. To use MyProxy system with a portal, a
user delegates a proxy credential to the MyProxy
server. Then, at different location and different time,
the user connects to the Grid portal using a web
browser and authentication information such as user id
and pass phrase.
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The portal would connect to the MyProxy server,
and presents the authentication information provided by
the user, and requests a proxy credential for the user.
The proxy server verifies received information, and
provides a proxy credential back to the portal. The
portal can now use the credential to access the Grid on
the user’s behalf using standard Grid applications and
tools. Server scenario of the surrogate host system can
be summarized as follows. A mobile user executes a
healthcare client in his PDA using his registered id and
pass phrase, and sends connect request to surrogate
host.

Then surrogate host verifies the user's
authentication information utilizing re-registered
database information. Surrogate host relays the connect
request to Grid portal.

If connection is successful, myproxy-init activation
is displayed on PDA. Once the user activates
myproxy-init, this request is relayed to MyProxy
server via Grid portal. The proxy server verifies
received information, and provides a proxy credential
back to the PDA via Grid portal. Finally, the mobile
user can access Grid healthcare services using the
proxy credential. Now the mobile heaithcare user is
ready to send his ECG signal to Grid portal for
analysis.

ECG data sensing is not considered in this paper, but
we assume that ECG signals are stored in user’s PDA.
As real sample ECG signals, we use MIT-BIH
Arthythmia Database[8-11] in Physiobank. The
MIT-BIH Arrhythmia Database contains 48 half-hour
excepts of two—channel ambulatory ECG recordings.

If PDA user sends ECG signal to Grid portal via
surrogate host, the signal is analyzed using signal
processing algorithms. For real-time signal processing
GT (Globus Toolkit) 4 based Grid computing has been
adopted.

Once the ECG signal is analyzed, various parameters
such as RR interval and ST segment are obtained to
estimate possible heart symptoms such as arthythmia.
These parameters and ECG waves are transmitted to

physician in order to diagnose patient’s heart for
possible heart problems. After examining patient’s
ECG associated data, the physician would notify what
has happened with the patient’s heart for proper care
via Medical Grid portal.

3.2 Mobile Device Monitoring

Once a surrogate is loaded and activated, the
surrogate host monitors the mobile device for
live-ness. Liveness means that a usable
communication path exists between the surrogate and
the device that ti represents, and that both entities are
active. If the device is no longer reachable for any
reason (e.g. due to a network failure), then the
surrogate is deactivated by the surrogate host to
release any resources being used. The surrogate has to
de-register with the Jini lookup service to let the
service users being notified about the disconnected
service.

The device service determines that the device is no
longer connected the surrogate host, so it can try to
re-establish the interconnection when possible.

Live-ness monitoring of surrogate is implemented to
monitor and maintain the status information of mobile
devices. When the PDA connects to the surrogate host
for the first time, it sends periodically static information
associated with CPU, memory, storage, device type,
and operating system. It also periodically reports
non-static information such as live-ness, id, ip address,
port number, and current status to the surrogate host.
Figure 4 shows the log-based PDA monitoring

Fig. 4. Log—-based PDA Monitoring
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3.3 Analysis of ECG Signals

Patient’s ECG signal is transmitted to Grid portal
via surrogate host processed in real-time to extract
ECG features such as R-R interval, QRS duration, and
ST segment based on Grid computing. The extracted
ECG parameters along with ECG waves in time dormain
can be transmitted to physician’s terminal or the doctor
can access the Grid portal to examine the ECG data
and produce medical opinion for the patient.

Figure 5 shows three-channel ECG signals and
extracted features implemented by the Java applet
(JDK ver. 50).

The extracted features are classified into four
different categories: segment, duration, interval, and
amplitude. If the average value of resulting features
ranges within the pre-defined values, the patient is
assumed to be normal for the specific measurement.
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Fig. 5. ECG Signal & Extracted Features

These BECG related features would be considerably
helpful for the doctor to diagnose patients. After
examining patient’s heart data, doctor adds his medical
opinion in comments box which located at right bottom
corner of figure 5.

Once doctor’s medical opinion is stored in the portal,
the portal can transmit the medical information to
patient’s PDA or request the patient to access the
portal to retrieve the doctor’s opinion for appropriate
reaction.

IV. Conclusions

We have presented a mobile healthcare system
prototype based on surrogate host system. the
surrogate host provides seamless interface between
mobile device and Grid portal. For security the proxy
based GSI is extended to provide authentication of
wireless devices.

In addition, the surrogate host relays PDA’s request
to the portal, manages user session, and Provides
log-based PDA monitoring. The experimental results
showed that the developed system could be utilized to
provide patients with real-time heart disease diagnosis
based on Grid computing in a secure and convenient
manner.

This investigation proved that Grid-based healthcare
services could be extended from desktop environment
to the mobile domain.
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