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ABSTRACT

The differential power attack (DPA)[8] is a very powerful side-channel attack tool against various cryptosystems and
the masking method[10] is known to be one of its algorithmic countermeasures. But it is non-trivial to apply the masking
method to non-linear functions, especially, to arithmetic adders. This paper proposes simple and efficient masking methods
applicable to arithmetic adders. For this purpose, we use the fact that every combinational logic circuit (including the
adders) can be decomposed into basic logic gates (AND, OR, NAND, NOR, XOR, XNOR, NOT) and try to devise
efficient masking circuits for these basic gates. The resulting circuits are then applied to the arithmetic adders to get
their masking algorithm. As applications, we applied the proposed masking methods to SEED and SHA-1 in hardware.
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2 28 B4 37 (Differential Power Attack, ©]
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9 fu= & 7|717F &Hlske Zde—:i%k% 7171 W&
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=EdAE olgg ke 7Y AE 7Hed A2
w27 A S AQkeh)
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314 AoE @Y E ulA7 HIHS HLsis =
o, 7k AES %ﬂﬂ%—% DPAY] StA3HA 3
7] $131A AN OR

7 EAE 3H7:‘a’3}€%1 k= E
Trichinaol 234 A|oke W L[14], vhek Ay HIE
I fy, 10 Tak] x=xpre, y=ydr,7b Fo17 25
(XAY)PB T2, 1) (XV )BT 1) S A7) 915k
t=e) S4e ol 88tk

(@Ay)@r. = ((r® (ryAry)® (r,AY ) D
(ryA2))@® (@' Ay)

(zvy)dr, = ((-r.® (=r,V-r,))®
(=r,Vy) @ (-r, V))& (' V).

A7 A, V, D e 44 BlE @99 AND, OR,
XOR 42 9w gttt wehA] AND Ao Edl| i)
WS 2838171 fAsix= 4719 AND Alo|ESH 470
°] XOR AI°|EE, OR A°|E] vl WS H &
317] fsiM= 470] OR Al°E, 4712 XOR Al°|E
283 3709 NOT AlC|ES B 7 3 F71xow
0] AY HIE .o Ago] a7 ETh W B =
ol Ake AND Alo|Ee] Wit vpay) e
712l NAND Al°|E, 47]¢] XOR A9|ES Ha & 3}
o, ORAICIE| tgt vl W& 27]€] NOR 7 ¢]
E, 27§¢] NAND A°]E 218l 47§¢] XOR A]°|E
5 282 An ofugt /1A W HES A4
T 87384 Feth

718 =2 AoEd npa WS FEshs E o
2 PHOEE MUX APJEES °] &3}
#[4], 2o} AASHAE AND Alo]Eo] mix
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Ag3817] 9434 6712 AND Al°|E, 371¢] OR Al
E, 212231 27§2] NOT Al°]EE, OR Al°|Ed] vp27
WS 28317 ¢slA 6719] OR Al°lE, 37112 AND
AolE Z7]a 3702] NOT Al°|ES HQZ 3t}
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[15], RC6[16], Twofish[17]9} whatwl= & B5 <
= 339l SEED[7], 281 &4

MD5[18], SHA- 1[13] 5ol glon B =52 o] Fd
A SEED £ ¢ Wﬂ"ﬂr SHA-1 aH Eial]

/\Hi—,— 1:1]-}\71 H‘j'

< 7% =7 A°lE 4 full adder, rlpple adder 5l
Agshe M2 HHES AWetal 44l A= SEED
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A} ol s daElFol B =& AN A
2 rk=g s Feste H 9 2 g 7
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2.1. DPAQ} OfAZ| ghdy
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DPAC] tgt 71 e dag]F4<dd
=9 sfuE vt 22 vk ol 2 A 3l
ok ®WA HES AW FJEE o 8aiA viaE b
olH| 2 W33 Z(nfa] &), o] ntAAE HolHE
ol gaiM A= ﬁ e FRIT iAo s A3t ol
el & via7) Hgke Fdshd dshs dEEe
2A

dutr o vpad S s gaeFd] 88t
71 fldiM e vt 22 F 79 vkaA 7ol
Z AR

A9 1k HIEE x¢} A HIEQ r, 13 x=xPr
o tiste (x, NS xo] (AH) F& w24 (Boolean
mask) 2} 74 €J gt}

Aol 2 k HIEY xof Ay HIEY r, 283l X'=x+r
mod 2] tiate] (x, NS x¢) (AF) 2% vhea
(arithmetic mask)z} 4 2Jgit}.

npaZ) S s At A5 HeiMe o
3} 28 npA7) EA(masking problem)e] sjAo) J’{L?
3 £:{0,1}>{0,1}"e] thate] TS
A7e F4 F{0,1}*—>{0,1}""S Axtetr

1) Fo17 x € {0,13k9] 999 wpx= (x, r)el ﬂ%
el FE f(x)9] A vheag ¥t =
9 HEY s {0,1}") thate] F(x, r) = (f(X)EB
s, 8) EE FX, r) = (f(x)+s mod 2", s)o]th
2) FO] ARt Zol wAlshe RE 33 A g x
&} Mz FATAAZE gtk
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74, 78 A8 9l Al 4 F(x, r) = (f(x),
f(n)= & & ol f= fol] 3k vpaz) FAo 7t
o3 & d WS ATtk x=xProl etk f(x)P
f(r) = fx@ D) = fx). = & =4 Tof g7t
ol#l dh=(affine function)?l 7%, = nxk 3J& A9}
HE] he {0,139 sl g(x) = Ax@bOJ 735l &
T G(X, 1) = (9(x), An)7t goll thek vk #Alo 7F

S S wel e ge Ao FuE 4 gk
TEt GuEOR vy e Mg gl A
She RS kA $olsh gk 531 Wk 9hE Qe
Zol He QA B4 DWES M TS B
AHgEkaL BEo] g vlemE vhagE Aol A
Qe @ o hstel 1Y gt Bk mebd o] 3%
9 vhey BAE theat 2ol AgE gk

M QA7 @ w27 EA dE HIEG 1, s
€ {01} x' = xPr, y' = yPsE WEATE (X, 1),
(', s) € {01} o 3t ((x+y mod 24Pt t) =
AL L, @ te WY HEGo|H, Alxt =59 31
A% % x, ye AMZ FBBAZE flefof stk

37] vta7) A
Ao AAEH o] GnFS A 2
A ke QAZIE 718 =8 ACE AND, OR,
NAND, NOR, XOR, XNOR, NOT¢] 3oz R
gtk 2ol 7 =2 Alo|Ed gk vj7) #A|9] 3
2AE 47 AAstaL 1 s 2E o8 4= Tl
gt E8 ol &

B2 W vhey e =5
A e v duaols] ure] ofws uaY I
Fols Ag Fhssi

2.2. =2| Ao|E

Ae]o] 23} =2] 3 Z(combinational logic circuit)

= 71% =8 AC|EE o] &3] 7iE 4 Atk ol
3 7|8 =g Ao|Ee d, aglw I Zhzte] AR
2§ W [2¥ 1]0] FolXth

2.3. Full Adder2} Ripple Adder

ofe] HIEZ F4E wlolHd tieiA it S A

(a8 1] 7|2 =2| #0|E

AHs s ElME 74 HIE fR949 g
(carry)E a&isfok sick ol et A Ak s
712 g7 2 full adder’} AH&E ok full adders X,
Y, CINg 3HEZ dFoz wo} T8 WEAIE
T HE S, COUTS 33t}

S = XPYPCIN
COUT = (XA Y)& (XA CIN)& (Y A CIN)

full adder= 4aah= 329t 1 ¥4 W [29 2

o Fojzih.

AL N
)—_ﬁ o= Cout
d
b T

A

a) Full Adder Circuit Diagram b} Full Adder Logic Symbaol

[22! 2] Full Adder

7 N9 n-HIEG iz giA Axks F357]
xe A7) full adders wHE 422 o]&-3 ripple
adder7} AFEEo] & 4= Qlth [ ]»1_— 4-9E rlpple
adderg EAFSITE o7]A A Eﬂﬁﬂ el HIE ¢ &
HHo 2 002 FoZTH3]

A% BHIE X RE =7 B2 )R =
Aolese) z3toz ¥a @ 4 37 Bre] & =5
SINE WA olele 7 =2l AolESe] A& b5
@ viag e TR 2y o)d@ AR el
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[12! 3] 4-H|E Ripple Adder

AO|E Zo4] XOR Al°|Ex A& 3F0]a NOT A
o|E& o} grolth, wheba o]2jgt Alo|EE mhx
7 S A8ske AL YA %tk T3, NAND,
NOR, XNOR 7Al°]Ex 77} AND, OR, XOR A°|E
o} NOT Al°|ES A F<ol7] Wi (B2 BE
=2 Alo]E= NAND AlO|EZ TAE = AT, o
£ AMNe] &oldS 93t £ =#lA= AND, OR
AO|EE 71& Ao|ER s1A ) o] HoMe T2
AND, OR Al°|Ed| 4*71 WS A838] e o
=0 2E A SEAMS oFA Ak

AND AolEd] th3t vi27 FAl dFsr, s €
{0,139} x' = x@Br, y' = yPsoll tisted (x, r), (', s)
7} Fo7 A9, AY HIE to] digte (xAY)PBt, t)
E ARVAIL. & ARt TF 9] T3 A 3 x, ye
Mg AaaA 7L glojof gtk

OR Al°|Ed gt w27 A #Het r, s €
{0,139} x' = x@Br, y' = yPsoll tisted (x, r), (', s)
7} FolR A9, A HE o] et (xV y)Pt, t)
E A L. & ALt 259 T3 A 33 x, yE
M= FBBA T flofob gt

418 Z1 (ANDAO|Ed] HL&H npA7 u)
qH: X(=xDr), r, y(EyDs), s € {0, 1}
Z=: Ay HE to] tato (xAy)Dt, 1)

L a— ~(XAY), b— =(yAr);

2. ¢ < (X'As), d < =(rAs);

3. a < aby, b <— bDy,

4, a «<— afpc, b «— bpd;
5. Return (a, b).

3gF2 (ORAIE AHEH viaA M)
A& X(=xDn), 1, y'(=yDs), s € {0, 1}
Z9: Wy vE to] teto (xVy)Pt, 1)
lLa<«— (XVY), b« =(rVvs);

2.C «— =(X'AS), d «— =(rAYyY;

3. a <« apc, b «— bPd;

4. Return (a, b).

A7) ¢aglZo] AND % OR AloJEd] ti3l npx

7 =A9 sd e Xﬂ%'ﬂ T ﬁ% Rk

abb = (Yo (2'Ay) D (2'As)) D
(b= (rAy)B-(rAs))
= (@NyY)B (@ Ns)B(rAy)B(rAs)
= (2'®r)AN (YPs) =2z Ay

3 g8 o] 83 (a b)e 99 rlaags &
o1 a,f,v € {0,1}°] thateq ri} sE
&3l Pr(b=alx=3y=~)=1/2°]t}.
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9. €85 19 T AR g2 vt 22 6
W7F 2R (X AY), (XAS), =(Y'AT), =(rA
S), YD -(XAY), YDy Ar). THeF rit sE ds}
A Agsid, doZ Foi o, 8.y € {0,1} 9] ts}
o $Ee ted 22 348 48 F Utk

(=@ Ny)=vlz=a,y=0)
(=@'NAs)=rlz=a,y=0)
(—(rAy) =r9lz=a,y=p)
(= (
(y
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Rz JE 4 FnoF 29
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0 2% g 4%

Mz

4719 Rz A28 H ¢agE 17 25 AND
Ao Egt OR 71]0]E o th3h npaz) Ao 93l g
S %4 glon 1Y F2E [1Y
4]°ﬂ %—OVJE}.

ojA, o]#fg 71 =g Alo|Ee] gt vp2F WY
< o]&3te o) 71A] Ak Al tigk vk &
NYFS AAE = Aok 71, [2E 2190 AAE full
adder= 3719] AND Alo|E<} 2719 3-918] XOR Al
o|ER A, wEtA] o]y ACJELSS [1¥ 4]
BARE 3]29F AF Feoll tigk 71241 vk 3
22 thAshd [28 519 22 full adderol] th3h v

7 Wio] 72 = vk B full addersS 7-33=
2= o) 7EA7F flow 1 Zzte] 2ol g up
27 i Eg gebd s Adsith

vupA 9o 2 full adderdl] digh vj~% 32 = ripple
adderell tigt v 3|25 AAstE d A2 F A

1L
100
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[32! 5] Full Adderoi| CHgt OpAZ) $|2 3! Logic Symbol

o 714, [21¥ 6] 4-H]E ripple adderol] o3t vl
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© O "ol FolAe A o] 435 duHES
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SEED &5 9% ae]g7 SHAL 34 &5
DPAC] tASHA 73] A £ =2 o2
2L WS ARSET 9A 72 daeEe g5/
AXE FAstaz} she BEMAIAS} T H olE
}e-she 2719 dd HolHE fgite £ 3/
1§ 7] A9 HolHE o]&sjx F& w=ad
tlolg 2 Hekai, )
nEE %9 WY 4 AA7)(Random  Number
Generator) & o]§3lA AAHE F &5 gl o
AstA JEE AR 7Fdrk o] $ A4 Bl A
3 g5 obd FE vhAl HW 27 148 AAIE
7} Fhepel ik et w27 s vk E ol
o} /\4]7]9,]_ 7Lg H]Aiﬁ:]

s YA =Y %‘-’F—E— 7|8 =2 Alo|ER ¥
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[J&! 6] 4-H|E Ripple Adderoll CH3t OiAZl 3|2

& DPAY bHsHA steglold oz Fig 519
th 2 78 A= thsiA Cadence NC-VerilogS
ol g3 A AlEH oIS 331921, Synopsys Design-
Compilerg} Samsung 0.18um &73[12]& A1 &
48 39tk 1 dAS 1 Aee [ 19 [ 2]
A A H e},

SEED ¢1g]F-2 Feistel Fejo] 55 435 duE]F
o2 16 BFER FAHHM 128 HIE Holo] £5 1
715 AHESH EA| tiels BF 48 55 s ¢
gEog NAHUCL[7] E3 SEEDE AR THW
(differential cryptanalysis), 4138 2-Z2%(linear cryptanalysis)
7 2E FEAR g5 duEF: 3™ ARlE o
2] A1) F A F9 e garelF viFelA
AREEE 32 BIE ks QA719 AREell glgo] deA]

7] A7 S Fo RN H AAE 64HIE ZE T)=
o= g4 Fol 91 wlolels) Hek oleg Fof g
BES F /)9 32 WE RE 22 (C, D) 3 ¥
F 7 2%} g (C, D) = F(C, D) &3t 2 2]
oJafiA ALk "ok

=

C'= GIGIG{(COE,)D (DK, )} +
(Co K+ G{(CB K, )b (DK, )} +
GIG{(CBK,,)D (DK, )} + (CBK,)l.

D = GIGIG{(CB K, )& (DBK, )} +
(C K]+ G{CB K, ) (DDK; )}

A7) FAe A AL E QA V|sE REE 2% A

QS dnjEiy, g Ge vt o] Fod F &
o] FA otk R WA e 734 GF(2°) =
GFQ)IXI/(*+x +xC+x+1) Aol Zold FA)e] what
2 x4 xPlo] agale 8x8 S-boxE FAE I, THE
e 16709 8 HIE RE BE2o) Uid A& I
(permutation)©]c}.,

B =RoA A 7)1E =g AolEd] 3 vpx
& 47 FE5e 54l Ak GE49] S-box
X449 4 9tk SEEDY UF dlojHE BA
=]

¢

F2 vk FEe) 99 dojEe 4F ik AA

aHl% 3 WAL ArHAES AAZ Fen 4

H
BeEg 7 25 Aol2 AR 1 44T 79
Aske (% 19 Ax g,

[& 1] SEED &1 Znt

Gate | Critical
Throughput
Count | Path
SEED without 33.96 Mbps
. 95K | 32 ns
masking @ 30 MHz
SEED with 11.32 Mbps
. 16.2K | 63 ns
masking @ 10 MHz

4.2 SHA-1 84| &%

SHA-1 314] 3= 2% BlE o]3le] HAIXE 160
HIEQ] s ghog wEgit) o5 984, SHA-1
WA Ao S48 9] 73 (padding rule)$ 83}
1 A} o] 512 HIES] H|4= Aol S Zhe H|olEs}
A 3haL, o]#jd Zhzhe) 512 HIE FE BEd|
29l AxkS Ag3) E o A3 s,
39 HolEE nrfe 512 HIE RE BEog
i 71 7z} R BES My, ., MolEkat 3t

.
3} 2o A o] A7) BE B £3

%
2 e
e
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ofr
o
ol
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2ol A =] AoE 3 S

5 45 gaglEd SHA-L a4 §relle) §-&

1. MiE 16709 1= =7] dlole W[0], ..., W[15]
2 Zafg

2. 16 < i< 790l thated, W[t] = (W[t-3]1P W[t-8]
P W[t-14] P W[t-16]<<<1)Z A4ttt

3. (A, B, C, D, E)<—(H1, Hy, Ha, Ha, Hs);

4. t=0014 797HA] TR Aa+e SRR
4.1 temp«(A<<<5)+fi(B,C,D)+E+WIt]+vyi;
4.2 (A, B, C, D, E)«—(temp, A, B<<<30, C, D);

5. (Hiy, Hz, Hs, Ha Hs)«—(Hi+A, Hx+B, Hs+C,
H4+D, Hs+E);

74, <<<v BIE @99 A5 (rotation) S,
Sy 715 4+ ZEE 22049 k& giAlg, a8
T f:9F yie SHA-LAA vlg] Hojd gt 4
oju] it
HIE 34 3 A4k AAE ojwd v 715 4@
312 AW B F]E A3k HMAC 34°[6]9
Sh(primitive function)Z AH&-®ty. HMAC 3+

v 7)o} s S ARESiA WA 72
Z(integrity check)oll *}ﬁﬂL 43 ghgrolt)
9 7]k, WIAA text 2T G5 3HA B4 T
Holl Wgte] HMAC e o3t o] Atk
HMAC(k, text)=H(k&b opad, H(k& ipad, text)). &7
A ipad €} opad= V2] FejE Fgrolth

£ =7 AE 512 HIE HA Aol thafiA] s A4t
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