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A study on automation of AV(Atomic Vulnerability) ID assignment

A

Hyung-Jong Kim

2 o

oY HA(atomic winerobiity)2 7129 Hde RdYHe) e REAE MMAst, HFH S AsFHoE BHeL
7] 918 Hdyel ag Hololtt By HHL Hge F4, AA, A Fol wel 2o} AR, HIHE v
zNdog A% A & Yad ARIA, 71E] Hokge B sl vy FHeby Adxe 2oz FHAT EA 7}
4 gEHo T AMEE Hd A CVECommen Vunerabiity Exposure)2] 7-$- #Hekde] Azl W48 zdo] e
o) Av(description) £3f AAIGTE ]2l CVES A AxRE, AFsieo] A gold a9 Ak A& SsiME 7]
29 CVE A1 RN EF TS ANl dolg s EFshs Ado] A4 2 sdt 7o) Wasi, B =FAe
Ado] A MG o83l Ty HoFY B B4 5 e AZEHAE HAFI ol HA FHE ZHE
st stk B ATe) rodAde dgeFe] okl RdS FYEE due WS FE AZTEY0] A2 A A
=3

Abstract

AV (Afomic Vulnercbility) is a conceptual definition represenfing a wulnerabiity in a systemafic way. Avs cre defined with
respect fo its type, location, and resut. I is important information for meaning bosed vulnerability onalysis method. Therefore the
existing vuinercbllty can be expressed using multiple AVs. CVE (common wulnerability exposures) which is the most wellknown
wulnerablity information  describes the wuinerability exploiting mechanism using naturdl language. Therefore, for the AV-based
analysis, it is necessary to search specific keyword from CVE's description and classify it using keyword and determination method,
This paper infroduces software design and implementation result, which can be used for atomic vuinerobility andlysis. The
conhibution of this work is in design and implementation of software which converts informal vuinerability description info formal
AV based winerability definition.
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(% 1) CVE #H o

CVE-ID CVE-2002-0364

Buffer overflow in the chunked encoding transfer
mechanism in IS 40 and 50 allows aftackers to
execute arbitrary code via the processing of HTR
request sessions, aka “Heap Overrun in HTR
Chunked Encoding Could Enable Web Server
Compromise.”

Description

- BUGTRAQ:20020612 ADVISORY: Windows 2000
and NT4 IS HTR Remote Buffer Overflow
[AD20020612]

URL:http://marc.theaimsgroup.com/?=bugtrag&m=102

3920693059628w=2

- CERT-VN:VU#313819

- URL:http:/fwww.kb.cert orghvuls/id/313819

- MS:MS02-028

References | URL:http://www.microsoft.comvtechnet/security/oulletin

fms(2-028.asp

- OVAL:oval:org.mitre.ovat:def: 182

URL:http://oval.mitre.org/repository/data/getDef ?id=ov

al:org.mitre.oval:def: 182

- OVAL:ovat:org.mitre.oval:def:29

URL:http://oval.mitre.org/repository/data/getDef?id=ov
at:org.mitre.oval:def:29
Us Mzt

Status | Entry
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Atomic Vulnerability : AV = {la,, Qay, Oav, Type}
where,
lav = {'av‘l, lav2, ..., |avn}
Qav = Q(initial state) UQ(final state)
dav : Iy x Q(initial state) —»Q(final state)
Type : {Fact, Deterministic, Probabilistic}
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Al2=do| &3t 79 Ho|atA B Al2d"e] A
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a wt=Al Adeiwsiyl dAshe
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T4 =29 oz qREe FHkH
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Aol zhe Ao}

Lo

Deterministic

Jlm mlo
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AL At Fokd e BATT 53, G A
ol BAE syl HAshAM FHokd FAA(VX:
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Warning State Expression)= 74 2]5}e], FoFxo] <
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Bl B4 gk Fejolrk

Vulnerability: V = {le, Qcv, 8ev, WSX, VX}
where,
lev = {levt, e, ..., levn}
Qo= {Normal,
Consequence}
6()V |(:V X QCV e QCV
WSX : Warning State Expression
VX : Vulnerability Expression

Intermediate, Warning,

olsh ol BeIHMH ole] xFoz FHeby
< EEE A, 71#0] &9 BYske vEY=
2 Azdo] e Ackie Bedes BT 4
AT B }-L]E} HASFHS Bl HetF dg %)

Sev(levX Qev)
ln&ermed@

Sev(lev X Qev)
WSX is True

Sev(lev X Qev)

Normal

Sev(levX Qev)
Y X is True

Sev(lev X Qev)
WSX is TJrue

Scv(levX Qev)
VX is True

(T 2) FeFHe| Mef 3 e Mo

Warning
Sev(levX Qev)
VX is True
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A
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CVSS, version: (VS version 5 ”:‘?“‘ (chl’ 11)
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CVSS_exploit_score: CVSS exploit (0.0-10.0)
CVSS_vector: CVS5 base vector24] base scoreS AlAMsH
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desc & 295 tist Wrapper Tag | None dexcript (0 o 2)
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(% 2) CVE #™ FEolof XML £7Int (2/2)

o QA
7482 9% S4Es H
(Uky]
Hergol orege W ssiel )
= a6 m e conf (0 or
loss_ ;}oa voA]A 4714 g 7} |* None int (0 or 1)
) sec_prot (0 or 1)
access (0 or 1)
input (0 or 1)
design (0 or 1)
vuln_ ool 8ol gt wrapper e None exception (0 or 1)
tag env (0 or 1)
config (O or 1)
race (Qor 1)
ather (0 or 1)
N s local (0 or 1)
o = mA
32;@;‘ }\1233};2 ?.f}z’g} ki Jocal_network(D or 1)
range M ilﬂio o “}’7}] :]r agf_‘;f & None network {0 or 1)
ﬂ%“:] » TANgET = user_init {0 or 1)
T = -
refs Egz}ﬁaﬂ] W wrapper |, None ref (0 or more)
s source (IF): FuAR AF7H
e url (gT) ZL—?—Z}E-’] 5}'0 “4?’]3 7)o 2 =
f Skl U9 S B2 A o sig: Toold) A9E 27 88 EA qp m e
e & BA) *» adv: FTAB7} B ATYE BA) il
o patch: FaAE7E Aok digh 4 YRE 3
=0 o Y= ET.0
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AFY #E swel olEg | .
pod |, Swal W Aval o || mame (BT ARA G vrs (1 or morg
)X wrapper tag J8& ¢ v . } i
e B T+ (25 98 2
AL AT SWA WA A L ey AR W olo) EE RE WA 9 3
vers ® e 23 95 B4 one
» edition: HAFE 2t SWH editiond HA

shch WA 24 by Ak 43g ool 59
o theo® £3 2 dAstd =g Ay
of AAgh 44 Asel M Aoky 49 2
Agc A%Y 4 WA HY 19=F 3
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WY St AFHOE AW JRE sweE
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o2 57lel e =43 & Aol

ciAl 1. XML dilole] Al
NVDolA= CVE e JEE XMLE HolH

o] A8 AFs) ot NVDY XML 27|v} By
& 883l 7+ Y A (Description)HE

228} o] YsA XML FAE ALRE ARFE
Zo] g79h ¥ 25 NVDY XML 27)v} AW
Z 2 9749 Lol

oAl 2. Description Z|9E =&

Description FRE T3S 719= F&& $9
g} F19E 528 H%H FRE WL B4
o FZE gog B AFdre Algd <A
AN FU=E Hk FE2H 719=w A 3
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The procedure of vulnerability analysis

1. Read CVE description
CVE

AV This: progeaim. dbas not Chack the lengih
of inpiat:

AY2: Mamory can be gverweitign,
cuted,

AV Atbitrary Sode can be

se T ovel
erver
ers tofexecuie
e
4 [SSTIServyy -
o 4. Write result
s 1°0483 using AV element

u :
\izati

3. Map keywords to AV it Speciatization)

category (decomposition)

2. Parse keywords

5. Verify result

(T8 3) o HUH FE2 9 HAE =4 "R

Aqefel it £&E FA3Ath A" A9 99
2 ol FHAHL olE Alole #AE HAS)
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CIA| 4. E3H(Specialization)

99 A AL gridez o ol u
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7 AHA tisiA o5 fel gk AlF-H
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CtAl 5. HZE(Verification)

B a7 20| ok dolEolag Be
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The concept of Buffer Overflow

/| AVA: The length of input is not checked. |

fnput Pass input to memory

Oversized string ]

Copy/Store Buffer overflow
Buffer of fixed size | -+~ 1 Return Address]

[ AV2: Memory can be overwritten. I

I AV3: Arbitrary code can be executed. !

(a8 4) S Gy FofHe| tHF Fofd 35

3.2 3O XIS B WieiT

£ =wdAe AN 78S TIRE ER734
ot 77 #8d= W39 g3 (buffer overflow), ¥l
A4 84 A  E7Kfailuwre to hande
exceptional requests), J=3 83 2] E7HKfailure
to handle excessive request), <F3 2UF(weak
authentication), ZEZX AlO|E AT YWE(cross site
script),  &FH(spoofing), A L (configuration
error)°|t}.

olggt H%AF ¥ FolA WY {9 NS
AHEE T9 49 2 ¥y 93] f3L 9
@9 AGFoZ Yozt ®A ofEejA o) de]
o dolele] dolg 1A =, oAl A
HA &9 HFH@AvVDe] "ok 1§ mEY o
571 @ojr17t He F(AV)H olZle] AHE
A(AV3)o] 74zt &9 FHekdo| "tk mepx o]3
A 37FA] @9 FHFEY AR FEE AYs] 9
3te, 98 dolHe FR/, WET Yolxr|7t #A
sk 29 YA, A7 T HRE FAstoof ¢
o

*

we e ro

ol ¥3 ¥3dd AF AT A
a9 59 2k @A XML FHeA dlolH
T A AR F A™H(Description)
go] S}tk e dHe 7EHoR

all

4 Z o
el

M
o >

HE @ )

Q
fog- 4

Hul KHEET

HaBE AR

i g L=d

(T8 b) HHFIN s FEe ST ¢E2E

Uz Aol Hw, o8 7|Fog Y 3o
Zte 99 FHAE 9 ol A didk AAo]
7Fssitt. ol¥A 771A9 AYH /38 F e
Adhs A& CVE 78 HAHE o948 7y a9
Aoz Ure HHorl wEe EF
(Decomposition)©]2t3l HHSIHTE dl& E¢f, HH
dAo A, flol Addd A 2 37kx a9
Aoz UroAe F27t HY, o|¥A HH
did FAdgolele A& AR AL 7oz,
o]%.d] g3l 71Y=g N3t} 719 M=o
Eu, ko] EAlske 9R), FHtdol o34 H
Ae W An, HPFHE &3k WHE AF
AMEle) old] siFele w9y HeEHE AAsEA
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CHol A oby AlWX} 20 XIZ3lof st HF

( 3) 770 328 78 8 719 55 4
IIHE
Fo™ /8
7Y | 1 1 Za 2 gy
execute {arbitrary] + (commands/code)
(gain/obtain) [(root/sheli)] + (priviteges/access)
] (via/through/using/with) +
Buffer buffer stack/ (allow/give) [arbitrary] + (command/execution) o [%g{/enyg/
overflow overfiow heap long/maiformed/corrupt/a large
{core e(;umpr/]cljemal of number of}] + (input/string)
(cause/enable) servicecrastymennory
consumption/reset/hang/reboot/pac
ket loss/memory exhaustion)
(systemVservice/kernel/program/res | - (via/through/using/with) + {(a
Failure to ponse/application/process) + large number offoverly
handle denial of (crash/hang/reboot/ . long/matformed/malicious/
exceptional service cause panic/failure/crash) |nval:d/oraﬁed/ffrged/spoofed)]
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