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Design and Evaluation of an Anomaly Detection Method based on
Cross-Feature Analysis using Rough Sets for MANETSs
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Abstract

With the proliferation of wireless devices, mobile adthoc networking (MANETS) has become a very exclfing and important
fechnology.  However, MANET Is more vulnerable than wired networking. Existing secunify mechanisms designed for wired networks
have fo be redesigned in this new ervironment, In Ihis paper, we discuss the problem of anomaly defection in MANET, The focus
of our research s on fechniques for automatically constructing anomaly detection models that are copable of detecting new or
unseen attacks. We propose a new anomaly defection method for MANETS, The proposed miethod perfoms cross-feature analysis
on the basis of Rough sefs fo capture the infer-feature comelafion paftems in nomnal fraffic.  The perfommance of the proposed
method is evaluated fhrough a simulation. The resulfs show that the performance of the proposed method s superor fo the
performance of Huang mefhod that uses cross-feature based on the probabiffy of feature affibute value. Accordingly, we know
that the proposed method effectively defects anomaiies.

= Keywords: Anomaly Detection, Rough Sefs, Crossfeature Analysis, inter-feature Correlation Patterns, MANETs,

1. Introduction great flexibility for establishing communications, while
at the same time makes MANETs very vulnerable to

In mobile ad hoc networks (MANETSs), mobile various attacks. In recent years, with the rapid
nodes are not bounded to any centralized control like  proliferation of wireless devices, the potentials and
base stations or access points. This feature offers importance of mobile ad-hoc networking have become
apparent. A mobile ad-hoc network is formed using a
* FAY 7S AREARFATHY B¢ group of mobile wircless nodes often without the

ihbas@cu.ac ke . . .
w2 3 9 glEdnsn ARHAREATe unyy  ASSiStance of fixed or existing network infrastructure.
hj2380@hanmail.net The nodes must cooperate by forwarding packets so
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that nodes beyond radio ranges can be communicate
with each other. With a striking similarity of the
early days of Internet research, security issues in
ad-hoc petworking have no yet been adequately
investigated in the current stage. MANET is much
more vulnerable than wired networking due to its
limited physical security, volatile network topologies,
power-constrained operations, intrinsic requirement of
mutual trust among all nodes in underlying protocol
design and lack of centralized monitoring and
management point. There are recent research efforts
in providing various prevention schemes to secure the
ad-hoc
encryption schemes. However, the history of security

routing protocol, ie., authentication and
research on the wired environments has taught us that
we still need to deploy defense-in-depth or layered
security mechanisms because security is a process that
is as secure as its weakest link.

There are two major analytical techniques in
intrusion  detection, namely misuse detection and
anomaly detection. Misuse detection uses the
“signatures” of known attacks, and anomaly detection
uses established normal profiles only to identify any
unreasonable deviation from them as the result of
some attack. Since MANET is still under heavy
development and not many MANET-specific attacks
have emerged, we believe that anomaly detection is
the preferred technique in the current stage {1].

In this paper, we propose a new anomaly detection
method for MANETs. The proposed method detects
effectively anomalies through cross-feature analysis on
the basis of Rough sets. Our method uses percentage
of change in number of hops,
significant traffic change and percentage of route
change as the feature value. When an intrusion
occurs, the attacker masquerading the legitimate user
trends to have a different used pattern. Therefore, we
can detect anomaly by comparing the used patterns.

percentage  of

The rest of this paper is organized as follows.
Section 2 gives a brief description of related works
for intrusion detection techniques in mobile ad hoc
networks. Section 3 describes rough sets. Section 4
presents the anomaly detection method on the basis
of cross-feature analysis using rough sets. Section 5
presents the simulation study of our proposed method.
In Section 6, we conclude this paper and point out
future work.

2. Related Works

The number of intrusions into computer system is
growing because new automated intrusion tools are
appearing every day.
wireless MANETs has attracted increasing attentions
recently, but it is still in its early stage. A few

The research in securing

papers have suggested using intrusion detection to
enhance the security of MANETS.

Y. Zhang et al [2, 3] proposed new model for
intrusion detection system (IDS) and response in
mobile ad hoc wireless networks. Each IDS agent
runs independently and monitors local activities. It
detects intrusion from local traces and initiates
response. If anomaly is detected in the local data, or
if the evidence is inconclusive and a broader search
is warranted, neighboring IDS agents will
cooperatively participate in global intrusion detection
actions. O. Kachirski and R. Guha [4] proposed
multi-sensor  intrusion  detection system  employing
cooperative detection algorithm. By efficiently merging
audit data from packet level, user level and system
level sensors, the entire ad hoc wireless network for
intrusion is analyzed. Y. Huang et al [1] presented an
anomaly  detection
analysis. They observed that a strong inter-feature
correlation exists in normal network ftraffic and
demonstrated  that

approach using cross-feature

the approach of cross-feature
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analysis is very efficient to capture this
between-feature relationship, thus a good anomaly
detection performance has been obtained. In [5], Y.
Huang and W. Lee extended the previous idea and
further built a rule-based intrusion identification
mechanism. They addressed the resource constraints of
mobile nodes and investigated the possibility of using
cooperative  detection reduce  the
consumption. H. Deng et al [6] proposed a two-step
intrusion detection procedure that had been developed
to effectively detect anomalies and identify attack
types using distributed intrusion detection agents. In
the first step, an unsupervised anomaly detection
model, learned only from normal network behavior, is
applied to detect anomalies. In the second step, the
intrusions are classified based on their behavior
pattern. I-H Bae [8] proposed the anomaly detection

scheme for mobile networks. Bae’s scheme uses the

to energy

trace data of wireless application layer by a user as
feature value. Based on this, the user pattern of a
mobile’s user can be captured by rough sets, and the
abnormal behavior of the mobile can be also detected
by applying roughness membership function
considering weighted feature values.

a

3. Rough Sets

The rough set is the approximation of a vague
concept by a pair of precise concept, called lower
and upper approximation, which are classification of
domain of interest into disjoint categories. The rough
set approach to processing of incomplete data is
based on these approximations [7].

Let U be a finite set of objects called Universe,
and REUXU be an equivalence relation on U. The
pair A=(U, R) is called approximation space, and
equivalence classes of the relation R are called
elementary sets in A.

For x€U, let [x]r denote the equivalence class of
R, containing x. For each X<U, X is characterized
in A by a pair of sets - its lower and upper
approximation in A, defined as:

AX ={xe U|lxl, € X},
AX ={xeU|[x],n X #D}.

The objects in 4X can be with certainty classified
as members of X on the basis of knowledge in R,
while the objects in AX can be only classified as
possible members of X on the basis of knowledge in
R. The BN, X =AX —AX i called the
A-boundary region of X, and thus consists of those
objects that we cannot decisively classify into X on
the basis of knowledge in A.

Rough set can be also characterized numerically by
the following coefficient called the accuracy of

set

approximation, where Card denotes the cardinality.
Card AX

a, ( =—=.
Card AX

X)

Obviously 0 < o, (X) <1. If o, X)=1, X is
crisp with respect to A, and otherwise, if o ,(X) <1,
X is rough with respect to A.

Of course some other measures can also be
defined in order to express the degree of exactness of
the set X. It is possible to use a variety of &.(X)
defined as:

pX)=1-0,(X),
and referred to as a A-roughness of X. Roughness as

opposed represents  the
incompleteness to knowledge A about the set X.

to accuracy degree of

4. Anomaly Detection  Method
based on Cross-Feature Analysis

In this section, we propose an anomaly detection
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method based on cross-feature analysis using rough
sets. The whole structure of the proposed method is
illustrated in Figure 1.
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(Figure 1) The whole structure of the
proposed anomaly detection method.

In the first step, the anomaly detection method
captures the features of the normal behaviors from a
MANET, and constructs an information system from
the normal features. The decision to pick up features
relay on several factors. It should reflect information
from traffic, non-traffic
Accordingly, our method captures information from
traffic pattern, from routing change, and from
topological movement in a normal MANET, and an
information system is constructed by the feature
information. We construct multiple sub-models with
respect to each feature, and compute the equivalence

and other sources.

classes from each sub-model using rough sets. When
a network behavior occurs, based on both the
network bebavior information and the equivalence

class information of sub-models, the deviation number
for each sub-model is computed by a roughness
membership function, where the deviation number
represents the degree that the network behavior is
deviated from the normal behavior. We then compute
the average deviation number from the deviation
mumbers of sub-models. If the deviation number is
greater than the deviation threshold that is a system
parameter, the feature set will be labeled as an
UNKNOWN type and go through second step -
intrusion identification, otherwise the network activity
identified as normal.

To identify each known attack type and recognize
the unknown attacks, several identification models are
applied, and each of them corresponds to an
individual attack type. After the second step, all the
identified  anomalies are relabeled with the
conesponding attack type, and all the unidentified
anomalies remain to be of an UNKNOWN type of
further investigation.

The main purpose of the two-step intrusion
detection method s to detect wvarious attacks
(knownfunknown) and separate them from normal
network behavior, such that the security response can
be conducted whenever an attack occurs.

In this paper, we construct the information system
for features that reflects traffic pattern, route change
and topology movement from normal behaviors of a
MANET. Table 1 shows the constructed information
system for normal features, where PSTC (Percentage
of Significant Traffic Change) and PRC (Percentage
of Route Change) as the feature of traffic pattern,
and PCH (Percentage of Change in number of Hops)
as the feature of
respectively.

Suppose for a given node, at time tl, there are N1
routing entries, the routing entry set is S1, the
amount of traffic of all routing entries is T1, and the

route change are chosen,
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sum of hops of all routing entries is Hl; at time t2,
there are N2 routing entries, the routing entry set is
S2, the amount of traffic of all routing entries is T2,
and the sum of hops of all routing entries is H2. We
define PRC, PSTC and PCH as following:

®PRC: PRC is calculated as (JS2-S1]+S1-S2])/|S1]. [S]
indicates the number of elements in S. (52-S1)
means the newly increased routing entries during
the time interval (t2-t1), and (S1-S2) means the
deleted routing entries during (t2-t1). They together
represent the changes of resulting entries in (t2-t1).

¢ PSTC: PSTC is calculated as (T2-T1)/T1. (T2-T1)
indicates the changes of the amount of traffic of
all touting entries during the time interval (t2-t1).
*PCH: PCH is calculated as (H2-H1)/H1. (H2-HI)
indicates the changes of the sum of hops of all
routing entries during the time interval (t2-t1).

(Table 1) The information system of normal

DEl={l, 5},
DE2={6},
DE3=(2, 7, 8},
DE4={3, 4}.

For the conditional aitributes (PCH, PSTC), we
have the following four equivalence classes, called
condition classes.

CEl={1, 5},
CE2={2, 8},
CE3={3, 6},
CE4={4, 7}.

Comparing condition and decision classes, we get

the following inclusions.
CE1<DE],
CE2CDE3.

(Table 2) The cross-feature sub-models from
the information system of normal
features

(a) The cross—feature sub-model for PCH

features for a MANET (Cross- U PSTC PRC PCH
Feature sub-model for PRC) 1 2 a 2
U PCH PSTC PRC 2 C c b
1 a a a 3 a d c
2 b c c 4 c d a
3 c a d 5 a a a
4 a c d 6 a b C
5 a a a 7 c c a
6 c a b 8 c ¢ b
7 a c ¢
3 b . - {b) The cross—feature sub-model for PSTC
U PRC PCH PSTC
Table 1 is the cross-feature sub-model for PRC 1 a a a
2
because attribute PRC is decision attribute, where U 3 ; tc) :
is set of object, PCH, PSTC are set of condition 4 d a c
attribute, PRC is set of decision atiribute (have only 5 a a a
.. . 6
one decision attribute), and n symbols (a, b, c, d) are > E ; 2
used n classes to represent the attribute (PCH, PSTC, 8 c b ¢

PRC) values in n ranges. From Table 1, we have the
following four equivalence classes, called decision
classes.

Table 2(a) is the cross-feature sub-model for PCH

3= olEl B3| (9763)
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because attribute PCH is decision attribute. From
Table 2(a), we have the following three decision
classes.

DE1={1, 4, 5, 7},

DE2={2, 8},

DE3={3, 6}.

For the conditional attributes (PSTC, PRC), we

have the following five condition classes.
CEl={1, 5},
CE2={2, 7, 8},
CE3={3},
CEA={4},
CES={6}.

Comparing condition and decision classes, we get

the following inclusions.
CE1CDE]L,
CE3CDE3,
CEACDE],
CES<DE3.

Table 2(b) is the cross-feature sub-model for PSTC
because attribute PSTC is decision attribute. From
Table 2(b), we have the following two decision
classes.

DE1={], 3, 5, 6},
DE2={2, 4, 7, 8}.

For the conditional attributes (PRC, PCH), we have

the following six condition classes.
CEl={1, 5},
CE2={2, 8},
CE3={3},
CEA={4},
CE5={6},
DE6={7}

Comparing condition and decision classes, we get
the following inclusions.

CEACDE?,
CESCDEL,
CE6ZDE2.

The relation between two classes those are not
inclusion relation can be represented by a fuzzy
inclusion. The fuzzy inclusion is represented by the
inequalities of membership functions, Further, we will
allow certain errors as long as they are within the
radius ¢ of tolerance. The fuzzy inclusion is
computed by equation (1), roughness membership
function.

Card (RX N RY)

s'u—moe(X’Y:l_ 5 s
H-mose ) Card (RX U RY)

M,

where X and Y represent condition attribute and
decision attribute, respectively.

When a network activity (¢, a, a) for (PCH, PSTC,
PRC) occurs, X={c, a}=CE3 and Y={c}=DEl are not
inclusion relations in cross-feature sub-model for PRC.
RX ={1,3,5,6}, RY ={1,5}. The (X, Y)-roughness
of the cross-feature sub-model for PRC is computed
by equations (1). M, (X, Y)=1—(2/4)=0.5’
CE3 and DE! are in 0.5-fuzzy inclusion.

For the network activity (a, a, ¢) in the
cross-feature sub-model for PCH, X={a, a}=CEl and
Y={c}=DE3 are not

RX ={1,3,5,6}, RY={3,6}  Accordingly, the (X,

Y)-roughness of the cross-feature sub-model for PCH
is computed by

inclusion relations,

equations (.
(X, Y)=1-(2/4) = 0'5, CEl and DE3 are in
0.5-fuzzy inclusion.

For the network activity (c, a, a) in the

CE1<SDE]l,
cross-feature sub-model for PSTC, X={c, a}=CE6 and
CE2EDE2, Y={a}=DEl t inclusi lati
= = 1 .
CE3CDEL {a} are no inclusion relations
32 2008. 12.
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RX ={1,3,5,6}, RY={1,3,56}  Accordingly, the
(X, Y)-roughness of the cross-feature sub-model for
PSTC by (1).
U, (X, Y)=1-(4/4)=0.0 CE6 and DEI are in
0.0-fuzzy inclusion. The roughness value
equation (1) is depended on decision attribute (Y),
considerably. Accordingly, we compute the average

is  computed equations

from

roughness value from the roughness values of
sub-models to get more correct roughness value. The
average (X, Y)-roughness of the network activity (c,
a, a) for (PCH, PSTC, PRC) is computed by equation
().

uu\'e(X’ Y) = ave(,upn_(X, Y)a .upch(X’ Y), lup,uc(Xa Y)) (2) s

where ave() is the average function returns the
average value of input parameter values. Finally,

U,.(X,Y)=ave(0.5,0.5,0.0) = 0.33.

If the deviation threshold (e) is 0.4, the network
activity identified normal  because
Hu(X,Y)S €. While, we assume that ¢ is 0.3. The
network activity is identified as abnormal because
i, (X, ¥) > ¢, go to intrusion identification step.

is as

5. Performance Evaluation

We use the following two metrics to evaluate the
performance of our proposed anomaly detection

scheme:

o Detection Rate: It is measured over abnormal
itineraries. Suppose m abnormal itineraries are
measured, and n of them are detected, detection
rate is defined as n/m.

eFalse Alarm Rate: It is measured over normal

itineraries. Suppose m normal itineraries are

measured, and n of them are identified as
abnormal, false alarm rate is defined as n/m.

We present and analyze the simulation results at
different deviation threshold. The simulation program
is developed with Visual C++ 6.0 on the Intel
Pentium 4. In the simulation, we define the number
of feature data that two features among three features
match with the features of the information system, is
called similarity number. If the similarity number of
the network activity is larger than the input value, the
network activity is defined as normal behavior.
Otherwise, the network activity is anomalous. Table 3
shows the parameter and values for the simulation.

(Table 3) Parameters for anomaly detection

simulation
Parameters Values
The number of network activities 300
Similarity number 3 4
The type of PCH values random(1, 3)
The type of PSTC values random(1, 3)
The type of PRC values random(1, 4)

Simulation results of the detection rate and the
false alarm rate over deviation threshold are illustrated
in Figure 2. The performance of the proposed method
is compared with the performance of Huang method
[1] that uses cross-feature analysis based on the
probability of feature attribute value. As a result, we
identify that the performance of the proposed method
is superior to the performance of Huang method as a
whole. In Huang method, the determination of the
probability for feature attribute values is very difficult
because that the deviation number of an event
depends on the probability, highly. Additionally, we
know that the proposed method detects effectively
abnormal behaviors of network activities. When the
similarity number is 3, the best performance is got in
the case that the deviation threshold is 0.6, and when
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the similarity number is 4, the best performance is
got in the case that the deviation threshold to 0.3,
Also, we find out that false detections those actual
normal network activities are estimated as abnormal
network activities by our method are occurred in the
case that the similarity number is 3 and the deviation
threshold is 0.5, and detection misses those actual
abnormal petwork activities are estimated as normal
network activities by our method are occurred in the
case that the similarity number is 3 and the deviation
threshold is 0.6. Table 4 reports on numerical data
for the performance of the proposed method over
deviation thresholds.

0.3 04 0.5 0.6

Threshold of deviation number

- Dgtect {3} 4 False {3}
~~ False (4) e False Huang (3)
e Dtteet_Huang (4) &~ False Huang (4)

et DgTECT (4)
e Detect Huang (43

(Figure 2) Detection rate and false rate at
different deviation threshold.

(Table 4) Numerical data for the performance

of the proposed method over
deviation thresholds.
Similarity rumber
Deviation 3 4
threshold | Detection | False alarm | Detection | False alarm
rate rate rate rate
03 1.0 0.246 1.0 0.0
04 10 013 0.968 00
05 10 013 0.968 0.0
06 0.983 0.0 0.915 00

6. Conclusions

In this paper, we propose an anomaly detection
method based on cross-feature analysis using rough
sets. The proposed method captures information from
traffic pattern, from routing change, and from
topological movement in a normal MANET, and an
information system is constructed by the feature
information. We construct multiple sub-models with
respect to each feature, and compute the equivalence
classes from each sub-model using rough sets. When
a network behavior occurs, based on both the
network behavior information and the equivalence
class information of sub-models, the deviation mumber
for each sub-model is computed by a roughness
membership function. We then compute the average
deviation number from the deviation numbers of
sub-models. If the deviation number is greater than
the deviation threshold that is a system parameter, the
feature set will be labeled as an UNKNOWN type
and go through second step - intrusion identification,
otherwise the network activity identified as normal.
The performance of the proposed anomaly detection
method is evaluated through a simulation. From the
results, we identify that the performance of the
proposed method is superior to the performance of
Huang method that uses cross-feature analysis based
on the probability of feature attribute value, and we
know that the proposed anomaly detection method
detects well abnormal behaviors of network activities.

Future works include development of a new
roughness membership function that reflects precise
deviation number of network activities in MANETS,
applying aging to the information system of normal
features for network activities, and development of the
proposed anomaly detection method for a MANET.

2008. 12,
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