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AODV(Ad-hoc On-Demand Distance Vector)
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In ad-hoc sensor network, AODV routing information is disclosed to other nodes because AODV protocol doesn’t have any security
mechanisms. The problem of AODV is that an attacker can falsify the routing information in RREQ packet. If an attacker broadcasts the falsified
packet, other nodes will update routing table based on the falsified one so that the path passing through the attacker itself can be considered as a
shortest path. In this paper, we design the routing-information-spoofing attack such as falsifying source sequence number and hop count fields in
RREQ packet. And we suggest an efficient scheme for detecting the attackers and isolating those nodes from the network without exira security
modules. The proposed scheme doesn’t employ cryptographic algorithms and authentication to reduce network overhead. We used NS-2
simulation to evaluate the network performance. And we analyzed the simulation results on three cases such as an existing normal AODV,
AODV under the attack and proposed AODV. Simulation results using NS2 show that the AODV using proposed scheme can protect the
routing-information-spoofing attack and the total number of received packets for destination node is almost same as the existing normal AODV.
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