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ABSTRACT

Home network is the connection and communication of several electronic and electrical devices at home with the integration of several
technologies like Ethernet, wireless, phone line and power-line at the residential gateway to the internet. This internet based home network can
be accessed from any part of the world through any device by any person via internet. Since home network is developed for comfortable and
safe life of home users, the information flow to/from home network needs to be private. Hence the remote access of the home network must be
secured. This paper analyses two secure tunneling methods, voluntary and compulsory for L2TP(Layer Two Tunneling Protocol) based VPN
(Virtual Private Network) for secure remote access of the home network.
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1. Introduction

Home network is inter-connection of several electrical
and electronic home appliances for comfortable and daily
life of home users. This is achieved by the integration of
Ethernet, wireless, power line and phone line technologies at
residential gateway at home. The residential gateway is
connected to the outside world with the public internet in
order to access internet from home and to access home
network from outside. Since data flow in home network
contain our daily life private information, the necessity of
protecting incoming and outgoing traffic from the internet
has greatly emerged. As the residential gateway separates
the private home network from the public internet as shown
in figure 1, securing incoming and outgoing traffic to the
residential gateway should be secured.
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Fig. 1. General home network architecture

Remote access has become more popular since the
increment of telecommutators and mobile users to access
private networks. Similar concept can be utilized in home
network [1]. VPNs allow home users working at office or on
the road to remotely connect to home network services using
the routing infrastructure provided by a public internet in a
secure fashion. VPN is a point-to-point connection between
the user’s computer and a home network server. VPNs
accomplish this by allowing the home user to tunnel through
the Internet in a manner that provides the same security and
features formerly available only in private home networks

The nature of the intermediate inter-network is irrelevant to
the home user because it appears as if the data is being sent
over a dedicated private link to home network [2].

In this paper section 2 focuses VPN technology and
compares several VPN protocols to be used in home
network, L2TP tunneling protocol to be used in our home
network is described in brief in section 3. Section 4
compares the tunneling modes of L2TP protocol. Then
Section 5 describes the simulation analysis of compulsory
and voluntary tunneling modes of L2TP based virtual
private home network. Finally Section 6 mentions the
conclusion of the analysis and the future works.

II. Virtual Private Home Network

A VPN secures traffic over an insecure medium like
internet by emulating a point-to-point private link over a
shared or public network. Hence VPN can be used to
provide remote access to home network resources over the
public Internet, while maintaining privacy of information.
This is done by encapsulating packets with a new header at
the network layer to create tunnels (logical paths) and
encrypting data for confidentiality. Using the connection to
the local ISP, the VPN software creates a virtual private
network between the remote vser and the home network
VPN server across the Internet [3]. Figure 2 shows a VPN
used to connect a remote user to a home network.
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Fig. 2. Using a2 VPN to connect a remote client
to a private home network
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VPNs must be implemented using some form of
tunneling mechanism. Tunneling is creating a transparent
virtual network link between two network nodes that is
unaffected by physical network links and devices. It
provides routable transport for un-routable packets.
Tunneling can be achieved by any of four primary tunneling
protocols L2F, PPTP, L2TP and IPSec [4]. These protocols
can be used as the key components used to construct our
implementation of a virtual private Home network to
provide home network security[3].

Layer two forwarding was designed for traffic tunneling
from mobile users to their corporate server.

PPTP uses Point-to-Point Protocol (PPP) to provide
remote access that can be tunneled through the Internet to a
desired site. Tunneling allows senders to encapsulate their
data in IP packets that hide the routing and switching
infrastructure of the Internet from both senders and receivers
to ensure data security against unwanted viewers, or
hackers. As described in [2], PPTP uses a TCP connection
for tunnel maintenance and generic routing encapsulation
(GRE) encapsulated PPP frames for tunneled data. The
payloads of the encapsulated PPP frames can be
compressed. But an overhead of 6 bytes of data compression
takes place upon compression. However, PPTP can support
only a single tunnel between end points. Another limitation
is that PPTR requires IP internetwork for tunnefing.

L2TP is a network protocol that encapsulates PPP
frames to be sent over IP, X.25, Frame Relay, or
Asynchronous Transfer Mode (ATM) networks. L2TP was
based on L2F protocol and PPTP. L2TP uses UDP to send
L2TP-encapsulated PPP frames as the tunneled data. The
payloads of encapsulated PPP frames can also be
compressed with 4 bytes of overhead only. L2TP allows for
the use of multiple tunnels between end points. L2TP
provides for tunnel authentication, while PPTP does not.

IPSec uses data encryption standard (DES) and other
algorithms for encrypting data, public-key cryptography to
guarantee the identities of the two parties to avoid
man-in-the-middle attack, and digital certificates for
validating public keys. Both client and server negotiates
the encryption technique and the key before data is
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transferred. The encrypted payload is then encapsulated
again with a plaintext IP header and sent on the
internetwork for delivery to the tunnel server. Upon receipt
of this datagram, the tunnel server processes and discards the
plain-text IP header, and then decrypts its contents to
retrieve the original payload IP packet and routes to its
destination.

The following table 1 compares three tunneling protocols
in several features. Comparing the three tunneling protocols
PPTP, L2TP and IPSec, it is found that L2TP consists of
more features as L2TP is the combination of L2F and PPTP.
So we propose to implement L2TP VPN tunneling in home
network.

E 1. E{dd Z2EZ9 H|1
Table 1. Comparisons of tunneling protocols

Comparisons PPTP L2TP | IPSec
Authentication Tunnels v v
Compression v v v
Smart Cards v v
Address Allocation v v
Multiprotocol v v
Encryption N
Flow Control v
Requires Server v v

. Layer 2 Tunneling Protocol

L2TP is a network protocol that encapsulates PPP frames
to be sent over IP, X.25, Frame Relay, or Asynchronous
Transfer Mode (ATM) networks. L2TP was based on
Cisco’s Layer 2 Forwarding (L2F) protocol and Microsoft’s
Point-to-Point Tunneling Protocol (PPTP). L2TP uses UDP
to send L2TP-encapsulated PPP frames as the tunneled data.
The payloads of encapsulated PPP frames can be encrypted
and/or compressed. The L2TP packet format in IP networks
is illustrated in figure 3.
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Fig. 3. L2TP packet format

The L2TP access concentrator (LAC) and the L2TP
network server (LNS) are two key components of L2TP and
act as the L2TP tunnel endpoints. LAC tunnels the PPP
connection across the Internet to the LNS. In our
implementation we use enable L2TP network server service
in the residential gateway. The Home Network may then
perform services as if the user were connected to a network
access server directly.

IV. Tunneling Modes

VPN tunnels can be either voluntary or compulsory. In
voluntary tunneling, the user initiates the tunnel, typically by
use of a tunneling client while in compulsory tunneling the
tunnel is created without any action by the user who has no
control over the tunnel [3]. The major pronounced
differences between these to tunneling mechanisms are
enlisted in the table 2.

From the above comparison it is found that voluntary
tunneling can be used for home network for secure remote
service. Also voluntary tunneling can benefit from reusing
the existing authentication and address assignment
mechanisms used by PPP without modification [3].
However voluntary tunneling requires VPN enabled
software to initiate VPN tunnel.

1
P UP | LZTP | PPP | PPP payload : Table 2. Comparisons of tunneling nodes
header | header | header | header | {IP datagram) |
H }
Voluntary Tunneling Compulsory Tunnel
PPP frame E
s Tunnel ted b
< » Tunneling is initiated by unneling is created by
; end-user Network Access
LOTP frame ! ’ Server(NAS) or Router
-
»
‘ . . Requires support
‘ t sof .
UDP message Requires chenA software required on NAS o
< » on remote device.
Router.

Works with any client
but NAS must support
same tunneling method.

Works with any
Network device.

Tunneling transparent
to leaf and intermediate
devices.

Tunneling transparent to
intermediate routers.

User must have
tunneling client
compatible with Server.

User traffic can travel
only through the tunnel.

Simultaneous access to

the internet and intranet Internet access possible.

is possible.
;It;m:z:ni Z‘l/'elrte;: dt © Tunneling overhead to
€ remote cie ISP only.

the private network.

V. Simulation and Analysis

The simulation setup was performed for VPN tunneling
using opnet version 10 [5] as shown in figure 4. Ethernet,
wireless and wired connection was connected to the
residential gateway for basic home network setup. The
residential gateway is then connected with ADSL
link(1.5Mbps downlink/ 384kbps uplink) provided by ISP.
The real-time applications, video conferencing and VoIP
were used in the home network devices and the remote VPN
client. The residential gateway is considered as LNS for
tunneling in our home network.
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Fig. 4. Simulation model

The two remote VPN clients try to connect to the home
network from different places via LAC and the access server
respectively. Assuming, the authentication is performed,
two L2TP Tunnels are created from LAC and access server
to the residential gateway. The simulation was performed in
two scenarios named compulsory and voluntary. In
compulsory tunneling, the VPN parameters were configured
as shown in figure 5. For the next scenario, operation mode
was modified to voluntary mode in both tunnels to observe
the traffic in voluntary tunneling mode.
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|— ows 2
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|- Tunnel Source Name LAC

I— Tunnel Destination Name Residential Gateway
Delay Information ()

}— Operation Mode Compulsory
=] Remote Client List (...
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B owl

|- Tunnel Source Name Access Server
k- Tunnel Destination Name Residential Gateway
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Fig. 5. Parameters for VPN tunneling
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The voice, video and VPN tunnel traffic were observed to
explore the better VPN tunneling method. From the
simulation results shown in figures 6 and 7, it was found that
voluntary tunneling performed better with higher voice and
video traffic.
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Fig. 6. Voice Traffic sent in the tunnel

The increase in tunnel traffic and information flow traffic
is due to no load in ISP in VPN tunneling mode. With an
L2TP compulsory tunnel, the remote client initiates a
connection to its ISP. The ISP then establishes an L2TP
connection between the remote VPN client and the home
network. The ISP must support LT2P because it must
control and monitor all the traffic flow from LAC to LNS.
Thus there is an overhead to the ISP and hence less traffic

flows as obtained in figure 6 and 7.
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Fig. 7. Video traffic sent in the tunnel
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However, with an L2TP voluntary tunnel, the connection
is created by the remote VPN client. As a result, the remote
client sends L2TP packets to its [SP which forwards them on
to the home network. With a voluntary tunnel, the ISP does
not need to support L2TP. Due to no overhead of tunneled
traffic in ISP, more tunneled traffic flows through ISP as
shown in figure 6 and 7.

m 2
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Fig. 8. VPN tunnel packets sent

Also the VPN tunnel packets sent in voluntary tunneling
was also increased by almost 20% compared to compulsory
tunneling ‘as shown in figure 8. With compulsary tunneling,
same tunnel is shared by remote multiple clients whereas in
separate tunnel exists for separate remote clients. So more
traffic flows in voluntary tunneling via separate tunnels. The
VPN client can hence securely connect to the home network
anytime with voluntary tunneling method without giving
any tunneling overhead to the ISP.

VI. Conclusion and Future Works

Hence in this paper we have discussed about importance
of VPN in-home network for home network. Then a
comparison between the VPN protocols was performed and
L2TP was chosen to be used for virtual private home
network. After that tunneling method to use in L2TP were
compared to explore that voluntary tunneling is better than
compulsory tunneling for home network. From the
simulation analysis also it was found that voluntary

tunneling performs better performance with high data traffic
and VPN traffic. In future we would like to integrate IPSec
with L2TP to provide more security to virtual private home
network along with the remote wireless devices.
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