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Abstract In this paper we propose Fourier magnitudes based privacy preserving clustering on
time-series data. The previous privacy-preserving method, called DFT coefficient method, has a
critical problem in privacy-preservation itself since the original time-series data may be reconstructed
from privacy-preserved data. In contrast, the proposed DFT magnitude method has an excellent
characteristic that reconstructing the original data is almost impossible since it uses only DFT
magnitudes except DFT phases. In this paper, we first explain why the reconstruction is easy in the
DFT coefficient method, and why it is difficult in the DFT magnitude method. We then propose a
notion of distance-order preservation which can be used both in estimating clustering accuracy and
in selecting DFT magnitudes. Degree of distance-order preservation means how many time-series
preserve their relative distance orders before and after privacy-preserving. Using this degree of
distance-order preservation we present greedy strategies for selecting magnitudes in the DFT
magnitude method. That is, those greedy strategies select DFT magnitudes to maximize the degree
of distance-order preservation, and eventually we can achieve the relatively high clustering accuracy
in the DFT magnitude method. Finally, we empirically show that the degree of distance-order
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preservation is an excellent measure that well reflects the clustering accuracy. In addition, experimental
results show that our greedy strategies of the DFT magnitude method are comparable with the DFT
coefficient method in the clustering accuracy. These results indicate that, compared with the DFT

coefficient method, our DFT magnitude method provides the excellent degree of privacy-preservation

as well as the comparable clustering accuracy.
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where k=0,1, .,n—1;

Xprrm Mz il XDFT[i] f, i=0,1, ., n—1 4)
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Algorithm sequential-selection (a time-series S of length n, the number fof DFT magnitudes)
{1)  Extract n DFT magnitudes from S by DFT;

{2)  Select the first itudes from the DFT

a8 7 w& Y A gadE
PAE od g o3 Jg¥ A dFE Aol dt
223 o2 DFT AE A A A3FeA A4
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Algorithm simple-ddop-index(a time-series database DB)
(1)  Extract samples of four data sequences from DB;

(2) fori:=0to (n-1)do

3) Compute ddop[i] from the samples using the i-th DFT magnitude;
(4) end-for

(5) forj:=0tofdo

6) simple-index[j] := the index of the j-th largest ddopli];

(7) end-for

(@) 2} AE9 A-&A BE A= ALY ¢3YF

Algorithm simple-greedy-selection (a time-series 5 of length 7, the number f of DFT magnitudes)
(1)  Extract n DFT magnitudes from Sby DFT;
(2)  Select the f magnitudes from the DFT magnitudes by the order of simple-index(j];

(b) 2t AF Ag-&A RE A= we IF 49 I

o9 8 v ¥ A% ¢udds

Iporithm ads A-ddop-index(a ti
B P 4

fes database DB)
(1) Extractsamples of four data sequences from DB;

(2) forji=0tofdo

® for i = O to (n-1) do

@ ifi s already contained in ado-index|1..{j-1)] then ddop[i] := -1;

&) else compute ddop(i] from the samples using the adv-index(1..-1)}-th and the i-th DFT magnitude;
(6)  endfor

(?) adv-index{j) := the index of the largest ddop[il;

®) endfor

(2) AFE9 Agd-¢4 BE A= ALY ¢xdF
Algorithm simple-greedy-selection (a time-series § of length n, the number fof DFT magnitudes)
(1) Extract n DFT magnitudes from $ by DFT;

", Selectthe  f magnitudes from the DFT magnitudes by the order of simple-index[j];
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