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(A Hierarchical Packet Classification Algorithm Using
Set-Pruning Binary Search Tree)
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Abstract Packet classification in the Internet routers requires multi-dimensional search for
multiple header fields for every incoming packet in wire-speed, hence packet classification is one of
the most important challenges in router design. Hierarchical packet classification is one of the most
effective solutions since search space is remarkably reduced every time a field search is completed.
However, hierarchical structures have two intrinsic issues; back-tracking and empty internal nodes.
In this paper, we propose a new hierarchical packet classification algorithm which solves both
problems. The back-tracking is avoided by using the set-pruning and the empty internal nodes are
avoided by applying the binary search tree. Simulation result shows that the proposed algorithm
provides significant improvement in search speed without increasing the amount of memory
requirement. We also propose an optimization technique applying controlled rule copy in set-pruning.
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Src IP Dst IP Src port Dst Port Proto Rule
010" 10* 0,65535 25.25 6 RO
00* 01 5353 443.443 4 R1

. 10* 53.53 1024 65535 17 R2
. 01" 53,53 443,443 4 R3
1+ 1+ 53.53 25,25 4 R4
1101+ 001 0.65535 2788.2788 17 RS
110100* 11+ 53,53 5632,5632 6 R6
. 11° 53,53 25,25 6 R7
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: Copled rule
19 5 AQtee HSP-BST

£ 2 Field 1 HlolE&

1 bit 32 bits 5 bits 14 bits 14 bits 14 bits
Bntry prefix LF;':;'t"h Left Pointer | Right Pointer N:;‘itr;::ie
Entry | Valid Prefix |[Length Left | Right| Next

0 1 - 0 1 3 1

1 1 00" 2 ) 2 5

2 1 010" 3 1 1 9

3 1 1" 1 5 ) 13

4 1 1101* | 4 6 5 18

5 1 [EEK 3 1 -1 22

6 1 [ 1i0100° | 6 X i 29

} 3 Field 2 ®Hlo)&

«1 bit*-32 bits—5 bit§16 bits'<16 bits»16 bits«16 bitsk—1 bit—-8 bits-x14 bitsx14 bitsx 14 bitsk 14 bitss

Entf’y Prefix Prefix Sggge Sgg:ge Eg:t Egrtt Prot.ocol Protocol L.eft Right Rule L'Ei‘:d

valid length Start End Start End wild type {pointer|pointer|[Number Pointer
E v Prefix Len Src_8 Src_E Dat_S Dst_E w PT L R # Lk
0 1 01" 2 53 53 443 443 1 4 -4 -1 1 -1
1 1 10° 2 0 65535 25 25 1 6 -1 -1 0 16
2 1 1 1 53 53 25 25 1 4 3 -1 2 -1
3 1 10°* 2 53 53 1024 65535 1 17 -1 -1 10 | -1
4 1 001" 3 0 65535 2788 2788 1 17 -1 5 11 18
5 1 1° 1 53 53 1 4 6
6 1 10" 2 L_._53_ __. 53 1 -1
42 1 oo1* | 5 53 A A [T A
43 1 10 2 53 1 -1 -1 14 | -1
a4 1 10° 2 53 1 1 -1 14 | -1
45 1 10° 2 53 1 BN 14 -1
48 1 10° 2 53 1 1 -1 14 | -1
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Priority | i 3

Top 20% Top 40% | Top 60%, Top 80% | Top 100%:!

Rule set i N _

main i

ACL}— 191 383 574 766 955
wildcard 0 0 0 0 3
main 197 395 584 772 961

IPC }— - i

wildcard 0 0 8 18 27 !

main 174 348 522 688 839 :

FW - i

wildcard 0 0 0 8 .32 .

%5 25k F A9 fAey PR

Priority :
Top 20% |Top 40% | Top 60% Top 80%| Top 100%
Rule set
main 932 1864 2796 3728 4652
ACL— E ¢
wildcard 0 0 0 0 8
main 893 1787 2677 3532 4392
IPC —
wildcard 0 0 3 42 76
FW main 613 1226 1840 2415 | 2953
wildcard 0 ] 9 38 | 114
X 64 & Aol 3k JAg
Number of ~ Threshold
rules value
ACLIK 958 955
IPC1K 988 544
FW1K 871 625
ACL 5K 4660 [ 4645
IPC 5K 4468 2633
FW 5K 3067 1902
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A e9E Aol 2
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CPELCECEE

"01' .’10' 10° i 001
R1 RO->R10 R14
PN

R4

(a) non-wild card : HSP-BST

: Copied rule

AR5 A B A A 6 (00812

Threshold value : 2

(b) wild card : 1D-BST

a¥ 8 ##sd HSP-BST

deEslE Ele] =2d AgE &7 A5, Hd E
29 29 BMRET £& SHAEHE ke BT &
2 dEZY & WEE IA/AS BMRE AZH F
o} HAL A3t} o] u PAE BY2ET EA3
T Pac fP2EE o|FsA Fed ok Hacs g
E7} $Adede) et 4] glens A =2
Ao 1 5 Mg S4AeArt 57] dEelth
Jegl= e kEd AFAE E3 YA w3l
Adxslx] ¢ YI& FHA2EV} A5 AS A A
EdY & 959 A9 BMRY & WS E Wagd &
A AEHY Eo] B $XHEAE e APdle B2
= g2E dEHZ FHo] olFdAY 1A e
ZeoEs gas e QEHR o|FEHA &2 A
o iEiJ O]Xl Ade AP} ole PAE B&

I‘

o

¢

EE Bo @9 et AZd=Ee] 7] el HA)
yxo] %L «]7} A9 BMRET we A$ ¢ oA

Fac g2Ed gt ANE
oltt. 1¢

ARG Basl o) we
ot HAHs 729 B HYL AYHes

Uehd ZEolth sldEsE melgag ZE FEE
SA%97} B A7 Roly] dEel T} U
AR sdeste Edz H40l #3E Besh flol
Wl E7le) FARoE HF BMRE € & o) ¥
22} 42 847} gastel 44 Yol At

5. AlEdjojd & M5 "I}

B =gdA Akl 729 A%E Hrke] {8
AA Al FHE A ARHE F 5SS g
classBench[56]15 AMH&-3t  10007] 50007}1«] g
Zr= ACL, FW, IPCe} A3 Q1%-& 7433+
o} gEdl 29Ee 29 £ A9 dbojel FE9
ety M&xe] vlge Hstool 30 HZ BF E

Void Search{}{
if ((Local BMR ! = -1) && { Threshold > Local BMR) {
/fDone : BMR = Local BMR |
)

if ((Local BMR == -1} || ( Threshold < Local BMR) {
/i Wildcard Prefix Tree Search
longestpfx_nextptr = F1Search(root);
BMR=F2Search();
}
}

int F1Search{){
if (node==-1)
return longestpfx_nextptr;
if(src field match){
longestpfx_nexiptr = currentnode .nextptr;
if(next bitis "1'){
longestpfx _nextptr = F1Search(right_ptr);

}
if(next bitis ‘0'}
longestpfx _nextptr = F1Search(left_ptr);

eise return longestpfx _nextptr;

else if( inputis bigger than stored prefix}
longestpfx_nextptr = F1Search(right_ptr);
else longestpfx_nextptr = F1Search{left_ptr);
}

Int F2Search{){
if (node==-1)
return BMR;
if(3 fields match){
if(Local BMR > Rule #){
BMR = Rule #;

}
else BMR = Local BMR;
if(next bitis "1°){
BMR = F2Search(right_ptr);

}
if{next bitis '0"){
BMR = F2Search(left_ptr);

}
else return BMR;

}
if(only dst field match && linked list && Local BMR > Rule #){
BMR = F2Search(linked list);

}
if(only dst field match && linked list doesn 't exist){
|f(naxt bll is "1'}
= F2Search(right_ptr);

}
if(next bitis "0'){
BMR = F2Search(left_ptr);

}
else return BMR;

}
if( mpul is bigger than stored prefix)
BMR = F2Search(right_ptr);
else if (input is smaller than stored prefix)
BMR = F2Search(left_ptr);
else
return BMR;

a9 9 HH3 72 A4 FE ==
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8 & Aol uigh Ht dry F2 e vw
Nwi"'“m’ Ot | Htrie Set-mnrg AT P B/  HOss | HyperQuis
Rule set HSPBST| [1] tiefd - 1] i) g [z
A W 1375 1244 | 772 6763 3B/6  BG 66O | 682 62 |
K 778 1614 | 840 6764 513 506 641 | 2B15 285
o K| B3R | U | 719 5% M5 76 66 | 467 27
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