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A New Dynamic-ID based RFID Mutual Authentication Protocol
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Jihwan Lim" - Heekuck Oh™ - Sangjin Kim"

ABSTRACT

The recently proposed RFID(Radio Frequency Identification) authentication protocol based on a hash function can be divided into two
types according to the type of information used for authentication between a reader and a tag: either a value fixed or one updated
dynamically in a tag memory. In this paper, we classify the protocols into a static ID-based and a dynamic-ID based protocol and then
analyze their respective strengths and weaknesses. Also, we define a new security model including forward/backward traceabhility,
synchronization, forgery attacks. Based on the model, we analyze the previous protocols and propose a new dynamic-ID based RFID
mutual authentication protocol. Our protocol provide enhanced RFID user privacy compared to previous protocols and identify a tag

efficiently in terms of the operation quantity of a tag and database.
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