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RBAC-based Trust Negotiation Model for Grid Security

Hyun-Sug Cho"

- Bong-Hwan Lee"

ABSTRACT

In this paper, we propose FAS model for establishing trust based on digital certificates in Grid security framework. The existing

RBAC(Role Based Access Control) model is extended to provide permissions depending on the users’ roles. The FAS model is designed

for a system independent integrated Grid security by detailing and extending the fundamental architecture of user, role, and permission.
FAS decides each user's role, allocates access right, and publishes attribute certificate. FAS is composed of three modules: RDM, PCM,
and CCM. The RDM decides roles of the user during trust negotiation process and improves the existing low level Grid security in which

every single user maps a single shared local name. Both PCM and CCM confirm the capability of the user based on various policies that

can restrict priority of the different user groups and roles. We have analyzed the FAS strategy with the complexity of the policy

graph-based strategy. In particular, we focused on the algorithm for constructing the policy graph. As a result, the total running time was

significantly reduced.

Keywords :Trust Management, Trust Negotiation, Access Control,
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Aol 1. (FAS_TRUST PROTOCOL).

FAS_TRUST ( POfRe, POfRo, R ) {

92 POfRe © 27 Apele] digk A, POfRo : &l digh A, R @ Grid-PACS Z=vQlelA o] &

%9 : g4 A7 ( FAIL or SUCCEED)
Let M, r
M: ¥& WAA F4E 2713 (333

r = NOT_TERMINATED;

If(R is a local resource) then
r = FAS_send_response ( M, POfRe, POfRo, R );
If (r == SUCCEED or r == FAIL) then // Negotiations &
return 1;
While (r == NOT_TERMINATED)
Send message m to the other party;
M= M+m ;
r = FAS_check_for_termination( m, R); }
End of FAS_TRUST.
FAS_send_response ( M, POfRe, POfRo, R).
Pm = ReceivedPolicy(M, POfRe, POfRo, R)
// Pm = Roles 233 24 A v}d WA, 1<m<n
Choose any single message m' from Pm;
M = M+m’;
r = FAS_check_for_termination(m’,R);
return r;
End of FAS_send_response.
FAS_check_for_termination ( m, R)
If(R equals empty set) then return FAIL; /&7 25
If(R is element of m) then return SUCCEED; /@74 A&
Return NOT_TERMINATED;
End of FAS_check_for_termination.
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“AT ARRIY} T eE i wsoT) M gt 3Meln® | =3olth. e AAe Hu)

] 9)= A T2 1AE 5

(:7_2— 9)+= 7(1 :lﬂ:)_’:f OTL/\O 0]’7] -;H?)’]— Psequ(i(() code 75101% LO]E]— 3]":&, L:ma*xpepupp“’}' ] L]—E}-"g _/F
= ZLEl 22 (NV_Graph o= X FA (P,

2 S HE AL gy (a9 9 WHILE £, @-aDaIA 8% ot
Fojoldse] FA(p)E ALdT 9T BE B4 o - RN

RS A el Gt AFARe Edse 8= (L)

S s il o] o]=&Ql UubAel 3 iU
s Edlcondtione] AFEATL QAT BARLI T aein) onz wrniepp)n ag8n. deen
A,

N Gr‘aph(Pq,P){

(1) E={P,ENS=AFAL); /) P QEE MH|A sof CHE A

(2 G=g;

(3)  BuildGraph(G, target_P,., condition_P,);

(4)  While (B= @){

(5) Pick e from E;

(6) IF (p,eP,UP, ){

(7) BuildGraph( G, target_P,, condition_P,);

(8) E=(EU condition_P,);}

(9) ELSE{

(10) BuildGraph( G, e, FALSE);

(11) E=F;

(12)  Retun G }

(13)

(14) IF( target & G') Create a node for target;
(15) IF( condition == FALSE){
(16) prune(target, G);
(17) return; }
(18) FOR (each disjunct D of condition) {
(19) IF (D is a conjunct consisting of more than one literals){
(20) Create a rectangle node R in G;
(21) Link R to the node of target;
(22) For(each element e of D){
(23) IF(eeG) Link a direct edge from e to R;
(24) ELSE Create a circle node for e
(25) and link a direct edge from e to R; }}
(26) ELSE{ // D 7} &t 21EA2lH,
(27) IF(DEG) Link a direct edge from D to the node of target;
(28) ELSE Create a circle node for D
(29) and link a direct edge from D to the node of target;
(30) }}}
(J8 9) A Jef= e 2t

Pseudo-code[ 14]
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<policy-Patient value="0Oxa" /> Patient :0
Role #1 <policy-Study value="1x10xa" />... Study:1
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specialist <policy-Study-Note value="1xa” />
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