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Abstract  As the collaboration of WFMS(workflow management systems) in enterprises increases, security
protocols could be considered a critical factor affecting secure operation of WMFS. The security protocol of
WFMS could not reflect the nature of collaboration in WFMS, resulting to collaboration of WFMS on Internet
causing the operation problems of WFMS. This study suggests collaboration based security protocols based on
the collaboration of WFMS on Internet. To reflect the nature of collaboration in WFMS, this study analyzes
security requirements for WFMS. Based on security requirements, this study suggests a security architecture and
security protocols for WFMS using security agents.
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