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Studying on Expansion of Realtime Blocking List Conception
for Spam E-mail Filtering
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ABSTRACT

In addition to RBL function, which is used to applying for spam e-mail filtering, as an effective way to deal with the recently widespread
spam types, this paper proposes how to extract URL. that was comprised in the original e-mail, apply it to RBL, and expand it. The BotNet,
which is used to using for sending spam mails these days, has a problem that it is not able to solve with the distributed addresses of sent mails
in spam e-mails. In general, as these spam e-mails are sent from the infected Zombi PC of individual user, the sent address itself is not efficient
and is meaningless to use in RBL. As an effective way to filter spam ¢-mail sent by BotNet, this paper analyzes URLs that contained in the
original spam e-mail and proposes how to effectively improve filter rate, based on the distribution data of URL site tempting users. This paper
proposes the sending mechanism of spam e-mails from BotNet and the methods to realize those types of spam e-mails. In order to gather
analyzable spam e-mails, this paper also carries out an experiment by configuring trap system of spam e-mail. By analyzing spam e-mails,
which have been received during the certain period of experiment, this paper shows that the expanded RBL method, using URLs that
contained in spam e-mails, is effective way to improve the filter distribution of spam e-mail. Key words: Spam, RBL(Real-Time Blocking
List), Spam URL, BotNet, Trap system of spam e-mail, Zombi PC.
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Table 1. The number of IP per IP frequency sending

spam, which was shown on the e-mail spam trap

system
2P EEP FANES P 752
1 28,739
2 5,038
3 1,306
4 807
5 478
6 587
7 320
8 305
9 278
10 247
10~100 5,868
100~2000 297
435,557 1
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Table 2. Link analysis statistics containing e-mail

body, which was collected only one spam address
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www.stringcolony.com 177

animalrain.com 107
minetold.com 106
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teethexperiment.com 95
cellgentle.com 90
filltown.com 83
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