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Abstract

Access control techniques should be flexible enough to support all protection granularity
levels. Since access control policies are very likely to be specified in relation to document types,
it is necessary to properly manage a situation in which documents fail to be dealt with by the
existing access control policies. In terms of XML documents, it is necessary to describe policies
more flexibly beyond simple authorization and to consider access control methods which can be
selected. This paper describes and designs the access control policy system for authorization
for XML document access and for efficient management to suggest a way to use the capacity
of XML itself. The system in this paper is primarily characterized by consideration of who
would exercise what access privileges on a specific XML document and by good adjustment
of organization-wide demands from a policy manager and a single document writer.
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{Policys)

{policyy

{subject){credentialtype="member"/)

{/subjecty

{object href="/paper.xml" path="issues"/>

(altg value="rlg"/)

{action name="read" sign="+" propagation/)

{/policy>
{policy)

{subjecty{credentialtype="nomember"/>

{/subjecty

{object="paper.xml" path="/issues"/)

(altg value='rlg"/>

{action name="read" sign="+" propagation/)

{/policy)
<policy?

{subjecty{credentialtype="nomember"/»

{/subject)

{object href="/paper.xml"
path="/issues/issuesTuple/
articles/articlesTuple/abstract'/)

(altg value='rlg"/>

{action name="read" sign="-" propagation =

no_propagation'/)
{/policy)
{policy)

(subject){user userid=sunmoon@pcu.ac.kr/)

{/subject)y

{object href="/paper.xml"
path="/issues/issuesTuple/
articles/articlesTuple[@id=" JSM' 1'/>

{altg value="rlg"/)

{action name="read" sign="+" propagation/)

{/policyy
{/Policys)
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