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Key: Time to Plateau

Deep Packet O less than 2 years
Vistbility Inspection Firewalls O 2tobyears
4 Vulnerability Security Compliance Tools @ 5to 10 years
Management o) A more than 10 years
HIPS on Servers Bi . ® obsolete before plateau
Instafit Messaging Security A Biometrics
NAC Secure Sockets Layer/
Role Planning, Audjt -0 Transport Layer Seqm'ty Hardware
and Compliance & SIV/SEM Enterprise Tokens
User Provisioning Reduced Sign-On 6
Content Phich M . é)
O— Monitoring M . atch Managemen
HIPSonPCs =0 and Filtering Q B-Mail Encryption E-Signatures % Smag_tlTlenS
7 pam Kiltering
Coimséed giﬁrity Secure Sockets Layer
%Lrloﬁi @ T(E S S Isi’emote Access VPNs
P Web Services Security Standards
£ Anti-Phishing T Managed Security Service Providers
O Database Security [Enterprise Federated Identity |
@- SSL Peer-to-Peer, Site-to-Site _Public Key Operations )
Virtual Private Networks Digital Rights Management (Enterprise)
Peak of
Technology . Trough of . Plateau of
Trigger Exgg};tl;%%ns Disillusionment Slope of Enlightenment Productivity

Maturity

<2}&>: Gartner, 2005. 7.
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Q)= Johannes Ernest:= ¢to 2 D 3] A|&loj|A
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H
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Microsoft-controlled identity= WS-+ F 3o
7|8kt ID e 2B © 2 Kim Cameron©] Law
of Identity S £3}] 43t ID Metasystem©] Info-
Card[4] Z2AEZ 3= Fo|t} InfoCard:
OASIS 3#F9l WS-SecurityE 7]HFo 2 3}
X.509, Kerberos, SAMLY} 748 Hol EZ ol
nE apgg 4 9lon Windows Vistag 53l &
R H8E Aoz ofifer.

User—controlled identity+= ID A]-Z2HIdP), 7}
UAHHE, ID AR HAg 7i3lo] Ak AlARS
24, 71dell &3t D7} op2} ARg2} 222 IDE
gkl wefshe Aol SA ol thEA]l user-
controlled identity2+ URLE IDE AFg3=
OpenID[5], LID[6], YADIS[7]& & 4= §lc}.

DIDW& 2006d¢] ID 2] A|zpo] gjlo] &
23 duk 719, RSS g9, ¢7](wiki), Al Y| EL
Sxgtopzt A Zopof| e [D Zzalddg o] &3t
Algo] EA1E AR WehEdy HF we(risk
management) Sofoj|x ID #a|7} Q3514 18
g 702 difsigict 53] ARgAE S ID
71&o] S8t 1 FolM st g oAl
URL 7]9ke] ID 2|7} 35 g 0= aifsiel
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User-
controlled
(URL/YADIS)

Identity
2006

“Microsoft™
controlled
(WS—+)

Company—
controlled
(Liberty)

<2}&>: http://netmesh.info/jernet
(& 2) The Identity Landscape 2006
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QlEYl Q] identity 2]} X217 identity

o 93t BE2E0] o] TAoA A bE Sl
o|23t 2= IBM, Microsoft S0| FEal=
WS-I, Suno| FE&F= Liberty Alliance 718]11
XML #2385 AIAst= OASIS Fof gl (2
H 32 o]F BAY] 3+ ¢ 1 7He] IAIE Y
H Zlojch

Microsoft/IBM OASIS Liberty Alliance
WS-+ XRI2.0- Liberty Liberty
(2004, 2005) Draft Phase 3 Phase 3
2006/3/19 ID-SIS 1.0 WSF 2.0
2005/2/5 2005/11/2
SAML 20 | [ | o=
2005/3/15
WSS Liberty Liberty
2004/4/8 Phase 2 Phase 2
ID-FF 1.2 WSF 1.2
2003/11/12 | | 2003/11/12
SAML L1 |- 7
2003/9/2 41~ =
T - Liberty Phase 1
w| DD-FFL1
—4 2003/1/15
WS-Security SAML 1.Q la”
2002/4/5 2002/11/5 %~ ~«._ | Liberty Phase 1
A ID-FF 1.0
Legend 2003/7/15
|| €----- » Dependency _

<+——» Relationship
mm/dd/yy Release Date
Estimated Date
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1. Liberty Alliance

Liberty Alliance= @43t H|E$| =2 identity
2] ot identity 7|9k Mu]AE 947 37 BES
ket 2xo 2 2001 9¥of AAES 1, 2006
3 15001 7o wuiE 7}
A} FWol|A= ETRIZ} Liberty Alliance?] affi-
satal ik (I8 4)+ Lib-
erty Alliance ¥ E‘g*g vepdch

JFofA ID-FF= federated identity &]e}
el SSOof| thgt #2& sk glom Ay
SAML v2.022 E3tx]Qic) ID-WSF= AF8x}7}
ZH419] identity HHE thE A2l S5 4 L
EF i 9 AulA Ze U2 E Aot D-
SISE ID-WSFE o] £3to] Z85= AF22} iden-
tity®] & 45 Aoski Y A2z ARg2L N
ol ZEabd HHop 22 9] ﬂﬁ%‘}’z‘ BERE Y
e}l personal profilex} employ profileo] 4 &
o] 9lom, presence, contact book, geo-location
ol z|&Hog g208 A9

Z2]0 g2 XAs)

a =

liation member= &

2. OASIS

OASISE= XML #3# 2&3 AAsh= 7|Ho|ch
OASIS7H APsHe ID Tl B2 32 WSS[8]e}
SAML[9]o] lct. WSS+ WS-Iof|A] #|Qkst WS-
SecurityE OASIS &0 2 Hrol=o] njfa|st A

| Liberty’s Architecture |

Liberty Identity
Federation
Framework (ID-FF)

Enables identity federation

Liberty Identity Services Interface Specifications (ID-SIS)

Enables interoperable identity services such as personal
identity profile service, contact book service, geo-location
service, presence service and so on.

and management through
features such as
identity/account linkage,
simplified sign on, and
simple session
management

Liberty Identity Web Services Framework ((D-WSF)

Provides the framework for building interoperable
identity services, permission based attribute sharing,
identity service description and discovery, and the
associated security profiles

Liberty specifications build on existing standards
(SAML, SOAP, WS-Security, XML, etc.)

<2}&>: Liberty Technology Tutorials, Liberty Alliance
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2lo|t}, o] A®lL SSO Z2ul artifact resolu-
tion T2 u}, assertion Ao)/2 T2ul o]E
Az ol Z2atdd, SAML &/ 220 55

sk o)

« [efr|olE| Z2atY

SAMLE 7|Hto 2 [dP9} SP7} AR E w3lsly|
i = A=t Aok ZRES, 20, A
H|A Q=32 E(endpoint), 57H7] Q1ZA], pro-
vider ID 53 Z+2 17} I @3}t SAMLE o]}
e B7ARl AR E etHlo]g| 2 HEch o] &
g2 mete|o]E| o] 25 FAskAL [P SPo] o
Etlo|E & eVl Sk Wt SR
Het|o] B & M= WS ARl

+ 912 Bul(Authentication Context)

SPE AMg Aol Al Al B Ak Aul2e] S4o] o}
2} [dP7} ojnfat WAlo B ALEALE AZ LA
slelsfio} & e} ik 2, SP7} ARl 2t
2 oldlel e 28 HHIAE AT A AR
7o) Q1% HAlo] 2agh QEAE o] falALh EE
QZ Ao} A AWE olg3 AL Q73 4 9rk
oo} e 79, A&l MulAE AEE A
2Jo] Tifgt SPe] TERS Thea 1dP7} AHEAE <]
25} o] oifgt 4w nt ofyjz A}42}2 oj
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W asjet. o] A2e [dP7} AFEAFE of gt WAl o

SAML 1.0
Completed: 2002. 5.

OASIS Standard: 2002. 11.

Liberty 1.1
Completed: 2003. 1.

SAML 1.1
Completed: 2003. 5.

OASIS Standard: 2003. 9.

2 S35 SPollA| L& F7] st AMgAE
Q1F3He Ztzbel WAl dhstel sk Q1% 2
22 A5k o|7lo] ojulat oJu]g LS 7
e,
T 2002 11. SAML Wins
il PC Magazine
T Technology Excellence
EroncE Award
Shibboleth OpenSAML 1.0
Completed: 2003. 6.

Liberty ID-FF 1.2

Completed: 2003. 10.

2003. 10.: B
SSTC Receives Digital ID World gmbbﬁlfﬂé%%gggm Ll ’
O “Balancing Innovation & ompeted- T

Reality” Award

SAML 2.0
Completed: 2005. 1.

OASIS Standard: 2005. 3.

<2}&>: Liberty Technology Tutorials, Liberty Alliance
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(X 2) FIDIS Zut=(1]
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FIDIS Communication Infrastructure

ol
i

Inventory of Topics and Clusters

IAFEIRE  Qet of Use Cases and Scenarios
(2004/
2005) Models

Overview on IMS

Study on Mobile Identity Management
Manual of the Extended Wiki System
A Study on PKI and Biometrics

Workshop on ID-Documents

Structured Account of Approaches on http://
www.fidis.net/487.0.html-820 interoperability

Set of Requirements for Interoperability of
Identity Management Systems

A Survey on Legislation on ID Theft in the EU

22PE7HE  and a Number of Other Countries
(2005/

2006)

Forensic Implications of Identity Management
Systems

Descriptive Analysis and Inventory of Pro—
filing Practices

Report on Actual and Possible Profiling
Techniques in the Field of Ambient Inte—
lligence

Implications of Profiling Practices on Demo—
cracy

A Specification for FIDIS Journal
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BtoC Business to Customer
CoT Circle of Trust

DA Delegation Authority
DIDW  Digital ID World

DRM Digital Right Management

e-IDMS ETRI IDentity Management service System
FIDIS
FP Framework Programme

Future of Identity in the Information Society

HCI Human-Computer Interaction
IAM Identity & Access Management
Id Identifier

ID Identity

IdP Identity Provider
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IST Information Society Technologies
OASIS  Organization for the Advancement of
Structured Information Standards

OECD Organization for Economic Cooperation and
Development

PRIME  Privacy and Identity Management for Europe

SAML  Security Assertion Markup Language

SP Service Provider

SSO Single Sign-On

WPISP  Working Party on Information and Security
WS-1 Web Service Interoperability organization
WSS Web Service Security

XACML eXtensible Access Control Markup
Language

Yet Another Decentralized Identity
Interoperability System

YADIS
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