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The Mitigation Model Development for Minimizing
IT Operational Risks

Lee Young-Jai® - Hwang Myung-Soo™

Abstract

To minimize IT operational risks and the opportunity cost for lost business hours, it is necessary to
have preparedness in advance and mitigation activities for minimization of a loss due to the business
discontinuity.

There are few cases that banks have a policy on systematic management, system recovery and
protection activities against system failure, and most developers and system administrators response
based on their experience and the instinct.

This article focuses on the mitigation model development for minimizing the incidents of disk unit in
IT operational risks.

The model will be represented by a network model which is composed of the three items as
following: @ the risk factors(causes, attributes and indicators) of IT operational risk, @ a periodic
time interval through an analysis of historical data, @ an index or an operational regulations related
to the examination of causes of an operational risk.

This article will be helpful when enterprise needs to hierarchically analyze risk factors from various
fields of IT(information security, information telecommunication, web application servers and so on)
and develop a mitigation model, and it will also contribute to the reduction of operational risks on
information systems.

Keywords : IT Operational Risks, Risk Factors, Time Interval for Check, Operational Regulations, The
Incidents of IT, Mitigation, Mitigation Model
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FUNCTION make IT DT ( Node )

FORi:=1TOn
processingNode(Node(i))

END FOR i

END FUNCTION

FUNCTION processingNode (Node)
DISPLAY Node with regulation
IF Node NodeType = Cause Type
THEN
-~ Traverse childe node
CALL make IT DT (Node.ChildNode)
ELSE
FORj=1TOn
CALL FrequencyDistribution (Node. IndicatedAttribute(j))
Node.IndicatedAttribute(j). Timelnterval :=
MonteCarlo (Node.IndicatedAttribute(j))
DISPLAY Node.IndicatedAttribute(j) with regulation
END FOR j
END IF
END FUNCTION

FUNCTION FrequencyDistribution (IndicatedAttribute)
READ a record from the problem fix DB associated with
IndicatedAttribute.causeCode

baseValue := initial base value

WHILE (read condition is not EOF) DO
Increase totoalProblemCount
troubleCycle = readedRecord.date&time - baseValue
total TroubleCycle := troubleCycle + itself
Increase LocalFrequencyDistributionTable[troubleCycle]
baseValue := readedRecord.date&time
READ next record

END WHILE
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i=0
1=0
WHILE (end of LocalFrequencyDistributionTable) DO
IF LocalFrequencyDistributionTable{i] = NO DATA
THEN
Increase i
continue
ENDIF
IndicatedAttribute FreqDist Table[j].troubleCycle
IndicatedAttribute.FreqDist Table[j].problemCount :
LocalFrequencyDistributionTable[i]
IndicatedAttribute FreqDist Table[j]. Probabability
IndicatedAttribute.FreqDist Table[j].problemCount/totoalProblemCount
IndicatedAttribute.FreqDist Table[j].addedProbability :=
previous probability + my current probability
END WHILE
END FUNCTION

I
—

FUNCTION MonteCarlo( IndicateAttribute )
FOR i := 1 TO properlterationValue
randomValue := RANDOM
—-- Select proper k value
WHILE (1) DO
IF randomValue is in IndicatedAttribute. FreqDistTable(l].
addedProbability
THEN
k = j
break
END IF
Increase j
END WHILE
troubleCycle := IndicatedAttribute.FreqDistTable[k].troubleCycle
Increase LocalFreqDistTable{troubleCycle]
Increase totoalProblemCount
total TroubleCycle := troubleCycle + itself
END FOR i
RETURN total TroubleCycle/totalProblemCount
END FUNCTION
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