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One Variant of Diffie-Hellman Key Exchange Protocol

DaeHun Nyang' - KyungHee Lee™

ABSTRACT

In this paper, we propose a variant of Diffie-Hellman key exchange protocol to provide pre-computable session key and to give another

version of Diffie-Hellman key exchange protocol that might be useful in designing more sophisticated cryptographic protocols. We prove

the security of the key exchange protocol by reducing DH key exchange protocol to ours.
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1. Introduction

We propose a variant of Diffie-Hellman key agreement
protocoll1] that has been widely used for establishment of
a common key between communicating parties in insecure
environment. Our protocol has an advantage over the
original Diffie-Hellman key exchange protoco! in that the
common key can be prepared by one party before the
other party requests to establish a key. Owing to the
pre-computable key, one can pre-encrypt messages to be
sent before the other communicating party connects,
which results in some efficiency and convenience of the
following protocol actions.

Actually, the pre-computable key can be established by
key transport protocol of public key cryptography such as
ElGamal, but it has

more overhead in terms of
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computation and communication. Compared to RSA, our
scheme can be adopted to many discrete log based key
exchange and authentication protocols such as DH-EKE,
SPEKE, SSL, etc.

The proposed scheme is as secure as Diffie~-Hellman
key exchange protocol in the sense that Diffie~Hellman
key exchange protocol is reduced to our protocol in

polynomial time.

2. Diffie-Hellman Problem

Group G: All considered assumptions are based on
cyclic finite groups. The order of a group is associated
with a security parameter which classifies the group
according to the difficulty of certain problems. Examples

Z and additive group of an elliptic curve.

of G are Z

Generator g° In the discrete logarithm settings, we also

need a generator g which generates the group G, ie., for
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all ¥=7, there exists x such that y =¢".

3. Diffie-Hellman Assumption

For any computationally bounded adversary A within
poly(k),
Plg? = Alg, Gg".¢" )] <1/poly(k),

where A has a Diffie-Hellman triple as its input and

outputs a Diffie-Hellman key.

4. The Protocol
Let the communicating parties be A and B.

X

A—B: X=g¢"modp,2E,Z

B-A: Y= g”modp,yERZ;

A and B shares a key A= g¢'modp, because &= gmodp
is equivalent to A =YY*modp which A is able to
compute.

Note that to compute ¢ from (¢ modp, ¢“Ymodp) is
equivalent to computing ¢*/* from (g°modp, g¢'modp). It
is easy to verify this: let
y=t/zmodp—1.

Now, the problem is to find ¢/"modp from (g"modp,

g'modp).

t=xzymodp—1. Then,

5. Security and Performance

In this section, we will provide an efficient algorithm

to solve computational Diffie-Hellman problem in
polynomial time given an oracle that is able to output
¢/*modp for an input (g"modp, gmodp). This will show
that our protocol is as hard as computational
Diffie-Hellman is.

let A be the oracle that breaks our protocol in
polynomial time. That is, the oracle A can compute
¢/"modp from (¢*modp, g’modp) in polynomial time. If the

oracle A exists, then we can solve computational

Diffie-Hellman problem in polynomial time as follows:

Let an instance of computational Diffie-Hellman

problem be (X=g¢"modp, Y= g¢'modp).

(1) Given (X, Y), query to A, then it gives us
#*modp,

(2) Query to A with (¢modp, ¢“*modp) gives us
#*modp.

(3) We can obtain ¢"!modp by querying to A with

(gl/zmodp, g’modp).

Thus, by querying 3 times with different inputs to 4,
we can solve Diffie-Hellman problem in polynomial time.
QED.

Also, note that computing ¢ from ¢ is called
"inversion exponent problem” which is known to be as
secure as the Diffie-Hellman problem in most cases[2],
which is reducible to our problem.

One might concern that pre-encryption of some
message in a server looks vulnerable in the sense that
keys as well as corresponding encrypted messages must
be securely stored in a server. When a server is attacked,
the keys and encrypted messages are exposed to an
attacker. However, if we assume the server compromise,
it cannot be avoided to expose messages to an attacker
even though our pre-computation is not applied. That is,
our protocol does not make the system fragile and secure
keeping of messages is another subject of matters and
thus, is out of this paper’s scope.

In fact, advantage of pre-encryption mught be very
small, because pre-encryption of massive data can be
done using a random key and the random key can be
encrypted to be sent to a client using DH key. Thus, the
advantage 1s to eliminate only one encryption of a
random key plus communication overhead which amounts
only to one ciphertext. In spite of the ‘'‘not so big’
advantage, it has a meaning that this key exchange
protocol might be used as a building block for more
sophisticated cryptographic protocols that has security

proof equivalent to Diffie-Hellman key exchange protocol.



Also, in a very restricted environment that requires
realtime response, it might be useful by saving even one
encryption plus communication overhead of one ciphertext.
For example, in wireless sensor network, sensor nodes
usually are very power-sensitive and thus, the saving of
even one symmetric key encryption and one transportation
of ciphertext might be meaningful especially because the
sending one bit of information requires one hundred times
of power consumption of computation one operation in

Mote.

6. Application

DH-EKE protocol is a famous password authenticated
key exchange protocols, and it results in a session key
looked like the Diffie-Hellman key: h(DH key), where h
is a cryptographic hash function. Also, SPEKE has a
similar structure whose resulting session key is r(f(5)?),
where f($) is a function that converts S into a suitable
DH base. Hereby, we can replace the DH part of the
protocols with our construction. By doing so, we can get
another variant of those protocols that have pre-
computable session keys, where the number of
exponentiation can be saved. Besides those, the most
widely used key exchange and authentication protocol,
SSL, has a method to establish a session key via
Diffie-Hellman key exchange. This protocol also can be

modified to accommodate our protocol.

7. Conclusion

In this paper, we presented a variant of Diffie-Hellman
key exchange protocol, which is provably as secure as
the original Diffi-Hellman protocol. The protocol is able
to establish a pre-computable key, and thus, computation
and communication for one encryption are saved. We
leave as a future work to find some sophisticated

protocols that our primitive might be more applicable.
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