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Abstract

The routing optimization mode, which Mobile IPv6 provides for the direct communication between a mobile node and its
correspond node, introduces various security threats, thus causing several protocols to be proposed for the secure binding
update procedure. In particular, the Kang-Park protocol, which Kang and Park presented in 2005, achieves the optimized
cryptographic operations and the strong security, while based on its unique security proxy structure. In spite of such
advantages, it has some drawbacks in terms of security and efficiency. This paper improves the Kang-Park protocol
through the strong CoA validation and early binding update methods. Also, we show that the improved protocol is better

than others.
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MN HA CN
(H-1) BU(CoA, HAA)
(H-2) BA(HAA, CoAJ

(1) BU(CoA, CNA): HoA, BuP, MACbu >L

(2) BA-Auth-Req(CNA, HoA): CoA, BuP, MACby, j, @ Cov

(3) BU-Auth-Rep(HoA, CNA): CoA, BuP, j @, Cox, KS*KS2 MACbu-ar

(4) BA(CNA, CoA): BaP, MACba

-BuP = { SNow, LTen}

-KS1=H(Khm, SNy, KS2=H(g", SNcw)

-Con= HMAC(Ken, HoA| CoA|BUPINj)

- MACbu = HMAC(KS 1, CoA|CNAHoA|BuP)

- MACbu-ar = HMAC(KS2, HoA|CNA|CoA|BuP{g¥|Cen|KS *KS2)
- BaP = { SN, LTcn}, MACba = HMAC(KS1, CNA|CoA|BaP)

28 1. Kang-Parke| MIPv6 Hioid ZiAl Hpt Z2EE
1

Fig. The Kang-Park's protocol for the segure binding update.
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The redirection attack by the malicious mobile
node.
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MN HA

— | (H1) BU(COA, HAA) (|
|

{1) BU[CoA, CNA): HoA, BuP, MACbu

CN

-2) BA(HAA, CoA)

5(H)

1RTTﬁ

(2a) BA-Auth-Req(CNA, HoA): CoA, BuP, MACbu, j, &%, Cov

(2b) CoT-Req(CNA, CoA):j, CKT

N S

(3a) BU-Auth-Rep(HoA, CNA): CoA, BuP, j @, Cov, T(HA,CN), KS1"H(KS2), MACbu-ar N

1RTTS (3b) CoT-Rep(CoA, CNA): j, HMAC(KS1, CKT|BuP)
(4) BA(CNA, CoA): BaP, MACba
—
- CKT = HMAC(Kcn, CoAIN]1)
- T(HA,CN) = {HAA, CNA, LT, H(K:a|HAAICNAILTIKS;, H(KsulKS2)}
- MAChu-ar= HMAC(KS2, HoA|CNA|CoA[BuP || CoM T(HA, CN)KS A H(KS2))
a8 3. M ZrEZES| Z=7| oA

Fig. 3. The initial phase of the improved protocol.
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MN HA CN
{H-1) BU(CoA, HAA)
Early (1) EBU(CoA, CNA): HoA, BuP, CT|, MACebu
S’F’)‘g'a"tg (H-2) BA(HAA, CoA)
(RTT) ri (2) EBA(CNA, CoA): BaP, j, CKT, T(HA,CN), MACeba
Complete (3a) CBUa(HoA, CNA): CoA, BuP, j MACcbu, T(HA,CN) (3b) CBUB(CoA, CNA): HoA, BuP,  MACcbu, MACcog_
Binding e
Update (4) CBA(CNA, CoA): BaP, MACcba
(1.5RTT)
- CTI: Care-of Test Init
- MACebus = HMAC(KS1, CoA|CNAHoA|BuP|CTI)
- MACeba = HMAC(KS1, CoA|CNA|HoA|BaP}jICKT|T(HA, CN))
- MACcbu = HMAC(KS1{CKT, CoA|CNAHoA |BuP)j)
- MACcoa = HMAC(KS2, CoAlHoAIMACchu)
- MACcbu = HMAC(KS+{CKT, CoA|CNA|BaP)
a3 4 M =2EZ9 & b

Fig. 4. The subseguent movement phase of the improved protocol.
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Table 1. Analysis of the improved protocol.
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