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Abstract

In the host-based Mobile IPv6, a mobile node is responsible for doing the signaling to its home agent to enable session
continuity as it moves between subnets. To remove the mobile node’s signalling processing load, the network-based
Mobile IPv6 has been proposed recently. It allows session continuity for a mobile node without its involvement in mobility
management. The proxy mobility agent in the network performs the signaling and does the mobility management on
behalf of the mobile node. However, to make secure communications for a mobile node, security mechanisms against
diverse attacks should be adopted. To do this, first of all security threats to the network-based Mobile IPv6 should be
also identified and analyzed. Potential attack objectives may be to consume network services at the cost of a legitimate
mobile node and, eavesdropping and fabrication of user traffic through interception of a mobile node’s communications.
This paper identifies and discusses security threats to the network-based Mobile IPV6 in details. The results of threats
analysis are limited to threats that are peculiar to the network-based Mobile IPv6 except threats to IPv6 in general.
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