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net-spec
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ATOMIC COMPIOSITE
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NODE AGENTS LmIKS NETmORKS
AG}‘SNT LINK NETWORK
node-dec agent-spec
KERNEL PROCESSES ~ ATTACKER ANALYZER
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— Node Model — Attacker Model — Analyzer Model
state variables state variable state variable
Service-type, H/W-type. O/S-type scenario-type, target-host' num-attack, num-success-attack, vulnerability
Registered-User-list, Queue-size, etc.
external transition function external transition function
external transition function case input-port case input-port
case input-port ‘in: case phase in: store result-tablefcommand, states)
‘in: case phase passive: next cammand : = scenario-table else: continue
puassive; execute com_table(command) hold-in active attacking-time
hold-in busy processing-time active ; continge internal transition function
busy :  continue else: continue case phase
else: continue active. passive
internal transition function
internal transition function case phase output function
case phase active: passive case phase
busy: passive active: analyze result
ouiput function
output function case phase
case phase active: send packet(cammand) to port “out
busy: send packet(result) to port ‘out
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telnet target host
1 ) Vuilpassw -
Brute force passwords {Password
0 http://Node—3/cgi—bin/phf. cgi Vulpnr B
Brute force passwords Vulpassword
showmount —e target, host
mount target host:/usr/tmp
cd /tmp Vale vUlFilesystem
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