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MIPv6 Binding Update scheme to improve performance and security

a8 2734
You-Seuk Won  Kyung-san Cho
2 ¢%

MPvooll M B2 HH3E AT37) AF ijlg BUe gdd I Aok 5 Aok mehA e uilg AAlo]
MPwoe] 583 A7 A7k H%en, o)g AF o2 ZEEZ S| AYHNH B ATFAME MPw7t 718H2E AF
3k RR3t 719 giRAQ) T2 EEQ) SUCVE OMPWE 3A13) B4ste] MNY| ¢as) A4 2 2 T2E 29 37 H
A T A % BYe BFAY FAMS AL A ulY S A% A SXE AN o 2AZ A
2 ulY AU ZREES AP At ZREFL VIE TREISHG OUF T @ Yol§ B, F4
w9} APYE Mk, A BAE AT, ATE AL THE ke N9 A4 F8kE At

Abstract

Binding update for the roufing optimization in MIPvé can make the involved nodes wuinerable to various atfacks. Therefore,
secure binding update becomes an important research issue in MIPv6, and several profocols have been proposed for this
purpose. In this poper, we compare several existing binding update protocols such as RR, SUCV and OMPv6 and analyze the
wulnerability of nodes fo the possible aftacks and drawbacks of address management and scalability and overhead of encryption
operations. Then, we suggest the design requirements for the secure binding update and propose an advanced profocol based
on the design principle. Through the analysis, we show that our protocol can achieve a higher level of securty against the
various affacks and enable better monagement of oddress, provide the location privacy and reduce the computational
overhead of mobile nodes with constraint computational power.
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