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IPMP(Intellectual Property Management and Protection) Service
Interfaces based on MPEG Multimedia

Hyon-Gon Choo*, Gun Bangﬂ, Jeho Nam'™

ABSTRACT

In order to increase the promotion of multimedia processing techniques in MPEG standard, MPEG
Multimedia Middleware (M3W) which supports middleware interface for multimedia processing is set
up. In this paper, multimedia protection and management service interfaces based on MPEG Multimedia
Middleware (M3W) are introduced. The service interfaces are based on component models of M3W and
support normative IPMP messages. The proposed interfaces are composed of Tool interfaces and Trust
management interfaces: Tool interfaces provide the functionality supporting terminal and tool based on
the governed decoder model and Trust management interfaces provide the supporting functionality such
as license managing and authentication required in DRM devices. As an application of the proposed
interfaces, a JAVA based player simulator is shown. The proposed interfaces can be easily implemented
under various device and application environments as an ISO/IEC 23004-2 standard middleware platform.
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/*********************************************

Interface for License management operation.
*******************************************/

Interface MmILicenseManager extends RcIService {769072cl-4blc-4fed-8a5d-07a1114c900b}
{
boolean checkLicense (in URI sourceURI)
boolean getLicense (in URI sourceURI)
void requestLicense(in URI targetURI)
boolean verifyLicense (in Licenselnstance license)
void requestlLicenseUpdating( in URI targetURI,
in LicenselInfoDescriptor licenseUpdateInfo);
boolean updatelicense(in LicenseInfcDescriptor licenseUpdatelInfo)
void requestlLicenserevocation (in URI targetURI,
in LicenseInfoDescriptor licenseUpdateInfo)
boolean revokelicense (in LicenseInstance license)
boolean querylicenseAuthorization(in ByteArray license, in Stream resource,
in ByteArray licenseInfo);
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May Contain

interface
m3w.core.RcIServiceManagé

RclRegistryContr
RclRegistryinspeci
RclConnectionManage
m3w.core.impl.RREImpl

-log:Logger
+logicaiServiceMgr:RclLogica

+RREimpl
+getServicelnstance:RciServig
+getServiceManager:RclServi
+loadLibrary:void
+unloadLibrary:void
+isService:boolean
+isLibrary:boolean
+getCompliesList:RclGuidlItr
+registerComponent:void
+unregisterComponent:void
+registerService:void
+unregisterService:void
+unregisterLibrary:void
+setComplies:void
+clearComplies:void
+selectLogicalServiceld:void
+findComponent:void
+setConnectionConfig:void

Manage Lifecycle

+getServicelnstance:RcilService
+getComponentforService:voi
+setAttribute:void

interface
m3w.ipmp.MmIIPMPTod

+bindTo:void

+authenticate:boolean
+encrypt-boolean
+decrypt:boolean
+embedWatermark:boolea|
+detectWatermark:boolear,

Manage Communication

[:':] interface +operateTool:boolean
m3w.core.RclIServid +toolProcessing:void
< +initTool:void
+getCertificate:void
+Stop:void
+initvoid
+Start:void Authenticates
+setAttribute:void
+bindTo:void
I;':I interface
started:boolean p<Jrrrm=e= | 3wipmp.MmIIPMPTermi

+getStreamData.boolean
+retrivelPMPinfo:boolean

componentRecords:RciCompy
containerRecords:RclContain

Request For Retrieving Missing

[Foots and Setting Control Point | . retriveMissing Tool-boolear,

+parselPMPinfo:boolean
+getTools:boolean

IVE »gS

| 718kt B3 el AulA QlEH o] 2 thaEl A
AFe Al Qe H o)A MPEG W&
718k e. 2 MPEG Al2H

compliesRecords:RciComplig +initTool:boolean
Instanciates +operateTool:boolean
+toolProcessing:void
+revokeTool -boolean
) MmiPMPServiceManage +terminateTool:void )
Activates ...ServiceSpecificManag erlmpI’I +processStreamData:void
+authenticate:void
-log:Logger +setControlPoint:void
interface Creates +ServiceSpecificManagerimpl logicalServicelD:int
m3w.core.RcIComp N X X
+setAudioVideoService:void
+setiPMPTool:void
+startTerminal:void
+initialize:void +initTool:void
+getServiceManager:RciServicel +getServicelnstance:RclService
+getComponentforService:void
+setAttribute:void
+bindTo:void
+getComponentforService:void
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