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A Study of Java-based PKI System for Secure Authentication on
Mobile Devices

+

Byeong-Seon Choi" - Sang-Kuk Kim™ - Cheol-Joo Chae’ - Jae-Kwang Lee"

ABSTRACT

Mobile network environments are the environments where mobile devices are distributed invisible in our daily lives so that we can
conventionally use mobile services at any time and place. The fact that we can work with mobile devices regardless of time and place,
however, means that we are also in security threat of leaking or forging the information. In particular, without solving privacy concern,
the mobile network environments which serve convenience to use, harmonized without daily lives, on the contrary, will cause a serious
malfunction of establishing mobile network surveillance infrastructure. On the other hand, as the mobile devices with various sizes and
figures, public key cryptography techniques requiring heavy computation are difficult to be applied to the computational constrained mobile
devices. In this paper, we propose efficient PKI-based user authentication and java-based cryptography module for the privacy-preserving
in mobile network environments. Proposed system is support a authentication and digital signature to minimize encrypting and decrypting
operation by compounding session key and public key based on Korean standard cryptography algorithm(SEED, KCDSA, HAS160) and
certificate in mobile network environment. Also, it has been found that session key distribution and user authentication is safely done on
PDA.

Key Words : Mobile Devices, Mobile Network, Cryptography Algorithm, Authentication, Digital Signature, Public Key
Infrastructure, Certificate, CA. RA
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