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A Design and Implementation of Two-Phase Server Login
Authentication System based on XML-Signature Extension
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ABSTRACT

This paper proposes a two-phase server login authentication system by XML-Signature schema extension to protect server's
information resources opened on network which offer various web contents. A proposed system requests and publishes XMIL-based
certificate through on-line, registers certificate extension information provided by CA(Certification Authority) to XCMS(XML Certificate
Management Server), and performs prior authentication using user’s certificate password. Then, it requests certificate extension information
added by user besides user's certificate password and certificate extension information registered in XCMS by using SOAP message, and
performs posterior authentication by comparing these certificate extension information. As a result, a proposed system is a security
reinforced system compared with existing systems.
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<Signedinfo>
<CanonicalizationMethod Algorithm="http:/www. w3c.ong/ TR/2001/REC-xml-c14n-2001815#"/>
<SignatureMethod Algarithnre “http://www.w3c.ong/2000/09xmidsigidsa-shal/>
<Reference URI="http://www.w3.org/ TR/2000/signature-examgple. x>
<DigestMethodAlgorithrm="http://www.w3c.org/2000/09/ xmidsigéshal />
<DigestValue> Zulkjeg VIHVZWWdhZsk </DigestValue>
</Reference>
</Sigredinfo>
<SignatureValue> wosmihdy/BIVVAIBAQ </SignatureValue>
</Signature>
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<Signature>
<Keylnfo>
<KeyName> kimjs </KeyName>
<KeyValue> XaTu+eQyHb..</KeyValue>
<XH¥Data>
<X509ssuerName>CN=kimjs, C=KR...</X509IssuerName>
<X509SerialNumber>1234567</X509SerialNumber>
<X509SubjectName>Certificate A </X509SubjectName>
<X509Certificate>MICSTCCA...</X509Certificate>
</X509Data>
</Keylnfo>
</Signature>
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<SOAP-ENV Envelope>
<SOAP-ENV:Header/>
<SOAP-ENV:Body>
<a'authentication xmlns:a="http://www.confirm.co.kr”>
<a:ID> kpjiju </a:ID>
<a:password) *+++++ ([a:password>
</a‘authentication>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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<SOAP-ENV:Envelope>
<SOAP-ENV:Header/>
<SOAP-ENV:Body>
<a:authenticationResponse xmlns:a="http://www.confirm.co.kr”>
<a:auth_code> Nfakji423fnasik </a :auth_code>
<a:password)>++++++<{/a:password>
</a:authenticationResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

A4 M=

£ SOAP HIAIZ] of

0/0

3. 2B M 2101 AS AlAH A

294 22 Ay 239 9% Al2dgd XML - FA
AFME 7Pte 2 AHEATE Aee Al 213 29 29
AFS F3A 24 MY H&E HEr] AT B B2
dojt}, Z AREA7 2% £ - A AEXE LR &
AFMEY ABE AFAH T AW FE8te] ASA o
2927 13 &8, SOAP HAIAE S84 AF:AE3

9=

JHE 233ty 24 ¢FL sl Bt Bdo|t}
B Ao A 95 Ax"e FAR 3 438
18] XML Signature 27|k & A gisjA 7]
g

ox!

iy

31 80 ME| ¥ Al2" TME

3.1.1 €0} A

B o =RdMEe g 2 405 ASET

» User, CA, XCAS, XCMS : z} 3] AHAHHEA, ¢
2718, AFA AFTAH, AFA BHAH)

o CApw @ AHEAL JISA 9=

o Choinpw © FA F29= ol AlgA7E e
AENEF AR (WY 2A)



324 FEMe|SE=gA C M14-CT HM4z=(2007.8)

o CAcr @ UAFA FE7ZH

+ User_Login(CApy | CAeinpw) © AW F&A 2770 AR

o CA_ccinte XML Signature 27)u} &4-2 E3F A&z}
AFAGHE AH

© CAes(M) @ ATV AFA TF 24 WA
{(M=CApw , CA_cxinfo)

¢ XCMSregnum : XCMS9] 55 A2]€ W&

¢ XCMSres mess XCMS9 A7} v AR

¢ XCMSreqcalM) @ 57189 AFH 55 23 #AA

of g XCMSY AFAM TF &3 &7 HAA
(M=XCMSreg mum , XCMSyes mess)

* XCASws(M) : XCASS AH82F A5MEE AR 83
Uﬂ /‘] 7(] (M:Cpr . CAex_input) ‘

¢ XCMSreqxcas(M) : A&t XCASS AFXNEH AR
z3) 83 WAA diF XCMS AT AR

Z3 83 3% WARAM=CA;w , CAcr)

312 A2 FAx

B =244 AstE XML-Signature 2717 338 F
g 2uA) AFS AT MY 209 Azge AN FAEEE
(29 6)7 2t

2974 =22 M 239 AF Alx
<3 2.

99 7 FAasE T

(1) H&2HUser)

24 AW A& ALEAE 294 <
Aojtt. wtAd g #o] UFA HA
WAy AFAsbd ARE Yt

170 BRE F
A=t wda

User_Login{CApw , CAex_input)
-39 A5R 8y
Q13N 22 '
A5 AHY 2 [

(2) 2157 B(CA: Certification Authority)

ALER A QEHE wgIdz B, XML-
Signature®] <X509Items> AHHE FFg FalA 4 <
ZAY BRE XCMSHl 52387 984 528 233
£ A7 Holrt.

¢ AFAH 2F BE

A7 On-lineAol A Q154 E H
NZA BN ALEAY) NP F AFME T
o AZAEA AR ZE2o04 BE
Nz BT nEo oA WP AZNRY ARS
XCMSel F&3t7] A b&3 2ol
g A5 TES 2%
CAres(CApw , CA_ex info)

(3) XCMS(XML Certificate Management Server)

AZ7 Ao T RE QZENIAA ARE HEwo} QAZx 2
s = , 523 AR A XCASY 834
e S8 A AES AFeeE Myt B =FEdME o

XCMSrquCA(XCMSreg_num N XCMSreS_meSS)
c AZAEY AR 2HSH BE
XCASH A AFA AR dig =
4 A 23 $7 25

YR LB

. . Root CA

[Root CA Interface]
R . - I - i - N

. certification Authority
C

[CA Interface]

=224 BH 5524]
“agAay B %52’8 ;
~23M9Y B 98 P e

..............................

9N T8
SAFNRY 38 598

XEMSP e, _)rcas(A)

o xcﬂs)rasref fM):

oxcms : 20t
£y iV x93

.............................

«2IFMNRY 3E ZYRY

[Message}

27‘}9_‘o=‘ %?_ E% 1 229

= My 239
—'@ Local Sserver
.
N, [User Interface]
= el aEnba

A

+—> HTTP D2EZ P YNF 540 J

""" » HTTP/SOAP Z2EE I SOAPUNF $4U

(22 6) 20K 22 M 229

oI Alame TE



&3 o] SOAP HIAAE
34 Ang Aza

et a3F A5

XCMSreq xcas(CApw , CAcrr)
AZMEA AR TF 2 23S Aulzd gig HAA
= SOAP 324& w2, SOAP wWAIXd g 3 A
< (ag 73 2

Server= AZFM A ARE TE3 AFAEF AR
Z3)o digk a4l EH 3 3= XCMS 3%
"oh £33 Clente UZFAEE AR 23IE 9z} e
XCASd sFdrt.

_>:L
ofo
o
o
2
%

Client Server(XCMS)
pamon [

ey - : =
i Paaee (59 MNe e ! h
D ow e | 4 k D Yethod w7

(32l 7) SOAP Message <3t&

(4) XCAS(XML Certificate based Authority Server)
24 giy] AR 24 A Z3E58 35 AL
Z}«l AZA FHrYgee AFMET YREFES A 1, 27}
AE:AM A% FHsle 22 M 219 HRE AAT)
= AMujolth B = o|& XCAS= Hsit)
° 0151\1 z;@]
CAE ZaM AHEAlY IFA HAY=E 13 JAFEH
o O1ZXN3AA AW Z3IQH BRE
XCMSo 5=d AFExLe] A5M e ARG 338,
22 AFL 93H o3 2ol SOAP HAAE 4
sl QASAMEY AR £3E 3o
XCASres(Cpr \ CAex_input)

3.2 XML-Signature 270} E& MHAH

AHEAZE AT 29 A AFA 2= o]
Z7t2 JETAFMSBY FRE FH] HEM (2¥ 8)
3} Zro] XML-Signature 27|78 8438t AA gt

<Signature>
<Keylnfo>
<X509Data>
<XB9ssuerName>CN=kimjs, C=KR..</X509ssuerName>
<X509SerialNumber>1234567</X509SerialNumber>
<X509SubjectName>Certificate A</X509SubjectName>
<XA09Certificate>MIICSTCCA... </X509Certificate™>
<X509Items> // &3 F
<CertificationCenter> CN_Sign </CertificationCenter>
<CertificateSerialNumber> CS_0001</CertificateSerial Nurmber>
< CertificateDate>2005-06-10 </CertificateDate>
<CertificatePermitionCode> CN_Sing Kimjs </CertificatePermitionCode>
<SigratureAlgorithm> dsa-shal </SigratureAlgorithm>
<CertificateSubscriber> Kim-js</CertificateSubscriber>
<PersoralNumber>601011-1234567</PersonalNumber>
</X5091tems>
</X509Data>
</Keylnfo>
</Signature>
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if{Get_User_loglnfo == Result2)
server_Access Success()/ 22 AW 334 4

else
server_Access Fail()/ 228 A H& A
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<SOAP-ENV:Envelope>
<SOAP-ENV:Body>
<SOAPCA:InquiryRequest>
<a‘authentication xmlns:a="http://www.confirm.co.kr">
<a:PermissionCode> pc123 </a:PermissionCode>
</a:authentication>
</SOAPCA:InquiryRequest>
</SOAP-ENV:Body>
</SOAP-ENV Envelope>
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<SOAP-ENV:Envelope>
<SOAP-ENV:Body>
<SOAPCA'Response>
<a‘authentication xmins:a="http://www.confirm.co.kr’>
<a:PermissionCode> PC123_acc </a:PermissionCode>
</a‘authentication>
</SOAPCAResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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<SOAP-ENV:Envelope>
<SOAP-ENV:Body>
<SOAPXCMS Register>
<X509IssuerName> CN=KIM JS</X509]ssuerName>
<X509SerialNumber> 03 </X509SerialNumber>
<X509SubjectName> Certificate A</X509SubjectName>
<X509Password>*#*#*+ </X509Password>
<X509Certificate>MIIC34PZCCAQ+....KTV</X509Certificate>
<X509CRL> 2010-12-30 </X509CRL>
<X508Items>
<CertificateSerialNumber> 03</CertificateSerialNumber>
</X5091tems>
</SOAPXCMS Register>
</SOAP-ENV:Body>
</SOAP-ENV Envelope>
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[<KSOAP-ENV:Envelope> <SOAP-ENV:Envelope>
<SOAP-ENV:Body> <SOAP-ENV:Body>
<SOAPXCMS RegisterResponse> <SOAPXCMS:InquiryRequest>

<RegisterSerialNumber >231-645~7754</Register SerialNurmber>
<ResultMessage>Certificate verification succeeded!! </ResultMessage>
</SOAPXCMS RegisterResponse>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>

<X500Password> *x###+ </X509Password>
<X509Item>Certificate SerialNumber</X509Item>
</SOAPXCMS:InquiryRequest>
</SOAP-ENV:Body>
</SOAP-ENV:Envelope>
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<SOAP-ENV:Envelope>
<SOAP-ENV:Body>
<SOAPXCMS:InquiryResponse>
<XH09Certificate> MIC34PzCCAD+... . KTV</X50Certificate>
<X509CRL>2010-12-30</X509CRL>
<XbH00Items>
<CertificateSerialNumber>03 </CertificateSerialNumber>
</X5091tems>
</SOAPXCMS:InquiryResponse>
</SOAP-ENV:Body >
</SOAP-ENV:Envelope>
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