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ABSTRACT

The user authentication and authorization in the current home network system almost works at home and home users, sometimes

novice, should manage the system directly. This situation can make much of troubles, sometimes cause some security problems. Moreover,
the system costs high to build up, demands special user knowledge to maintain.
In this paper, we propose the user authentication and authorization system based on remote management server to solve the problems,

designed and implemented the system. To verify the system performance and function, we built a demo system for information appliances.
The results of the test, the authentication and authorization function works well and reliably.

Key Words : Home Network, Remote Management Server, User Authentication, Authorization, OSGi
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<?xml version="1.0" encoding="euc-kr"?>
<comm:Response xmlns:comm="http://hn.stkorea.net/comm”>
<comm:Gateway URL="192.160.120.101" />
<comm:Demand>Authentication_Authorization</comm:Demand>
<comm:ValidToken>
22299991241228571066340157859657790
</comm:ValidToken>
<comm:UserRole>adult</comm:UserRole>
<pol: AuthorizationPolicy URL="192.160.120.101"
Policyld="policy:auth:00000001"
xmins:pol="http://hn.stkorea.net/policy”>
<pol:Description xsinil="true"”
xmins:xsi="http://www.w3.org/2001/XMLSchema-instance” />
<pol: Timestamp>
<pol:Created>2007-01-05T12:38:35.281Z</pol:Created >
<pol:Expires>2007-01-05T13:38:35.281Z</pol:Expires>
</pol: Timestamp>
<pol:Role Name="adult">
<pol:Bundle Name="RefrigeratorBundle">
<pol:Services>
<pol:Service>
refirgerator.OnOffService
</pol:Service>
<pol:Service>
refirgerator.ControlService
</pol:Service>
</pol:Services>
</pol:Bundle>
<pol:Bundle Name="DTVBundle">
<pol:Services>
<pol:Service>
dtv.AdultOrderService
</pol:Service>
</pol:Services>
</pol:Bundle>

</pol:Role>
<pol':Role Name="child">
<pol:Bundle Name="RefrigeratorBundle”>
<pol:Services>
<pol:Service>
refirgerator.OnOffService
</pol:Service> ‘
</pol:Services>
</pol:Bundle>
<pol:Bundle Name="WatchCameraBundle">
<pol:Services>

<pol:Service>
watchcamera.OnOffService
</pol:Service>
</pol:Services>
</pol:Bundle>
</pol:Role>

</pol: AuthorizationPolicy >
</comm:Response>

(32 13) XML 7{Hre| S HAIX|ef of



HAUZIMBE 71t SUERI AIBX 215 H E2HM0 ALY A4 H 78 553

(& 4 FE-Mu|22| HZHB 2|

93
48717 AH] 2
2z | Ay
3% PowerService Vs e
PowerService 7} Vs
DTV AdultChannelService 7V 7V
CommonChanelService 7h 7}
PowerService 7} 7}
33
TempService 7V 7hs
PowerService 75 745
CEE!
WindService 7V 7}
PowerService 7V 74
7487
OperationService b Bobs
PowerService Vs b
e
OperationService 7V 74
Tojg OperationService s s
7hzde OperationService Ve B

3 httn://192, 166, 1. 77:B081 /rm/dumo - Microsoft faterel Explonse e i =53
TWE BEE #MY BAFINQ D SR B
o.M o@ oy ;@ T ) !
HE BHM  wEDR £ T AR D% nw A BE & elidxl i

{85 o 77192 16 1 Tt/ mydemo Ciggo gz

(38 14) MH|2 S5 2H(0FE AFEA})

dE Axge FACEdel] 9 RASAE B

Aele W AR 2T o) 3 2
Aol met Mg FH5d AElz 25 AlYz EAH
W, 7 Aulze) 57 4R =

S F3 #UE =+ UG (T¥ 1D o AR
N -

N o jo e
N
i}
[

o
e
i3
Eﬂ.
2
=
>,
ol
i
*
b
rln
>
o2
2
x
=
b
>
I
o
o
)

gatAl & =atdet

584 B

FUEQA AzgolAe] A8 AFH A2A] BEe
27) DB A5/48 A 7)5% el 9AANE F

o

Ae FUEGD N2 48R A% gAIE A8
AAVAANE Ao st Aavg AA @ FE

o184 Aaf HR A2RE FEsel Agsde

HoAe] Axde ofRE wAg 2e FARA 483
W, AR 0§ Re 29 & gon, FiEda s
92 AgEII9a ESalok s A4E A2 o)§

Aol AFE 5 Ao AHEA A §5 FEFE Y F
Aol FvEYa FAsld =o] Helgn gud &3
Aol A zARRE wi2E FEE AER AF L HIA Al
29e AZAYMHE o] 8¢ ZHNA FUM = HxY

Al

go2 oA,
TEHE A|AEe ALzl 9
A

[1] o] &3, “H 29 S UEYA 75T 9 AT 21y ARE

AAFAEd F1£5% 54 109835, 20036.4.

o]z, “TUENZ A &5 A QA T8 25 A

BEANAH A18E 53, pp.19-31, 2006.

[B] #5%, “FUEHZ Mu|2olA HrEs dayd F neiAt
) FFFNGH AR EFA) #A2W 83, pp51-62, 2005.

[4] &< 5, “ddF FUEHI 75 % BAoTFAREY
AHA A, A1l 3%, pp.38-45, 2004.

[5] A “FUEA AN Bt 8 7A 4, ARE I3}
37, A144 5%, ppl9-22, 2004.

[6] Shintaro Mizuno et al, “A new remote configurable firewall

[2

—

system for home-use gateways,” 2nd IEEE Consumer

communications and network conference, pp.599-601, 2005

3EL oY, AudY, “TYEHA Horle 5 =T

2 A (FREAD), #2338 92, ppl13-124, 2006.

(8] A&, 297, “FUEHZ A2 AHEa 95 2 HEA
of Wy A=ARAEE FAGELINY =R 4134
A23., pp.897-900, 2006.11.

[9] 355, “FUEHZ AMEA A5 B H2AA £74, &3
HES AR 3, 2006.5.30.

[10] 2%, =44 “AANEH] T =27t 4427 B3-S %
MAE Z2EE ARAEG =7, 213-Cmjs 22, pp.
137-146, 2006.4.

(7

—

dioy



554 ZEME|S=FXID H14-DT Hi5=(2007.8)

1] olF4g 5, “AFH AA MEHAIAA A Fa& A%
7] B ZREE” R A& =EA, A 13-CH 5%, pp.

[12] Tine Verhanneman et al, “A Modular Acess Control Service
for Supporting Application-Specific Policies,” IEEE Distributed
Systems Online, Vol.7, No.6, pp., June, 2006.

[13] Duan Haixin et al, “Policy-based access control framework
for large network,” ICON 2000, pp.267-272, Sep., 2000.
[14) Elisa Bertino et al, “A System to specify and manage
multipolicy access control models,” POLICY02, 2002.

[15] Jonghwan Lee et al, “Development of internet home server
to control information appliances remotely,” LNCS 2343,
ppo61-588, 2002.

[16] OSGi, http://www.osgi.org.

[171 XML Schema, http://www.w3.org/XML/Schema.

[18] Simple Object Access Protocol(SOAP)L.1, http://www.w3.
org/TR/SOAP

[19] OASIS Web Service Security TC, http://www.oasis~open.
org/committees/wss

T

e-mail : choihi@stkorea.net

2000 Adishy AFe ARy} (F8AD

20024 HFSH ARRITE} (TP

200603~ A Ao HFE g
SRSE

2002 ~8 A F2 3| AL o ~E] #HA}

BURok: TUEND B}, YAulx 1ok 1 20, WY 9,

D #e

M EE
e-mail : igjump@stkorea.net
19889 AStista AxFEH (FAD
1990 AEUER HAx3 &

@AY
1990 ~2000d = HAEAATH
QAT

e AERE g Ay F7

2000 ~200341
20004 ~8 A FA5AL o 2 tholA}

0008 ~3 A FFHRBEFY FRAR oA}
AR ARES T2EZ YMu2, D B

addd
e-mail : ygjang@cju.ac.kr
1980 Qlstuista Axp2atn (F8Ah
1979\ ~1983d S} w}ste] q-i Az

' 1983 ~1904d 52 7
‘ ALY

’ 19913 <lstistw AREeta (Fa
19954 Q13estal A x}F shat (»1—6‘]-131-,{],)
19954 ~199%6d 15719 T+¢Y
20035 ~2004'd University of California, Davis visiting Professor
1996~3 A AFEUEw WHI)ETIR Ry
HYROFHCL A5 2%, R27)E, ARF, QARRA 2

O{N
r_&

it

S~
5
=



