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ABSTRACT

In this paper, we present a security analysis of Lightweight RFID Mutual Authentication Protocols - LMAP(10],
M?AP(11], EMAP(12). Based on simple logic operations, the protocols were designed to be suitable for lightweight
environments such as RFID systems. In (8,9], it is shown that these protocols are vulnerable to de-synchronization
attacks with a high probability. The authors also presented an active attack that partially reveals a tag's secret values
including its ID. In this paper, we point out an error from (9] and show that their de-synchronization attack would
always succeed. We also improve the active attack in 9] to show an adversary can compute a tag's ID as well as
certain secret keys in a deterministic way. As for M’AP and EMAP, we show that eavesdropping 2~3 consecutive
sessions is sufficient to reveal a tag's essential secret values including its ID that allows for tracing, de-synchronization
and/or subsequent impersonations.
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