St AlEa0|EtE| =2X|
( Vol. 16, No. 4, pp. 57-85 (2007. 12)

E7I% oial7|HolM 4 SSEE st
HX| 232 AIZ3 M2 Mol 7|

248 - 25"

MK
HI
12
N
E

Adaptive Partitioning of the Global Key Pool Method
using Fuzzy Logic for Resilience in Statistical En—Route Filtering

Sang-Ryul Kim + Tae-Ho Cho

ABSTRACT

In many sensor network applications, sensor nodes are deployed in open environments, and hence are vulnerable
to physical attacks, potentially compromising the node’s cryptographic keys. False sensing report can be injected
through compromised nodes, which can lead to not only false alarms but also the depletion of limited energy resource
in battery powered networks. Fan Ye er al. proposed that statistical en-route filtering scheme(SEF) can do verify
the false report during the forwarding process. In this scheme, the choice of a partition value represents a trade off
between resilience and energy where the partition value is the total number of partitions which global key pool is
divided. If every partition are compromised by an adversary, SEF disables the filtering capability. Also, when an
adversary has compromised a very small portion of keys in every partition, the remaining uncompromised keys which
take a large portion of the total cannot be used to filter false reports. We propose a fuzzy-based adaptive partitioning
method in which a global key pool is adaptively divided into multiple partitions by a fuzzy rule-based system. The
fuzzy logic determines a partition value by considering the number of compromised partitions, the energy and density
of all nodes. The fuzzy based partition value can conserve energy, while it provides sufficient resilience.
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