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A Study on Development of CATIA V5 File Security System
Using CAA
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ABSTRACT

CATIA V5 is one of the most preferred softwares in product design for domestic and industrial use. But with
the development of the IT industry, design data by CATIA V5 can easily be hacked and stolen especially via
the internet and through assistance storage medium. The design data could be protected through executive,
physical and technical security system. the best way to maintain confidentiality of data from unauthorized access
is to have a cryptosystem of the technical security. In this paper, a cryptosystem for the protection of design data
was being proposed.

The memory contains the file information made by the New and Open function of CATIA V5. No error can
be expected even if the file changed before of after the application of Save and Open function. A cryptosystem
was constructed in CATIA V5 by inserting crypto algorithm before and after the /O process. The
encryption/decryption algorithm of each function was based on the complex cipher, which applied permutation
cipher and transpose cipher. The file security system was programmed in CAA V5 and Visual C++.
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Fig 8 Security File

98} Fig. 102 CATIA V5 Y9 dojo &
B} L33 sl Algo] e BaF)
A3 1999~2099(1007HMAE A &3 RS g3
3 Az

Fig.

=}
g

i Lo bony A Eavd St d y b ot adu WA Prgditd
+ 65 72 00 43 41 S4 46 £5 61 74 43 €T 6F
00000790x: 00 00 00 00 ©3 00 F? 00 03 DO GO 0O QO
: 00 00 OF 60 43 73 B4 07 00 00 06 11 O1
60 04 00 01 0O 00 00
€0 00 0D 00 DO 00 0O

000007b0h: D2 00 00 00
: 02 00 00 00
2} T

©000007£0N:
00000800
00000810h
00000820h: 00 890784,

00000830Nn: 00 00 00 00 OF 60
©00000840R: 07 00 00 06 OA 14 80 EA 01 0O 00 CO 81
DDODOB5OR: 81 74 62 6C 67 67 4C 69 6F 6D 73 80 BS 19 00 00 :
00000860h: I8 IO 18 01 83 81 82 IS 01 6F 83 IS 01 6F FE 00

oo.
aceloglinks€u. ..
¢4, .0, ¢.0f8.0p.

9 Original File

Fig.



A&% -

HEY - AT SFAYTYYR] A 24 A A5 &

P .- Janhiait R 1 Aok’

00000780h: 65 72 GO 43 41 S4 46 65 61 74 43 67 6F 74 00 oo
00000790h: OO OO 0D 00 03 00 7 00 03 0O 00 0C 6O 0G 00 00 ; .
000007a0h: 00 00 OF 60 43 73 B4 07 0D 00 06 11 01 00 00 00
000007b0h; D2 OO 0O 00 01 00 04 00 01 DD 00 GO 01 0O 6C 00
000007cOh: 02 00 0O 00 01 00 00 00 OO 00 00 00 02 00 83 20 : .
000007d0h: a3 00

00000 7€0h:
00000720N
00000800k ;
1{00000810h;
1100000820h:
00000530!”

AORTTARTE b ot 7. AT broshus

Fig. 10 Security File

€ egel gEAde 228 23U £43
Aoz olel $2¢ YAUA gl 44
BAde U 9ELndFY 97 5

990 ALAL BEDR 239 D50 B
INzPoz PoER WAl b,

T l‘lr

5, &g

B Ad7e dA A4 dRA ITRoY F%
g2 sty ZE A9 diolHE nvﬁia °l
g3t A, #al, Adste 4FdA a2z A
SAEE CATIA V59 HoEHRY §% ¢ =d¢
59 o4 HAgdA diolHY HETERE F£de o
AAAE G283t B@E Aolzhs Ho A<
8to] AFEAL7E CATIA VSolA gole] dg 23
g Ezg](Local Directory) % LA u(File
Server)o] A& 71T o AT GEZI H
EF 3t AYEAAN2E S Nddte ATE 59
Bk’ ¢tEA|AE shgelE CATIA V5 st
APIQ) CAA Vs, Visual C++3} 3¢ nelEs A
31513 CATIA V5 AA) AAxtd E°}7le He
A AHE F JAEF F AWE(Command)$} B
3¢ olo]EEL xS EutE YA

A% ATEE, @A B 2"E gYage
24 =5el7]lE ¥w ofvel 7|€9 CATIA V59
Ae AZH 471 71%°] oHAx R Edge
(Pull-Down)#} 7]&&1} o= EAstn Qo] A}
A7t BdGEY FFE FAAE ¢+ Ao} bk
CATIA V5 d#dl & AZA 47 7152 ¢l
AAY NEIITE RAVIToE HAE AA HY
& 71540l gl AHEAE S ©Eo &F 9y
HoA2H S FAds AlgAPFor FEIE
ATE EF B ¢ngE 94

gtz gt
A Fd e £ LS FRZ AFE F

81

Hatnz Pt
Spnt gl

1. Douglas, R., “Crytography-Theory and Practice,”
CRC Press Inc., 1995.

2. Alfres, J., Paul, C. and Scott, A., “Handbook of
applied Cryptography,” CRC Press Inc., 1997.

3. Koblitz, N., “Algebraic aspects of cryptography,”
Kluwer Academic Publishers, 2000.

4. Stallings, W., “Network and Internetwork Security,”
IEEE Press, 1995.

5. Advanced Computer Aided Design User's Manual
6. Kruglinski, D. J.,, “Inside Visual C++ Fourth
Edition,” WP Publishers & Distributors, 1999.

7. Richter, J, “Programming Application for
Microsoft Windows,” Fourth Edition, Microsoft
Press, 1999,

8. Lee, LY. and Song, Y.Z., “Modern Cryptography,”
Life & Power Publishing Co.Ltd, 1997.

9. Park, C. S., “Cryptography-Theory and Security,”
Daeyoungsa, 1999.

10. Lee, M. S., “Modern Cryptography,” KYOWOO

Publishing Co.,Ltd., 2001,

Won, D. H., “Modern Cryptography,”

Publishing Co.,Ltd., 2003.

12. Lee, K. W,, Lee, J. H, Kim, J. H. and Oh, C. S,
“Design and Analysis of Data File Protection based
on the Stream Cipher,” The Korea Contents
Association, Vol. 4, No. 1, pp. 56-66, 2004.

13. Kim, H. J, Lee, S. Y. and Chy, Y. Y,
Security Systems in PDA,”
Society, pp. 91-94, 2003.

I1. Green

“File
Korea Multimedia



