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Abstract In this paper, we investigate the use of fuzzy rules for efficient intrusion detection. We
use evolutionary algorithm to optimize the set of fuzzy rules for intrusion detection by constructing
fuzzy decision trees. For efficient execution of evolutionary algorithm we use supervised clustering to
generate an initial set of membership functions for fuzzy rules. In our method both performance and
complexity of fuzzy rules (or fuzzy decision trees) are taken into account in fitness evaluation. We also
use evaluation with data partition, membership degree caching and zero-pruning to reduce time for
construction and evaluation of fuzzy decision trees.

For performance evaluation, we experimented with our method over the intrusion detection data of
KDD’99 Cup, and confirmed that our method outperformed the existing methods. Compared with the
KDD'99 Cup winner, the accuracy was increased by 154% while the cost was reduced by 20.8%.
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