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Abstract

This paper examines that a desirable organizational structure for a security policy in ubiquitous environ-
ments that are based on users’ need to know and do their tasks in organizations. Tasks are a common entity
which already exit and relate directly to both users(who are assigned to tasks and to information required
for the completion of a task). Ubiquitous is highlighted as IT paradigm of the future generation. We propose
a security model, called the Ubiquitous Group Security Model(UGSM), which associates with a task of
processing the information which users need to know. The access type specification restricts the operations
that users are permitted to perform, as defined by users’ need to do for achieving their tasks in organizations.
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