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Weak Key

Cheolsoo is a cryptographer in ICPC (Inter—
national Cryptographic Program Company), Recently,
Cheolsoo developed a cryptographic algorithm
called ACM(Advanced Cryptographic Method), ACM
uses a key to encrypt a message, The encrypted
message is called a ciphertext,

In ACM, to decrypt a cipher text, the same
key used in the encryption should be applied.
That is, the encryption key and the decryption
key are the same, So, the sender and receiver
should agree on a key before they communicate
securely using ACM, Soon after Cheolsoo finished
the design of ACM, he asked its analysis on
security to Younghee who is a cryptanalyst in
1CPC,

Younghee has an interest in breaking cryp—
tosystems, Actually, she developed many attack—
ing methods for well—known cryptographic algo-—
rithms, Some cryptographic algorithms have weak
keys. When a message is encrypted with a weak
key, the message can be recovered easily without
the key from the cipher text. So, weak key should
not be used when encrypting a message, After
many trials, she found the characteristic of weak
keys in ACM, ACM uses a sequence of mutually
distinct positive integers (N, Nz ...,V as a
key. Younghee found that weak keys in ACM
have the following two special patterns:

There are four integers N,, Ny, Nr, Ns
(1< p{g{r{s< k) in the key such that
W) Ny Ned Ned N, or (2) Ny CN; <N

Now, Younghee wants to find an efficient me—
thod to determine, for a given key, whether it is
a weak key or not, Write a program that can

help Younghee,

8 3 &9
3. ME g
ACM-ICPCY] &4 F sfvt= 7+ fXﬂ of lof H
E dlo]ge] gRo tisATr & ke
of HE H4E A gt Hojr, -é, ofH FA
o i3t E HAE dlo|EE AZAZE Yof s|E%t
Aot 1 BAE A% Aoz fH3t o] A
o M= AT AHE 317] Y3 AP Euis) Fof
of 3l AlF- GAES AHEn
3.1 HIAEHIO|E{2] MHA
At E LA ZR2aYvte] B = Q=

ACM-ICPC A9 241 2 AF #4381 53



dloje =7 giojs du

4 20, 40, 10, 30

4 30, 10, 40, 20
30,000 Z7t4g
30,000 oY
30,000 Z7stch gadte =4
30,000 wadiet F7Vehe =
30,000 27t s =4 g
30,000 Aaegold g =4 ag
30,000 7ol M A<4e A7) vbd

AASA]

30,000 Hap oA A3 A7) vhd
30,000X 5 ¢ 574 dlojgjof & Y ¥
30,000X 2 A wolE L3 HolH
30,000%X 3 3709 random tjo]H

12 4 Weak Key EX12| HIAEHO|F

EgolglE AA5t} HA, Al 799
Ag Aot Z2aHo] FHsHA RIt=
P ALE 1t FE3 e HAE flo

B
et
JAstch, =, W E&ZQ v o 2 ZFAE
FBEo] ATA T ol THsEA HIEE HA
ol§|Y A7|E F&3| A =
I3 39 Weak Key £Ao i3l slAEr|o]H 9
A7 1% 4o U gith o] B9 20749 BlaE
dlo|8 7} AFREIQ o 18709 HlolEE ZFZ; 30,000
Mo Fer A= Qi dlold doA Hzol
7Fedt A8 7] e s Heslu a0l =2
agte] Fasl=g AAG

=1
€l

.._‘

=
L
=

Hﬂ!{ﬂ!«@rﬂifﬂl
e

x=
E

E

._4

3.2 ME D23 AN

%74]1}7} A zpAlo] motgt o r 2 IHS
dote] ThFgt Felo] Hlole 2 AYPSEHA W
9], HAE Hole 9 27) H AAME HHT
Ag sdshs Wiol o8 A gl 7t
P ol 7hA) Byew Za e AN 2HF
gAaEdolEo] Yt FEE %

O_L4
Ot

it

o

2
1)

oz ooff 8 1o J2i
fd

=

1% 39 Weak Key Ao et A =213 &
main 47} 2% 59 YERE ATk

3.3 AA|thElolAM 2] XHH

AANE Fdeoll= A3l F ZF "olA 2Eer
A&2E 2 AYg Z: R S PATSL vlwEte]
O AW ZuE SR 24 2419 —51111}7} 2|
A ARz Ak AZE ool 2E HIAE dHlojE |
& Age £33t T2 TS FH/AI

. 0
T2 BeE AS 2 oolfoll sigsle 94d e

54 §2007.7. AR5 A A25A A7

int main(void)
{
int data_size, k;
int data[SIZE];
int temp[SIZE];
ifstream fin("key.in");
// read the number of test cases
fin ») data_size;
// read the length of a sequence k
for(int i=0; i{data_size; i++) {
fin 7> k;
// read k distinct positive integers
for(int j=0; j<k; j++) {
fin ») dataljl; )
// heap sort
for(int j=0: j¢k; j++)
templj] = dataljl;

make heap(&temp(0], &temp(k]);
sort_heap(&temp[0], &templk]);

for(int j=0; j<k; j++)
dataljl=bin_search(temp, k, dataljl) + 1;
if(check key(data, k))
cout {{ "NO" {{ endl;
else cout (( "YES" {{ endl,
}
fin, close();
return 0;
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[1] http://acm. kaist,.ac kr/
[2] http://acm kaist.ac kr/2004/
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