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Abstract

Reversible data embedding theory has marked a new epoch for data hiding and information security. Being reversible, the
original data and the embedded data as well should be completely restored. Difference expansion transform is a remarkable
breakthrough in reversible data hiding scheme. The difference expansion method achieves high embedding capacity and keeps
the distortion low. This paper shows that the difference expansion method with simplified location map, and new
expandability and changeability can achieve more embedding capacity while keeping the distortion almost the same as the

original expansion method.
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I. Introduction

REVERSIBLE data hiding" '™, which is also called the
lossless data hiding, invisibly hides data (which is called
a payload) into host data (i.e., pixels in image) in a rever-
sible fashion. Being reversible, both the original data and
the embedded data can be completely restored. Two im-
portant measures of reversible data hiding are embedding
capacity and quality degradation. These two measures con-
flict with each other. The objective of data hiding is to ach-
ieve high capacity and low distortion.

Difference expansion transform, invented by Tian"",

is
an outstanding reversible data hiding scheme in terms of

high embedding capacity and low distortion in image
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quality. His method divides the image into pairs of pixels,
then embeds one-bit of information into the difference of
the pixels of each pair from those pairs that are not ex-
pected to cause an overflow or underflow. A pair generally
consists of two neighboring pixels or two with a small dif-
ference value. The location map that indicates the modified
pairs is compressed and included in the payload.

The seminal paper by Tian"" has been a steppingstone
to enhanced performance. Alattar has extended the differ-
ence expansion transform from a pair of pixels to a triplet,
a set of three pixels, to hide two bits in every triplet of pixels.

Alattar™ has derived an enhanced difference expansion
transform that is based on a quad, a set of four pixels, to
hide two bits in every quad. There are spatial triplets,
cross-color triplets, spatial quads, and cross-color quads ac-

Bl has shown

cording to the combination of pixels. Alattar
that spatial quads can hide the largest payload at the high-
est signal-to-noise ratio.

Though Tian's difference expansion transform'™ is a bril-

liant breakthrough in reversible data embedding, it has a seri-
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ous weak point: the location map and the correction bits are
embedded into the image together with the payload. The loca-
tion map tells the decoder which pair has been expanded and
which pair has not. The correction bits are necessary to recov-
er the exact bits where location map bits are overwritten (see
the exact definition of the correction bits in'". Needless to
say, this location map and correction bits reduce the embed-
ding capacity of the difference expansion transform. The em-
bedding capacity of the difference expansion transform is at
best 0.5 bit-per-pixel without embedding the location map.
Unfortunately, the location map itself needs 0.5 bit-per- pixel.
Of course, excellent compression algorithms like JBIG can
compress the location map so that the embedding capacity
is maximized while the required bits for the location map are
minimized. Thus, a difference expansion transform free from
the location map would be highly desirable. However, it is
not easy to eliminate the location map. The question is
whether the size of a location map can be reduced or the loca-
tion map simplified so that compression is not necessary. This
paper provides an answer to this question.

In this paper, two novel techniques are proposed to im-
prove the Tian's method further. This paper introduces a
new location map and new embedding method of the loca-
tion map. This paper will show that the new location map
is smallest in size so far. The method in this paper embeds
location and payload sequentially, but no correction bits
which should be embedded in Tian's method. Thus, this pa-
per will show that the method proposed in this paper out-
performs the existing schemes in terms of embedding ca-
pacity and the image quality.

This paper is organized as follows. In Section 2, the dif-
ference expansion transform is reviewed. The T-expandable
pair is defined in Section 3. Simple encoding and decoding
rules are presented. Section 4 shows the effectiveness of the
new encoding and decoding rules. Performance comparison
with Tian's method™ shows that the proposed scheme in

this paper is better. Section 5 concludes the paper.
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II. Difference Expansion Transform

Assume that we have two 8-bit gray-scale value pair (x
,Y), where x. y € Z, and 0 < z, y < 255. We can define
integer average value | and difference value h from the pair

as follows;

xX+y

where the inverse transform of (1) is given as follows:

hel] |k
x—l+[TJ’ =] {ZJ (2)

The reversible integer transforms in (1) and (2) are also
called the integer Haar wavelet transform or S transform.
The reversible integer transforms set up a one-to-one map-
ping between (x, y) and (l, h). The new difference h' is
computed by expanding the difference by a factor of 2 and

embedding b as follows:
W=2-h+b 3

Note that 2 « h in (3) produces even number regardless
of whether h is odd or even. Thus, we have room to hide
one bit of binary information b after expanding the differ-
ence by a factor 2. However, due to the expansion this
transform can cause underflow or overflow errors. That is
to say, it implies that not all pairs are expandable. The lo-
cation map contains the location information of all selected
expandable pairs. For the expandable pairs, data embedding

procedures are summarized as follows:

A +1 Y
= L S
x l+[ J y [2J (4)
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From (4), to prevent the overflow and underflow prob-
lems, i.e., to restrict X', y' in the range of [0, 255], it is

equivalent to have

hl

h+1Js255 051—[3-J5255 (5)

Osl+[

for both b = 0 and b = 1. If the conditions in (5) are sat-
isfied, the h associated with h' is said to be expandable un-
der the integer average value 1. Expandable difference val-
ue h' is a candidate for the difference expansion. From the
encoder's perspective, the expandable difference value is
important since it tells us that it can be expanded to embed
one bit of information. However, not every h is expandable.
The encoder expands only expandable difference values. Of
course, some expandable difference values are not necessa-
rily expanded for some reasons. For example, excessively
large difference values can cause severe degradation in im-
age quality. In that context, decoder must know whether
a pair has been expanded or not. Only the location map
can provide the decoder information about the expanded
pairs. Tian's method™ can decode payload only when the
location map is extracted and decode first and the correc-
tion bits are recovered second. However, the location map
and the correction bits make an inroad into potential
payload.
A difference value h is changeable under 1 if

0Sl+2-[§J+b3255 0Sl—2-[§-J+b3255 (6)

for both b = 0 and b = 1. Note that the expandable differ-
ence value is always changeable, but the converse is not
always true. For example, assume we have two values x
= 123 and y = 33. Then, | is 78, and h is 90. This differ-

ence value h is not expandable, but is changeable. In this

example, it is clear that the changeability also cannot guar-
antee whether the pair has been expanded or not. Thus, the

location map is indispensable.

. New Difference Expansion Transform

1. New Expandability and Changeability

This section describes the difference expansion transform
which can be decoded with the simplified location map. If
the expandable difference value h satisfies

<1 M

with the integer average value I, the h is said to be
T-expandable. The encoder in this paper expands the h only
when it is T-expandable. Data embedding capacity and the
image quality after embedding depend on the threshold val-
ue T. If the changeable difference value h satisfies con-
dition (7) with the integer average value I, the h is said

to be T-changeable.
2. Simplified Location Map

The difference expansion method by Tian™! makes a lo-
cation map which covers all pairs. Thus, the size of the
location map is the half of the image size. In other words,
if the location map is not compressed, there will be no
room for payload. Good compression algorithm can com-
press the location map so that the size of the location map
is hopefully sufficiently small.

However, note that the size can be reduced considerably
and further when we exploit the threshold value T. For the
sake of convenience, assume that there are only four types
of pairs: h=0,h =1, h =2 and h = 3. Let T be 1. Then,
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only h = 0 and h = 1 can be T-expandable. After expansion,
we have four possible values to decode: h' = 0, h' = 1, i’
=2 and h'= 3.
location map into the pairs with h = 0 or equivalently h'
=0 and h' = 1. Let M denote the set of pairs of which

the difference values are T-expandable and into which the

In this example, we embed the simplified

simplified location map is to be embedded. In this example,
the set M is denoted by A= {(r)lr'€{0,1}}. (Note that
is not necessarily dedicated to embedding the location map
only because part of the payload can be embedded, which
is to be explained later.) Then, the payload can be em-
bedded into the pairs of with h = 1 or equivalently h' =
2 and h' = 3. Let N denote the set of pairs of which the
difference values arc T-changeable and into which the pay-
load is embedded. In this example, the set N is denoted
by ~N={hlh'€{2,3}}(Note that N is not necessarily dedi-
cated to embedding the payload only, which is to be ex-
plained later.)

A problem arises at the decoder: it is not clear whether
the h' = 2, for example, has come from h = 1 which has
been expanded, or from h = 2 which has not been
T-expandable. Thus, the location map needs to indicate
whether a pair has been expanded or not. Note that N
consists of two disjoint subsets N, and M. Let N, de-
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notes the set of pairs of which elements have been ex-
panded from the difference values
NE(T/2;TIU [~ T:— T/2). Set M covers all expandable

pairs M [— T/2,T/2].

T-expandable

Similarly, let M. denote the set
of pairs of which elements have not been expanded since
they were not expandable. In this example, N, is repre-
sented byN, ={nhE{1}Un'€{2,3}}, and M by
M. ={hhE{2,3}Ur'E{2,3}}. Another example for Lens

image (under T = 15) are showed at figure 1.

The decoder chooses a set of pairs that is T-changeable.
Among them, there are two subsets: M and N. One subset,
N, is possibly for the payload (in this example, h' = 2 and
h' = 3). The other set, M is for the simplified location map
{i.e., h' = 0 and h' = 1). Since the T-changeable elements
are easily identified by (6) - (7), and since the pairs for
the potential payload, i.e., N and for the simplified location
map, i.e., M are clearly distinguished from each other, the
location map can be simplified. The simplified location
map just covers only the pairs in N and small number of
pairs in M which has not been expanded. Thus, the location
map does not cover the whole pairs. Therefore, we call it

the simplified location map.

12000 T T T T —
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go00 |- :
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BO00 |
40001 N, UN, N, UN;
2000
g
50 40 @ 2 '8 0 0. 2 30 40 50
-@@T+1) T T 2T+
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Fig 1. - M N, N, sets for histogram of Lena image (a) - before and (b) -after embedded data for T = 15,
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For convenience’ sake, we state that N is for the payload
and M for the simplified location map. However, both M
and N are used to hide any kind of information. For exam-
ple, the simplified location map can be embedded into N
and the payload into M, too if necessary. Embedding of
the location map and part of the payload into M is also
possible if the location map size is smaller than |A4. Thus,

note that the actual payload size is larger than or equal to

P> (M| +|N,|)- (W]) =[] - |5

Example 1: Let the frequencies of h =0, h = 1, h = 2
and h = 3 be 200, 100, 50, and 40, respectively. Assume
that all pairs of h = 0 and h = [ are strictly T-changeable
under the another assumption of T = 1. Then, only the pairs
with h = 0 and h = 1 are expanded. Thus, after the ex-
pansion, the sum of the frequencies of e¢ither h = 0 and
h' =1 is 200 (i.e., the frequency of h = 0), while that of
h'=2 and h' = 3 is 190 (frequency sum of h = 1, h =
2 and h = 3). Then, it is clear that |A= 200 and |M= 190
while |V, = 100 and |V] = 90.

The encoder has two choices. First choice is to keep the
actual size of payload equal to 110 (i.e., |M—|NJ= 110)
if the location map is not compressed. Second choice is
to compress the location map. Then, the actual payload is
far more than 10. Thus, needless to say, good compression
algorithm can maximize the actual size of payload (i.e., ac-

tual embedding capacity).

IV. Experiments

To assist the better understanding of our algorithm,
Example 2 is provided.

Example 2: Consider an example with 8 pairs as is shown

in Table 1. The payload bit stream is "10" or 1 and 0 con-
secutively in binary numbers. Thus, the payload size is two
bits. Let the threshold value T be 1. There are three pairs
whose difference values are all 1: namely, pair 3, pair 5,
and pair 7. However, the last pair is not T-expandable since
its 1 value violates (5). Thus, those two pairs, (102, 101)
and (102, 101), are sufficient to embed two bits of data.
Binary number 1 is embedded into the pair 3, and the re-
sulting expanded values are x' = 103 and y'= 100. Similarly,
binary number 0 is embedded into the pair 5, and the result-
ing expanded values are x' = 102 and y' = 100. It is clear
that there are three pairs that belong to N: namely, pairs 3,
4, and 5. Among them, the pairs 3 and 5 belong to the set
N,, and the pair 4 belongs to the set M.

Table 1. Data for 8 exemplar pairs.

Pairs 1 2 3 4 5 6 7 8
x 100 104 102 1063 162 108 255 201
100 100 101 100 101 108 254 201
0 4 1 3 1 0 1 0
100 102 101 101 101 108 254 201
1 X 1 X 0 0 X 1
101 104 103 103 102 108 255 202
100 100 100 100 100 108 254 201
1 4 3 3 2 0 1 1
100 102 101 101 101 108 254 201

~ R e~ x>~

Table 2. %%%

Difference values 0 1 -1 2 -2
14450 | 12102 112034 | 10409 | 10168

Frequencies

Difference values 3 -3 4 -4 5
Frequencies 8266 | 8110 | 6220 | 6130 | 4596

Difference values | -5 6 -6 7
Frequencies 4568 | 3380 | 3366 | 2509

Thus, the simplified location map is represented by three
bits of binary data as ‘101°, where 1 denotes the member-
ship of N, and 0 for M. It is obvious that we need three



W eE=EA 20073 A28 Als

pairs to embed the simplified location map. Fortunately, there
are three pairs that belong to the set M: namely, pairs 1, 6,
and 8. The bit to embed into the pair 1 is accordingly 1, that
into the pair 6 is 0, and that into the pair 8 is 1. Pairs 2,
4, and 7 are neither T-expandable and nor T-changeable.
Thus, their b values are marked as "X" in Table 1.

Part of the frequency of the strictly T-expandable pairs
from a 512 x 512 Lena image is given in Table II. The
number of pairs with h = 0 is 14450, that with h = 1 is
12102, that with h = 2 is 10409, that with h = 3 is 8266,
and so on (see Table II). When T is 1, the capacity for
the simplified location map is 14450 bits. However, the
size of N is 30777 bits (which is equal to M and is the
sum of 12102, 10409, and 8266). The embedding capacity
is [M+IN,}, while the size of simplified location map is
N (where N=|N]J+IMJ[). Thus, actual payload size is
(1M —IN,J) = (IM) or (IM—IN), which is totally predict-
able once the histogram is available. In case when
(IM—|N|)> 0, the map does not need to be compressed.
Otherwise, good compression algorithm is necessary to re-
duce the size of location map considerably.

Table 3 shows that when we use h = 0, £1, £2, 43, -
19 to embed data, the actual payload size is 9,847 bits even
though the simplified location map is not compressed. In
this case, image quality is around 48.04 dB. If we use larg-
er h values, the payload size also increases. It is obvious
because the frequency of larger difference values gets
smaller. Figure 3shows that the proposed algorithm keeps
very high image quality.

Table 3. Embedding results based on the proposed algorithm over Lena.

Difference values MHN, NN, Payload { PSNR
h=-3.73 45227 35380 9847 48
h=-5.1735 56046 29982 26061 45
h=-7,.,7 61932 23918 38014 44
h=-9 .,9 65071 18964 46107 43
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Fig 2. Original Lena image (a) and image after embedded data (b).

V. Conclusions

Among many reversible data embedding algorithms
Tian's method"™ has been reviewed and enhanced in this
paper. Being reversible, both the original data and the em-
bedded data should be completely restored. Tian's differ-
ence expansion transform has been a remarkable break-
through in reversible data hiding scheme. The difference
expansion method achieves high embedding capacity and
keeps distortion low. This paper shows that the difference
expansion method with the simplified location map, and
new expandability and changeability can achieve more em-
bedding capacity while keeping distortion almost the same
as the original expansion method. Examples shown illus-
trate how the proposed method works. Advantages over
Tian's method™™ are shown using the simple example with
Lena and Mandrill images. Performance comparison results
of single embedding over Lena and Mandrill images show
that the simplified location map is very much effective (see
figure 3) for all examined payload. For example, if capacity
is 0.25 bpp proposed method has better PSNR at almost 2
dB for Lena and Mandrill image. For this capacity Lena
image has no significant visible artifacts (see figure 2. b).
Our scheme hides more data in case of multiple embedding.
At the cost of image quality, more than 2 bpp has been ach-

ieved into Lena image by multiple embedding compared
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with Tian's method. In case of the
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Fig 3. Comparison results for Lena (a) and Mandrill (b) images.

Mandrill image, the

maximum achievable embedding capacity is around 1 bpp.
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