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Analysis for Security Vulnerabilities on DSTM Tunneling
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ABSTRACT

IPv6 is a protocol to solve the address space limitation of IPv4 by IETF. Many transition mechanism to communicate between
IPv4 and IPv6 in mixed IPv4/IPv6 network are proposed. DSTM tunneling is a mechanism that dual stack in IPv6 network is able
to communicate with node in IPv4 network by dynamic allocating the IPv4 address. This mechanism supports the execution of
IPv4 dependent application without modification at IPv6 network. In this paper, we explain the security vulnerability at DSTM
network for DHCP attack, TEP attack, and source spoofing attack then describe the result of attacks.
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Fig. 2 The configuration of DSTM for DHCP attack
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ba d3 00 00 00 00 00 00 00 02 20 00 00 02 00 00

56 71 00 00 00 06 74 65 73 74 3 .
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0080 00 01 00 00 00 02 00 00 00 03 00 00 00 04 00 00 ......
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0000 00 Oe 2e 60 86 9c 00 11 25 83 55 a7 86 dd 60 00 ... ....%.U... .
0010 00 00 00 b8 11 20 20 01 02 20 14 04 00 00 02 11 ..... .
0020 25 £f fe 83 55 a8 20 O1 02 20 14 04 00 00 00 00 %...U. .
0030 00 00 00 06 07 01 80 0319 8£ 00 b8 22 0f de Bb ...........|
0040 2e 72 00 00 00 00 00 00 00 02 20 00 00 02 00 00 ..
0050 00 01 00 00 00 01 00 0O 00 01 00 00 00 38 44
0060 09 ad 00 00 00 05 0000 .
0070 00 00 00 00 00 0O 00 0O 00 07 00 00 00 00 00 00 .
0080 00 01 00 00 00 02 00 0O 00 03 00 00 00 04 00 00 .
0090 00 06 00 00 00 Oa 00 0O 00 00 00 00 00 00 00 00
00a0 00 01 ‘e 20 02 11 25 ff fe 83 .
00b0 55 28 20 01 02 14 04 00 02 11 25 ff fe 83\.
00c0 55 28 00 00 00 00 00 0O 00 00 00 00 00 00 00 00 U..™
00d0 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 ...
00e0 00 00 11 11 11 10 00 0O 00 0O 0O 00 0O 00
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Fig. 4 Fake DSTM packet

L)

root@testserver.~

DYUE HEE EAW HUYM BE) =3%H

) needs an update to handle the device '/class/net/dti10" properly (no device sy|4|
miink) or the sysfs-support of your device's driver needs to be fixed, please re

port to <Iinux-hotelug—devel@lists. sourceforge. net>

Apr 14 1413152 localhost rpedstmd: request from 2001:220:1404:0:211:25¢F: feB3:5
5a7(11=feB0::211:25Ff :fe83:55a7 n=test6) ad 192,168,1.2

Apr 14 14:13:52 localhost rpedstmd: tep=2001:220:1404::6:701/192,168.1,33 start/
ends/keep/ext=1144881632/ 1144992832/600/120

Apr 14 14114104 localhost rpedstmd: request from 2001:220:1404:0:211:25¢F: feB3:5
5a8( | 1=feB0::211:25Ff:1283:55a8 n=test1) ad 192,168, 1.1

Apr 14 14:14:04 localhost rpedstmd: tep=2001:220:1404::6:701/192,168.1,33 start/
ends/keep/ext=1144881644/1144992844/600/120

Apr 14 14:14:11 localhost kernel: atkbd,c: Unknown key released (translated set
2, code 0x81 on 1330060/ serio0),

Apr 14 14:14:11 localhost kernel: atkbd,c: Use 'setkeycodes e001 <keycode>' to m
ake It known.

2
pr 14 14215101 localhost crond(pam_unix)[24771]: session opened for user root b
y (uld=0)

Apr 14 14:15:01 localhost crond(pam_unix)[24771]: session closed for user root
Apr 14 14115105 localhost rpedstmd: request from 2001:220:1404::6:700(11=fe80::2
c1:26f1:fe10:8802 n=test10):[No avallable lease |

ﬁDr T T0TT5.37 Tocalhost Tast message repeated 16 times

=
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Fig. 5 Address depletion message from DSTM server
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% 6. DSTM TEP 34 A Y 34
Fig. 6 The configuration of DSTM for TEP attack

@ Host A~ DSTM AHo A IPvd 45 83

l

@ DSTM A+ Host Aol Al IPv4 4 &893} &
A2 TEP 4 49
@ Host Ax TEPel Al Host BollAl B 3§zl A%

@ TEPE 917 4221 & 9|7 44 mE= 244
© A HF AxHo] AFH WA TTL #hs

g4 37 4%

a9 7 T 2E AdA A48 Echo Request HIA|
2|2 Hop limit gke] 6498 R

version: 6
Traffic class: Ox00
Flowlabel: 0x00000
payload length: 84
Next header: IPIP (0x04)
ource address: 3ffe:2e00:1:5::2
pestination address: 3ffe:2e00:1:5::1
3 Internet Protocol, Src: 192.168.1.1 (192.168.1.1),
version: 4
Header length: 20 bytes
8 Differentiated Services Field: 0x00 (DSCP Ox00:
Total Length: 84
I1dentification: 0x0000 (0)
@ Flags: Ox04 (pon't Fragment)
: 0

A Header checksun 0xb856 lcorrectl

% 7. Host AoIA &6 echo request
Fig. 7 Echo request from host A

[ Internet Protocol, Src: 192.168.0.1 (192.168.0.1),
version: 4
Header length: 20 bytes

2 pifferentiated services Field: 0x00 (DSCP 0x00:

Total Length: 84

1dentification: 0x1b66 (7014)

@ Flags: 0x00
Fragment offset: 0
P TOx01)

3 Header checksuﬂ Oxddfo [correct]
Source: 192.168.0.1 (192.168.0.1)
pestination: 192.168.1.1 (192.168.1.1)

[ Internet control Message Protocol
Type: 0 (Echo (ping) reply)
Code: 0
Checksum: 0xf190 [correct]
Identifier: Oxd95a
sequence number: 0x0000
pata (56 bvtes)
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Fig. 8 Host A receives abnormal echo reply
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Fig. 9 The configuration of DSTM for source spoofing
attack
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Total Length: 84
Identification: 0x0000 €07
M Flags: 0x04 (Don't Fragment)
Fragment offset: 0
Time to Tive: &4
Protocol: ICMP (0x01)

pestination: 192.168.0.1 (192.168.0.1)
B Internst Control Message Protocol
Type: § (Echo (ping) reguest)

Cade: 0
Chacksum: 0x376a
Identifier: Oxde?9

Sequence number: 0x0000

Lata (14 bytes)

a2 10. Host AdIAM Host C2 M&$H echo request
Fig. 10 Echo request from host A to host C
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