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Design of the Memory Error Test Module at a Device Driver of the Linux

Seung Ju Jang'

ABSTRACT

The necessity of error test module is increasing as development of embedded Linux device driver. This paper proposeé the basic
concept of freed memory error test module in the Linux device driver and designs error test module. The USB device driver is designed
for freed memory error test module. I insert the test code to verify the USB device driver. I test the suggested error test module for the

USB storage device driver. I experiment error test in this module.

Key Words : Linux O.S, Device driver, Memory management, Design memory management
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01: Function{arguments) {

07: // any process access about “mem”; // Error g
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memory allocation table of WX FH HABE 7)Z3t)
Kfree_mem_freed) ¥4 memory allocation table i
deg #d JEE AAg USB ZEAAM A" bz
2l 37 dE A2E AET Z$d WEE oF 3™ 9
HHPES 25 A At 47174A)7F USB REA 23}
= 53 34e vehid sz gy JdHPES 245
B JHHE 2EY page faultOFFE FYstA A}
Page_fault() &5olA do_page fault) 42 384 @
t}. do_page_fault) g4 diedlA wWxe] sjAd G990 dig
AFE #3945 +3S XA =HAE A 2=EL Kl &

A A

- USB 2E |

‘ kmalloc_mem_freed() l——)Memory Allocation Table 715

kfree_mem_freed() l-——) Memory Allocation Table 4174

{ Al E A9 A8 I——) Memory Allocation Table 25

|
AHYE
I onuE RE jll/,]l, =

I pege_fault{)

|
¥
I do_page_fault() j
e

¥
IEEEEEEEE]

| 429 38

]
]

(32! 2) freed HiZE| 2F HZ 2E S& 31X



5. linux Kernel Memory Freed HIAE RE 38§
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3) PID 2=t vugy &3
A9 IDE 7] 2%,

4) Last BEE viXDO2 freed WS

F

2 AE Yo g e =g

7] 98 A
AAE =2 N vl ete] free® WR] 9 Last =
g TE T2 mAROZ freed Wy Fi
£ & A o
A9 4714 E=Z 74X Memory Allocation TableS
dtozn FIstee Ry d9d daiA T ZaA
27} AHg7bs dRE A 4 gtk aEla MATH 0l
2 Ad &29 /root/linux-2.6.9/drivers/usb/storage T & E
29 mem_freedh Sdol FAg o] girt,

5.2 kmalloc_mem_freed(), kfree_mem_freed()2] T

Memory Allocation Tableoll #l2a 99 &3 o ‘S‘ l
£317] 938 kmalloc(), kfree)E FEL g g4
ot ohs (28 3)2 kmnalloc_mem freed(), k&ee_mem_freed()
& FEsd (28 3 kmalloc_mem_freed() &=
kmatlocOE WAE &F4o]3 kfree_mem_freed()= kfree()
£ tAlg ol

(8 3)2 kmalloc_mem_freed(),
£ ol&3t9 kmalloc(), kfreeOE APBIAch 71E9Y
kmatloc(), kfree() H&ell F719 7|52 [E 1]dA 7&
% Memory Allocation Tabled] "W 2a] 4o 83 An
o]t}

1) kmalloc_mem_freed() :

kfree_mem_freed()

71&¢l kmalloc() & ol&

FE WA A dE <E >3 Zo] Memory
Allocation Tableg F&3%t},
<E 1> Memory Allocation Table
o) 2 g =g PID Last
free/allocate 33 F4 (Process ID)
0 00FFAIFD 38 0
1 (00OFFA1A3 40
1 FE7432 3 1
(F D2 AY "Ry 999 93 qRE 7)E3=
Memory Allocation Table(MAT) ©]t}. o] glo]&L ojxg]
&3 A @3 JRE JEZFT oArld 712H YR
g 01839 wRe A 9EE USRS v} v mE
MATl& “HlZ8 free/allocate, W22 &% F4, PID” ¥
£z 749% 4 929 J5L 9o 2.
) WEE] free/allocate WE=E W2e 9de I3 gu
2 JeRTh Wry o990 AAM o Iy AL
W52 free/allocate W=E 12 HA3 1w, A4Ho
2 A" 2% W2 free/allocate =S Yoz A
AgozHN wMEe 9499 7 o2 ¢ 4 g
TE3
int kmalloc_mem_freed(size_t size, unsigned int flag)
{
struct us_data *us;
struct mat *kmat.;
kmat->bit = 1;
kmat->pid = (pid_t)current->tgid; kmat->last = 0;
kmat++;
return ((int)us);
}
void kfree_mem_freed(const void *addr)
{
int i
struct mat *kmat = pmem_alloc_table;
for(i=0;i<TABLE_SIZE:i++){
¥
kmat->bit = 0;
for(i=0;i<TABLE_SIZE;i++){
}
kmat->last = 1; kfree(addr);
}

kmat = pmem_alloc_table;

kmat->addr = (int)us;

if((intfkmat++>addr == (int)addr){
kmat—; break;

if((intkmat++>addr = (int)addr){
kmat->last = 0;

= (struct us_data #) kirelloc(size, flag):

(222 3) kmem_freed()2} kfree__mem__freed()el 54
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MAT H=E& &3 Hol& i
2) kfree_mem_freed() : 719 kfree()Z o|&3le] A
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A MAT glol &4 7153 FRES 4A 30
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#include <stdio.h>
#include <stdlib.h>
#ifdef DMALLOC
#include <dmalloc.h>
#endif
int main(void)
{
char *ptr;
ptr = malloc(5);
return 0;

(22! 4) DmallocoM HIZ2| 28BS Yo7|= A4 FE

1125406700: 1: Dmalloc version '5.4.2' from 'http://dmalloc.com/"

1125406700: 1: flags = 0x4f4e503, logfile 'logfile’

1125406700 1: interval = 100, addr = 0, seen # = 0, limit = 0
1125406700: 1: starting time = 1125406700

1125406700: 1: process pid = 21163

1125406700: 1: Dumping Chunk Statistics:

1125406700: 1: basic-block 4096 bytes, alignment 8 bytes
1125406700: 1: heap address range: 0x40017000 to

0x40020000, 36864 bytes

1125406700 1 user blocks: 1 blocks, 4069 bytes (11%)
1125406700: 1 admin blocks: 8 blocks, 32768 bytes (89%)
1125406700: 1 total blocks: 9 blocks, 36864 bytes
1125406700: 1: heap checked 1

1125406700: 1: alloc calls: malloc 1, calloc 0, realloc 0, free 0
1125406700: 1: alloc calls: recalloc 0, memalign 0, valioc 0
1125406700: 1: alloc calls: new 0, delete 0

1125406700 1:  current memory in use: 5 bytes (1 pnts)
1125406700 1: total memory allocated: 5 bytes (1 pnts)
1125406700: 1: max in use at one time: 5 bytes (1 pnts)
1125406700: 1: max alloced with 1 call: 5 bytes

1125406700: 1: max unused memory space: 27 bytes (84%)
1125406700 1: top 10 allocations:

1125406700: 1: totalsize count in-use-size count source
1125406700: 1: 5 1 5 1 dmalloc.c:9
1125406700: 1: 5 1 5 1 Total of 1

1125406700: 1: Dumping Not-Freed Pointers Changed Since Start:
1125406700: 1: not freed: '0x40017fe8|s1' (5 bytes) from 'dmalloc.c:9'

1125406700: 1: totaksize count source
1125406700: 1: 5 1 dmalloc.c:9
1125406700 1: 5 1 Total of 1

1125406700: 1: ending time = 1125406700, elapsed since start = 0:00:00
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