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ABSTRACT

IPS(Intrusion Prevention Systems), which is installed in inline mode in a network, protects network from outside attacks by inspecting
the incoming/outgoing packets and sessions, and dropping the packet or closing the sessions if an attack is detected in the packet. In the
signature based filtering, the payload of a packet passing through IPS is matched with some attack patterns called signatures and dropped
if matched. As the number of signatures increases, the time required for the pattern matching for a packet increases accordingly so that it
becomes difficult to develop a high performance IPS working without packet delay. In this paper, we propose a high performance IPS
based on signature hashing to make the pattern matching time independent of the number of signatures. We implemented the proposed
scheme in a Linux kernel module in a PC and tested it using worm generator, packet generator and network performance measure
instrument called smart bit. Experimental results show that the performance of existing method is degraded as the number of signatures
increases whereas the performance of the proposed scheme is not degraded.
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=, Pport:25 Contents Hash : 2" (Ox2E7,
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[ Contents correction hashing l

Contents Hash : “0a0d” (Ox0A0D), Trim = 6byte
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Port #0 ™
Cronto J——— .
@ Signature Hash table Rule List
(M—' 0x0001 Rule

- 0x0002 Rule
0x0003

.
oo
0x0005

*

*
L] \ .
Port #
|

[ Signature Hash table I
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E% 7bsAde] s A
}7] A Az W §4 94X
A A= 6bytes ©]F-9 2bytes
T34 "o wat, e A 1A
YA HH, AFHAHoE A1
9 97 YrER Yuky
o Hg R HA Hrt. o]
AA vludord g9 £t £
A 79 4% 2 ARE 495

ro o
o 9t
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f % oo o 2
o b oox Sboot
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%_LIOZZJQ
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TVM # g7} mfu‘s}t} %HWW Eﬂo‘a Rl
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matching) ] ZAFSHA A9 HIOIEJ TJr Hlj?‘% Al
Aol sl i g P HA Az AR Y o]
Hed A AN 71F 7ol A 2bytes7t oh7] W)
ol Hmalr] e AaUA Y o= REE o]&5td

A #e THSAC W JRIF s o2 & A
gz Add 3 H"o% A8k Aol Al2vA sA] Hol
= 9d5E 89 AHA AZUAY HE F ARFE

A gottd "ol X9 2bytes gh& ol &FHAEA A

AR (im)E 71580 & 1:— Oﬂf\ Y &S ol

i

32 wel oy g

HgHe BE 8o ta) TE A Hol¥3 ATUA
A HlolZo] FHHW Solot Aol dal AAE A
@ 207t 428 ol Aol Solow Ud HY 5
A Z2ES 9 e gy Fesl B TCP H2Q
X UDP #AAA the ZzEge] BAAX, 187 TCP
U UDP #79 2% H&stad st TEH FAAA
Yal BRE @ ¥ AwsE TE A gz vage

2R 9A o] 1YL £9 ¢ Ut
Alre WE-e& A4 A7l dolH
¥ 7k AR AAA € |
7|21 (2bytes) BHEH &A7MH, Y #Ae I 2
& Axs= o]l AlZUA A Hlo) B EAsts
glsts otk o] HEL A 7IHE A&
< FYstuz gate A o] EAFEAS & W
g ¢ An A #E °é°1 Hlists HolE RS
£ sgrt AladA
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sA HAarsto
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S fo 2 N o fr o
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Ag dlok ke Y A4 gl REHE 89 571 9
B&S7) BB -0 4HY B30l 1) -ol& Fai vlopy
Q&= YL A2 5 Yok

3.2.1 Phase 1 - Byte windowing

WA byte windowingg F3 9 dHoly REEEL
windowing3t™ ZHAMgTE o] 9 AlZUA &4 gl A
59" 71E X (2bytes) T4 windowingstd Y %S
T3k AY|A P A gE AR ou] AAgE o] 3
AR A HolEo] &2 Fol JeAE vy,
Z2& gho] fvtd dT FEL ool flvtn #wstm A

NI

i

o}

% windowingsS 33t} ol & T sFste FE o
3 AAZE BE Fo EA3Me A 2UA Y ATUAE 43
32 ol s REH e FEo] EASA ¥E &
A ¢A Ha o]z Q] A|lZYAE F3q5t:= IFE =
d F 9t ov] Z2EZT ¥E ¥IE T dEHE

£ 7 F7b SolE AdHdA Y g ol &t T
£ sl Ayolug, AA vmdoksts iy
EolA F3] dFoltt qreF AlTUA A
E3 vluste] 22 gho] EXstd 3 T WA g
Hgste HFHoR T HZlo| A 3 A=A
Y ZAAgL

(21¥ 8)2 byte windowing= 39 &4 #S = IA
< HAFth agdAe Zo] #Z dolE FES byte
windowing 3t 2bytes® Foho] A FE 7+ F, o
g 7 A A A "HolEF vuste IAYE FY3E
F3& APt 7 A Fol A2UA A Elo]Eel
EA8tA gEtd dAEHE FEo] o}UER UF byte®
windowing 3te] Al #iA & sk Al HolEF H|
23 2YPL yEst WY byte windowing2 X33
T3 34 gtel AR A "HelEd dXF Aest H
Aoy, ols F3 Aoz i £+ Us
HEE A4 & i4E S5t AR AAE A

i
rlo -
@2 3

=

2

[e]

T

m we = fo pot

,-] Phase 1 II

Incoming Packet

Payioad indes  emmde Payload Data
0x0000 | 4500/ 0028 0000 2672 3e06 0atd a26a 64fc
0x0010 8651 d3al 0050 bubc 0000 0000 lasd db37 |
0x0020 5014 0000 €be2 0000 £E£f LEEf £L££ ..., -

Payiosd lndex  ewems Payload Data ™
0x0000 4500, 0026 0000 2a7a 3a06 0add d26a 64fc |
0x0010 assi{a:m 0050 beée 0000 0000 1aad db37 |
0x0020 501410000 Gbe2 0000 ££EE EEFE LEEE ...

"| Find Hash
/

Signaturs Hash table
0x000+
0x0002

S— )
i FMatched
Compare with G000

signature hash table e

(2! 8) Phase 1 - Byte windowing

ANIUA s 7igh nes HYYR 2DeE 2A Z 78 215

ar

3.2.2 Phase 2 - Rule matching

Byte windowing 3% 942 A &3k Al2yA A H
olEd EAstE A #ol & AS WD Aol 29 o
A Sdsn Gads woor B o) A4 Aoy
A #A] ElolE g A #tell ddd B g dF
A2EE gl AR A4 3 gAe 42 ol
EHE it Eo A dA3eAE A o

& 99w Sle) AR Fad VoW, B4 A&
HUE we JEQ}E ?é}”ﬂ Hlﬂ-o}"i 242?rfil A=A E

2 AIHA #A] HelES /‘33}
AL +£38 o byte windowing

9 UFde 28E 9 HYSH LA BAA AHHE,
AR ol ® FF AlLdA7E AR AN EAEE
2 59 A AR Bd9leH, olF FI H& AEE
AAY bEeiA @k A £ vAS F3F doe o)y

0
Mot
rot

& F7F ARESY WSS HA washy, H7 doly Fi
I AadA AAE A deotk 4 A7 457E 4
A et = Qlo] BS A WA F39 Ttede wE
ok & =EdA e Adzx A fdE 483t
7l S8 & AEde AaUA siA] Holgd 715" Ay
fkol AA Az 1%101]1 drighE o] $1A]e] EAsh= A&
Z1Z8t Qlen(trim), & WA APste FHdMe o
AE go2 olFstd HA A wAe AYPst

ojof A3 7o dolEet Ao} dAFE Ag &
AT F Utk (I 92 & WAL JYPste AR Aol
e Bejzc)

(18 1008 Ay duSo A<l
Wt 4F aye &

2SH/\I Hol&S Tty FAolx, 8% I¥82 #zlo| IPS
2 Eolskg o AgE duFd g3 AHe AL
Uhepde,
A7) -
Payload Index — Payload Data :
0x0000 4500 0028 0000 2e7a 3e06 Uald d26a 64fc |
0x0010 8651 d3al 0050 beéc D000 0000 laad db37

0x0020 5014 0000 6be2 0000 £££f £££f £££Ff . ...

Signature Hash table

.2ip\"|0d0a0d0al\ " Trim = 6

Ly
Nt

Full text match

Payload Index

4500 0028 [0000 2e7a 3e06 0ald d26a 64fc

0x0000
0x0010 8651 d3al 0050 be6e 0000 0000 laal db37 !
0x0020 5014 0000 6be2 DONO ££Ef £££f £EE£ .. .. P
J
- S

(222 9) Phase 2 - Rule matching
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41 7 U MY B
A ATUA 4 EE A9 FnF L Bt
7 A8 AA LA AzPelNs 2ol Pxs AY B

A

E FHZ 7ds ddd AEsdd AHES Ad WA
& 261618% AgEdod, 252 WHE (Netfilter)
PREROUTING hook pointZ o] &3 A& s ¥
Bz Fassit e 5204 AFste Ad G
oA HEHZA HAL AT £ UA=E F 7157
ElHo]2E AFse 2EAA AY REEHN, £ =EdA
Aetske Wl g FHEL o] Az =3ste g
8 288 #3317 ofjd @AY PREROUTING H-&¢
A ARG AAste 34 7 9EE A & Yg=E 7
HAadoh (2¥ 1) E2dA Agd gndde] 7dy
o] 444 R dia Yehdo

<E 2>F A3 AMEH =g AZEJAE E
doh s 244 W By ohyel vEYA Hot A
22X M 783 HAEE 94 FAE duiwnE FFsH

Adst=vs FEY Aot w2t HEHe &9 gl
e duzE: d dEHAI EdY dT A% LnF
E T4 A7 HE Ao sAE TEste 488 AP
o4l 28-S AsiA o Azle BAEE ¢ e o 2R
719k ™, 22ln deHQ dEHZ 74 84S Mg

Kernel Leve!

LOCAL

FORWARD

(& 11) e ohE AE 786 AR

(B 2) £¥E st=dof E 2

gl "
¥ F
CPU (GHz) RAM
¥ 247 P-IV 26 512 MB 3
AgwA Alx" Xeon 34 2 GB 1
AH P-IV 26 2 GB 1
7 FA7) - - Smarthit{16] 1EA

|

Server

——
Packet ® e i

Generator IPs

B A T v 3
944 | 261618 1 gex
SNORT 245 1 -
E(Rules) |2006. 8 &4} | 10007% | Zul HAVE AIFs 34 w4

oJd & F UEE A LAVE ol &ste] ZHze] A
3 HAEE st ARSAZE 4 wAv)e A 2
718 ol8dt] MEHAZ Ao dd HEEE 53
< v 7)1ZAA AFHo] AHHR Q= Jump Aho-Corasick
dugEe olgste A AR ALH AYA Y 7
e AL Aol da 9 i mE AT WEgE =
AgomA Add WY Hee A WAz 4¥
< FAsAR5].

(28 12)= AF 34 g

&
1 Sl glol, Eas AYYA
g

39

o guelzael
U
=
=

o2 dg AHEEI 9lE SNORT9 B] E3to 7+ A
ERCE EHEH i, b o, e AZEd Y
5 9 AL <x 3>r+ 2



42 {4
(28 13} <E oA Awg 100070 o oidte
Adz AL HAE A &ehA dskes W HEaAs o
o Y % BEEEE vehdoh dubEd A S A

#92

2ol et o™

A%E HY gel LE} 53

T 4Es

]

FHE E5E BTtk ol @4 AEdRol A

Astel dlo] s, dneFe] e TUHF o4
< "X& 89e] #oh s E Az ALA HAE &
F Fo e 4 flol YFHA %n e £IE no)
T Qow, o Ackd duelFel date 45E d F 3
EE 3= 98e dh E=I ole ATUAY B

Contents correction hash
—*—Hash

80 ——Contents corection hash L

70 ‘

80 i

{

¥ 1

g w .

2 |

[ 0 1

2 i

10 i

. A)\.A“ ‘ oo 5
t6 11 16 21 2 31 3 41 46 51 56 61 66 71 75 81 86 91 %
Hash value
(O# 13) AE= 7Y sl g MBoiRol| mE s ot
2%
—

10 Rules —e—Signature Hashing
—#—Snort
120000 =
100000 f : :
& 80000
a
£
é 60000 f=mm
2
2 40000
E :
£
20000 i
000
84 128 266 512 1024 1280 1518
Packet Size(byte)
= 2 M=
(a) HEE 20| 10712 4% M5 dHlw
500 Rules —e—Signature Hashing ]
|—~®—Snort N
1200
1000 . o
% i
& 800 I
8§
2 .
é 600 .
C)
3 400 : ; i
= ’ i
= ¥ o i /,J_,q—«v”“" i
i ———— ;
‘ ;
84 128 256 512 1024 1280 1518 |
Packet Size(byts} |

(c) MEE E0] 5007H2! &

=S
(18 15

45 Hm

o
i 2

=g

oFF B

o A7t

&
(2" W A7 A 45 4897 A% TRl
gl 7 A Abel=
Aol e Ml HAE
g W93 o5 T B HR4R MEAD 45 ¢
g0 U@ A dal B7h B 4F e (29 12)
o ARBHIN A8 Bel ASE 27 10, 100, 500, 1000
M2 2R b, Zb A% d=E 64, 128, 256, 512, 1024,

1280, 1518 bytes) AbolZE 741 HAL 1Ghpse] &E
A H% ERRAAN A2 dRE Brha
(2% 15 B A A% Aol U ATHE e

o 2% ageld ¢ 5 UFe] 129 e;eAFH AYE
AadA A4 He ALRRe A9, B9 A5 47
10, 100, 500, 1000717+ & § %1€ B%el 4 4FE2 A2

Packet
Smart
Application IPS
(3 14) W3] M2 45 M8 =

100 Rules —e—Signature Hash?va—l
—&—Snort
120000
100000
E 80000
5
£
é 60000
@
ks
2 40000 |
E
£

20000

000

64 128 256 512 1024 1280 1518
Packet Sizelbyte)
o —
(b) HEEl 20| 100742 & s Hin
1000 Rules —e—Signature Hashing
-8 Snort
1200
. -
800

600

Throughput{Mbps)

400

200

&4 128 258 512 1024 1280 1518
Packet Size{byte)
(d) 2% £0| 1000742 22 ds v

2l Alo|= Hstof CHEt W2l X2| Ms Hin J2f=
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Agste A4S vas By 7E ¢
HE Azt A AR A dw
Ree & 7 A AgE LaFY 45 7
of Hs} £9 77t BolAuHE AA HEYA

2 o] glo] nEA F4E 45 Hele AL FAY
qew, 71&9 gdudFd 45 29 M7t 54T E
YENZ 5ol wopAln, dixoz Agd Lae
B8 32 Jed Hole A2 FAE

ol o

E A Afelzg wsl, 2 2% Ael AR A5
Bl
A)

19, mlo

st £9 sl #A] ¥ 3 =

Bhdozyn Edge Wgle mE Alxge) Aol tha]
F 7bsd 2g5S dehdng 7 H7 Alolz ¥ Aol
EAsty BEHoE 7|1E dudSdd vl& Add dag
2 29 Aol el 1070 = oF 280%, 10074 = oF
330%, 50070 W oF 480%, 2500%] %5 ol b
FAF g glen, olF T3 £ MFrt Wobdd wet o
A9 Aols vE 9 A vEdS ¢ F ok oe 7
&9 ¢ugFo] 9 T dFS wol HEHE £
ezt Bobdell we} JletErHor Aol #Hase W
H, AgE dngEe 9 g FTE wA got I

}_

e A%L §A8] W Ed JERdE 2ol

APPA Azgod b Fasm NEHd qge
FA0 del A¥eln xgA BWH 2 PEolw ¥
F gk ZRHA AW oY dueFe 1 Ae SEy
g A8 Asst 4Beol oW AeolE W& Ao
Wy HE AL Fohuel aTsE BAL HA SU8
F qlolof 3m, olF FEATA B A4S o}PE sl
e QuFole BAHE FYPA Aade] A ¢

AZzolz @ + ¢Vl Mol £ 3 U9E 5

il sfelo] of
A e FHE AFsld H2E 398 B A A9
A (false-positive)} ©A] oy AL #X A Eie
dgol wAsEA dd AR5t Fo3 Hrt v)FE] Hroh

°ol& A¥sy] Y3 € H#HAE A= ¥ TRAVE o
%’3}01 AA EfE F f9 HlE&E 10%~100%7HA H3}
AAY HAE RS o, Agd gndsy & &
El"°l 283 HEs 73
(19 16)2 Hd A HAE9 4
<E £¥ d9 A "g2EY 4F AHE vEdd. X
ol uehd whs} o] 10%elA 100%0] 12 717kA 10%4
4 He HEs 7 gAY vE&E F/AMY ARE
Agsted Alzdel] B A 7)1EY dagdEH ARE ¢

2E 2F FUshl AW 2Aa we ¢ & Ak ol

Packet

A

Worm
Generator IPS
(O 16) WEH x| M= AE &A

(E 4y AJOUAH mi2l 23z o A

10% | 20%

30% | 40% | 50%

6096

7096 | 80% | 90% {10024

Signature
Hashing

10% | 20%

3096 | 40% | 50%

60%

70% | 80% | 90% |100%

Snort

10%6 | 20%

30% | 40% | 50%

60%6

70% | 80% | 90% [100%

oN ok 2
no off
tle o

&

45 chekst
AR HEHZ BHAMY AL 18 B 0, o

F Qe

FaeZo] A 74 S
A AYEES FA 8

sefol £ X2 M

ol YyEYae ElT FE= tjokgh

7ML 9l

AE 7k 43

ojHE Aol g
date HAL Zo}
EfadA 348 Fasith Agd
g5 da H8H= g

A HAA 7MY, R L
A71E olgetel B Fel HZE FHAAA B

FRst Aolzg o)

Aadd Be YEYZ Ag T3& 4gdt dgd 39
E 7l A BEE 9EV] 98 <F 59 ge BE¥E
7 e AAst] QA A2dE FHES A
< 9, dF el di Ases A& viwste 7+ &
2Fo A 45& FrHEo (29 172 e YEHA
Efgd dig 48 #7485 Jepdn
(5 W2 Wi|el izl 2xx
7 2ol Z2EE S

90 TCpP 7% (25:3%, 80:4%)

90 UDP 7%

90 Otherwise IP 4%

128 TCP 5% (25:2%, 80:3%)

128 UDP 3%

128 Otherwise IP 1%

2596 TCP 5% (25:2%, 80:3%)

256 UDP 3%

256 Otherwise IP 1%

512 TCP 12%(25:6%, 80:6%)

512 upp 6%

512 Otherwise IP 3%

1024 TCP 13%(25:6%, 80:7%)

1024 UDP - 5%

1024 Otherwise [P 3%

1500 TCP 13%(25:6%, 80:7%)

1500 UDP 6%

1500 Otherwise IP 3%

Packet o
=,
(23 17) Creksh Sefjol T3l AMz|of chet Mg &z
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G FlsRes dada At 2w B W ANR, gg geng g AL AUA A9 A3 AFE

duEe HAEHE £9 Ao BAfC) 24T des @0z THE AzUd ds Assd ADE o

meli AUt oS AYE Fangel 4T I =9 Hol AT BT 4TS Fd ol® H2T 4 e

e Ay sl HEHE 29 Aol oF FFEE Hrobe wAlET

7R dvke AE BYErt
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