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Detection of Personal Information Leakage using the Network Traffic
Characteristics

Jung-Min Park” - Eunkyung Kim™ - Yukyung Jung™ - Kijoon Chae™ - Jungchan Na™

ABSTRACT

In a ubiquitous network environment, detecting the leakage of personal information is very important. The leakage of personal
information might cause severe problem such as impersonation, cyber criminal and personal privacy violation. In this paper, we have
proposed a detection method of personal information leakage based on network traffic characteristics. The experimental results indicate that
the traffic character of a real campus network shows the self-similarity and proposed method can detect the anomaly of leakage of
personal information by malicious code.
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