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Abstract As XML is becoming a standard for representation and exchange of abundant information on the
Web, solutions for a secure and selective dissemination of XML data, known as SDI, are strongly demanded.
Such trends are more outstanding especially in distributed heterogeneous environment such as Peer-to-Peer.
Although many approaches have been proposed to provide secure and efficient SDI mechanisms, almost previous
approaches have focused only on filtering with user profile and they adopt center-oriented administration
approaches. It is therefore difficult to adapt them directly to the distributed Peer-to-Peer environments
characterized by dynamic participation. In this paper, we develop a novel dissemination method, which makesuse
of authorization policy and secret sharing scheme. It provides more secure, scalable means for XML
dissemination on Peer-to-Peer networks.
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Key Id Partition (XPath)
{ k1 } dl1: /hospital/patient
{ ki, k2 } d2: /hospitalfinsurance
{ kI, k3 } d3: /hospital/ftreat
{ k4 } d4: /hospital [patient[/SSN="xxx"]
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Subject credential predicate Key Id Part.
cl: IP(subject) in Medical_Domain { k1 } d1
¢2: Dept(subject)=Finance_Dept { k1, k2 } d2
c3: Role(subject)=Doctor { ki, k3 } d3
c4: Role(subject)= Manager k4 d4
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