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POCS Based Digital Watermarking in Buyer-Seller
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ABSTRACT

Digital watermarking technique for copyright protection and prevention of illegal copy and distribution
can provide the reliable transaction to both buyer and seller in e-commerce through the cryptographic
protocol such as ‘Buyer-seller watermarking protocol’. Recently there has been researched about some
cryptographic protocols for watermarking system but there has no yet mentioned about the implementation
of practical watermarking technique in protocol. This paper presents the watermark embedding technique
based on POCS in buyer-seller watermarking protocol. The proposed method designs the robust convex
set based on EZW and the invisible convex set using PSNR and then projects into two sets until the
convergence condition is satisfied. Experimental results verified that BER of watermark that is embedded
by the proposed method has lower 0.02-0.10 than BER of the conventional method.
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~ 1, q;}((m-l—m,u,u-i-n) >3/3,\,31/4 A3 9eulzzt 29" G4 Alo]9) PSNRE AL

%
0, g e+t ) <3, /1 PV gaam, G U % Bve JuAe 34 29
< 53 dnAdE Horsldch Agel AL gE 4y
sh o] #2322 HF ARUA HIE = e g pex e ND oz A 9
& 1Rl SEek BB i) S 22 o) mpe} Th,,= 23.03, Thyy=1468, Ty, =127,
gk Ty, =23.03, Thy3=1469, Thy»,=12.71, Thy, ,=58.76,
AlS 247l Gl 9% Thyyy=2841, Ty, ,=19542.2 ALE39c} i 2, 3
4 &8 2n 2 0@ 42 AHHE, (LH4LH3LH2) g Yo 4 b
3 YEvla BlE4E Barbara¥d 739 224 ®E,

Buyer-Seller 9lEin}7) T2 EF Ao x| Aotdt
POCS 7|ute] 9Eint7] ol 45 H715 98y
B A¥ M= 512x512 =7]9) Barbara, Lena,
Baboon 94& AH&3l9th B Ao AREH 9
Hriae & dauast 459 2302 o]F9
7 3BEALE BHE F ASCII 9] o] HlEE
2 BN § G HESS 230 8YFgozH ARbet W o] HZIAAE Hrbsr] et 212
3t 280ME o) AEJoln) AgHE uh e o] W3 PSNRE vl etdch ©wiA w7ia4g 25
X5 B7HE 938t et vl e 2 gl Y3l= PSNR Bl XE 46 dB= A A8t

Lena¥d 7% 291 H]E, Z12]31 Baboon 7-$- 30 ¥
Eojt}. 71&2] W visle] Aotk whyo] AFglE
= HEnE VESTL 2-38) AR BeS ¢ 4 ok

4.1 HIZHAIY A9

H 2. Barbara@4tel 7t gi=d MOl v[ES U PSNR

%} (Barbara)
e H. INOUE Method Proposed Method
B} E={bits] PSNR[dB] B] E 4=[bits] PSNR[dB]
(LH4,LH3,LH2) 84 54.77 231 48.36
(H1.4,IL3,HL2) 105 51.21 273 46.38
(11114, 11113, 11112) 168 50.39 336 49.08
E 3. Lena 42| 2t HHEE 4ol B|ES 3! PSNR
44 (Lena)
i H. INOUE Method Proposed Method
H] E 5=(bits] PSNR{dB] H] E = bits] PSNR[dI3]
(LI14,LI3,LI2) 210 50.70 294 48.66
(ITL4,11L3,FIL2) 336 48.68 3156 50.38
(1TH14,1TH3 FH2) 378 49.15 483 49.84
¥ 4. Baboon atel 2t gi=w dol H{ES 2 PSNR
% 2+H(Baboon)
e H. INOUE Method Proposed Method
E 2 {bits] PSNR[dB] H] E &= [bits] PSNR[dB]
(LH4,LH3,LH2) 21 67.72 105 58.28
(HLA4,HI1.3H1.2) 42 63.82 147 53.79
(HII14,1TH3,H112) 126 54.42 168 51.64
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@ | (b) ©

3% 6. (a) Barbara ¥ ¥4 (b) Inoue Yo Eold WA () HMtst wel Ejptal g4

@ ' ' (b
320 7. (a) Lena & %4 (b) Inoue WSl HUE{OIY A (¢) Fioket wiwiol SIE(olzl A

o )

(a) (b) (c)

3E 9. (a) Barbara 9&t2] Mol 7ks % (HL4,HL3,HL2), (b) Lena Y¥ate] &9l 75 B2 (LH4,LH3,LH2), (¢)
Baboon &2 #¢ 7Kg €% (HH4,HH3, HH2)
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ARE FANNUT ol £ 2AS WE3Y) HF E 5. Barbara B40lM qol Thet EH Einl2el BER
grolth ¥ 2,3, 42 AW H W Babara JAY A% %3/} (Barbara)

Z1E 0] WE 5039-54.77 dBolH xﬂ ok Wy ¢ | ILINOUE Method | Proposed Method
46.38-49.08 dBO)T}. Lena 94 A% 7129 uhy L | IIL | IU1 | LH | IIL | HH
2 4868-50.70 dBO|, A ghat Ho“%'é% 48.66-49.84 N A T I A I
dBelt}. 283 Baboon 94 ¢ 7] Wiy e 80 0 0 0 0 0 0
54.42-67.72 dBo}v} A W2 51.64-5828 dBO 70 | 0 0009 O | 0 | 0 | 0
o 5 A o] 71Ee) ol Mste} o 0-9 60 |0012] 0009|0006 o | o |o002
dB A= $5e &+ %l\:} o= A Rl o5} 50 | 0025} 0.009 | 0.012 ] 0 0 | 0.002
o A SIERR NEST) Z)Ee) o) nistd 40 | 0037|0009 ]0042] 0 | 0 [o008
23 = w7l WEelch 28I vZiAAg 25 1 30 | o1 |00 o0e2| o | o |oo0s3
o 4% PSNR XE 46 dB o4 B¢l AxA 20 | 0.112 ] 0.077 | 0.263 | 0.066 | 0.007 | 0.245
25 Yaslel 49 20e VR e, Az P —

w7 okst wbol| &Ele] YEjnla st Ateld LI=(LI14,LI113,LH2), HL=(ITL4,I11.3,HL2),

= T 19
Babara, Lena 2 Baboon 34+& 219 6, 7, 8ol A ¢} HIT=CIHA4, T3, 1TT12)

2 ol 2YES 4uRY 9 J4He Fo)7} 7)

o JAL 51 =&5| ©
o omz fEuIsl MAZHOE AAPL 2 E 6. Lena g&ofiM goll CHst &= YE{nt=22] BER

= Atk 2% 9= Babara, Lena 2 Baboon %4l 4] 4 4H1ena)
HE e A4 A= g 7249 gy E 919 q HINOUE Method | Proposed Method
B9 Jehila giv}h o] 2@ e Awud n3y) LI { L | HH | LH | HL | HH
A H-o] B2 Bahoon 44toll A+ Babara @ Lena 90 0 0 0 0 0 0
2po)) vlsld YEI A} AYSE BEo) wa oke 80 0 0 0 0 0 0
< ¢ F Uk Fo AF R uFe Axs B o}# 70 0 10002(0002{ 0 0 | 0002
TS Aol we} A48 2dsE AdEE 60 | 0018|0002 |0033| 0 |0.006 | 0006
Hetasg 238 4 Jg Aotk I3 & ﬁ—?ﬂl 50 | 0.028 | 0.01 | 0.064 | 0.003 | 0.006 | 0.025
M X7F 46 dB oY rrH TH 208 W& 40 | 0037 | 0.031 | 0.152 | 0.006 | 0.018 | 0.065
5 A 4AVE 288 30 | 0052 | 0071 | 0.252 | 0013 | 0.055 | 0.196
20 | 0.127 | 0.156 | 0.360 | 0.075 | 0.179 | 0.305
4.2 740N Ay
Ha7d el t JPEG {53 4wk 98 ¥ 7. Baboon F40lA gofl thgt &€ 9/E{0t=2| BER
A2 A W dEe 5 §o}934 ekt 514 A Garbare)
A qoll A JPEG AN F2€ HEviael q ILINOUE Method Proposed Method
S5 BIEFE &5 6 TN 2 FAM veh LIT | L | I00 | LII | HL | HH
501 a7t 300} el Al e RIES 2R/7 SR & % 0 5 0 0 0 0
22 #9F 2 Ut} Barbara 343 B 7129 % 0 0 o 0 0 0
Inoue ¥ o3t W] QErta BER (bit P~ 0 o 5 5 5 5
error rate)-:‘ 2 10019 2o}, o] 2l A] A 0 5 0 o 5 o 5
H5o| A3 vho] 71& 2] b H3le] 0,05~ -
010 A% #E& & % Utk Lena F4o H@ 7= 0 9 019104010
o] Tnoue W¥13 =|<kg el Eivka BER (bit 101040 101010
error rate)i= 18 119149k 2eh o TN Ca A A o A R B
BRo] Akg o) slEe) W) Wiaka) 002~ 0 1025 ] 0 [0028]008] 0 ] 0065
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0.30

®  H.INOUE Method
& Proposed Method

]

025

—— LH4,LI13LH2
—— - HL4 HL.3 112
HH4 I3, 11H2

020 -

015

0.10 +

Bit error rate

0 20 “0 60 &
Quality[%}
datollM goll Chst =&z /Eot= 2

100

1% 10. Barbara
BER

288 o 4= 3ok 23y Baboon %49
) HIESYLE Aol v1Ee] i Ae i
HE 277} A9 dojvdA] e49kth. Gaussian,
Median, Sharpening, FMLR <] 9442 &7

Bit error rate

0.4

. ®  H.INOUE Method

2 Proposed Mothod

03y £ —— LH4LH3LH2

’ —— - HL4HL3.HL2

® HH4 HIR T2
02}
01}
00|

100
Quality[%)]

% 11. Lena Y40l golf chst =& f{e{0i=22| BER

et A3 ZAE & 8,9, 109149 2o 29 12,
Y 13, 2" 140014 & 5 glRe] GubE Q) GA4A

2] FA XX barbara
A9tk W Bo} Gaussian

-
e

A3l A% r1E 9] wh o]
5t 7L 0.036, Median &
0.016, Sharpening 332 0.012, FMLR &4&

H 8. Barbara FaoliM 245 520l LHSt BER
%73 (Barbara)
H.INOUE Method Proposed Method
Attack
BER BER
LH HL HH LH HL HH
No Attack 0 0 0 0 0 0
Gaussian 0.029 0.024 0 0.004 0.013 0
Sharpening 0.038 0.049 0 0.049 0.026 0.002
Median 0.019 0 0.012 0.011 0.004 0.011
FMLR 0.14 0.27 0.18 0.099 0.053 0.092
LIT=(LIT4,LIT3,1LIT2), ITL=(ITL4,ITL3JIL2), HIT=(ITIT4,[ 11131 T112)
FMLR(Frequency Mode Laplacian Removal)
E 9. Lena d4toliM ZE ZZ0f CiEt BER
%74 (Lena)
Attack ILINOUE Method Proposed Method
BER BER
LIT 1L I LI HL HH
No Attack 0 0 0 0 0 0
Gaussian 0.047 0.036 0.005 0.002 0.004 0
Sharpening 0.056 0.038 0.003 0.027 0.046 0
Median 0.042 0.024 0.001 0.013 (.009 0.012
FMLR 0.34 0.27 0.31 0.25 0.21 0.27

LH=(LHA4,LIT3,LI112), HL=(I1TL4,IT.3,111.2), ITII=(1TI14,ITI13,I1112)

FMLR( Frequency Mode Laplacian Removal)
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# 10. Baboon ¥&olM 215 30| thgt BER

<3 4+ (Baboon)
IL.INOUE Method Proposed Method
Attack
BER BER
LIT HL I LI HI. HH
No Attack 0 0 0 0 0
Gaussian 0 0.064 0 0.008
Sharpening 0.20 0 0.064 0 0
Median 0 0.023 0.032 0 0.008
FMLR 0 0.047 0 0 0:016
0.30 04
I el i 2 g
’ / 03 k| — 1Hs LG L2 L4
—— LHJLH3LI2 ~— - HL4lIL3 HL2
020 b| — - Hi4§IL3.H12 / 114 HH3 HH2
o oo HIL HH3,HI2 / . °
g ol g 0%
g : g
& o10r & o1l
005 |
00t e .
000}

. L .
Gaussian Sharpening Median FMLR
Attack

a8 12. Barbara d4ollM ZtE Z24of st BER

0.25

@ HLINOUE Method
A& Proposed Method

0.20 -

~—— L.M4,LH3 LH2
—— - HL4HL3HL2
- HE4TTH3.HH2

015

0.10

Bit error rate

005 -

0.00

L

. L
Gaussian Sharpening Median FMLR
Attack

72 14. Baboon YoM 2tE 3ol ciE BER

258 ¢ ¢ AT Lena G444

BT Gaussian
0.033, Sharpening
0024, FMLR ¥7-& 0049 A=7} 988 & 4
v}, 22| 3L baboon 949 Z-¢- JPEG FZ<A
obue} dukael JdH e FHAME A4 Hl

3L
[

a1
=]

m oz 30 ¥ N o

B 32 b o o

L . .
Gaussian Sharpening Median FMLR
Attack

18 13, Lena &l ZHE ZHoll th$t BER

7b o] 71Ee) g ALt
7t A9 doAuA Ftoh

wekA, JPEG &k ol e dukE el garx
& *7301]7\15 A k3 ‘%”?Jol 71E

oZ
E
foul
—n
=
Im
lo
e

5.4 E

Buyer-Seller ¢/8]ul7 T2 EZF AoxEe &
&3 Z2EZo] /tAE Fg 7wt gi43 54
2 Q131 71E9] SEr 7S #8314 £
27ol A As Rt o)) g o#E& A
3}e] Kuribayashi 5& 16x16 &% 27]9] Fa 4=

AeE AFAS 4 B3 A58 T Enia
HEd wet H3H B B T2 ﬂ%fi}‘\: H“ﬁ
< Abstgnt. 2y o) W 8x8 &

JPEG &5 2 ¥x13 HolE 9]
Aentart AAHEE @3S 7R3 Aok Inoue
(111 DWT 7¢] EZW &2 Fol 49

) mlo fo }01'

B EE
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o < H 13—L AGe 8 A dolungl A
FuEe AFE 48 F e ge=
o2y YEnta WEE A st} g} o
“ﬂ% A4 Agbel odte] YEnaE AYdER
A Fd Yol A 2852 X3tk & =FolA
= Buyer-Seller YE7}7% Z2EF AolM FI7)
71ke] k53 99 ol POCS 71¥ke] Jejnal 4t
o g AetEot A e Wl = Yt 4
A A4E 2437 948 (LH4, LH3, LH2), (HL4,
HL3, HL2), (HH4, HH3, HH2) oA A2 Av)
AA7p FoJd BEAET e HLE ¥ SoATE
T3 adm 2 o v vEe Aes A
ZEZ AolA AEuias Ayt of o $jeinta
A AL 458 49 JellX £58 5 &
shaL, thekst F A Auseg AAE A
Ao s FPgozy Fd. 181
dell A stagrEe] W7 A YR A T~
dEE FYgos 9oz devtz g nizpA
A& H53 453 F4e AR A gury
A oY nefd vlm Aol A3t B ol
712 9] wRlol W3l AQlEl= HEulA HESFTL
2-30 A% @or PSNRo| 0-9dBA T wgront,
JPEG ¥ thkdt 374 0.02-010 F= BER®| ¥
& AR FF AT AAZE gy o4Y
el 718lstd A0 tigk Ay B5 AL dAol
o, W7 2 AnA B ) B oyl £3F
Aol thek 22 g A9} o)E APom e §
FA FH 20S BERTE AAsE Aolth
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