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Integrated OTP Authentication and Security Analysis

In Seok Kim* - Hyung Woo Kang® - Jong In Lim**

ABSTRACT

In recent years, electronic financial services, such as internet banking, come into wide use since the
personal computer and network technology have made reasonably good progress. The growth of
electronic financial service contributes to promoting the business efficiency of financial institution and
promoting the convenience of financial customer, while the security on electronic financial service is
getting more important because it is not face-to—face financial service. Therefore, the financial sector
had decided to introduce the OTP (One Time Password) in order to authenticate the identification of
customer and has built the Integrated OTP Authentication Center for a customer being able to use
only one OTP token in electronic financial transaction with several financial institution. In this paper,
we introduce the business of Integrated OTP Authentication Center and present the security analysis
on integrated OPT authentication service, which is the main function of Integrated OTP Authen-—
tication Center.

Key words : Electronic Finance, OTP(One Time Password), Authentication, MITM(Man-In-
The-Middle) Attack, Phishing
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