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Study on RFID Mutual Authentication
Protocol Using Finite Field

Hyo Beom Ahn*-Su Youn Lee**

ABSTRACT

There are many investigations about the security on RFID system to protect privacy. It is im-
portant to mutual authentication of the security on RFID system. The protocol for mutual authentica-
tion use light-weight operation such as XOR operation, hash function and re-encryption. However,
the protocol for authentication and privacy is required more complicated cryptography system. In this
paper, we propose a mutual authentication protocol using finite field GF(2") for a authentication and
are a safety analysis about various attacks.

Key words : RFID, Mutual Authentication Protocol, Finite Field




32 FE - 2ot =&X M7 M3%(2007.9)

1.MN 2

&
)
N
iy
o
s
v
ol
oo
{07
g
-3
2
oo
ol
N,
o
)

Y zrEZ 7H%}°1 %?@ﬂﬂ[
A AMAE AESE IS

Gt HOMYREAME B F

otk w3 w

£ ECCE AMg3h= A2 H]go] Ho

oA e AgAstate] FokdS Bl

o} Zro] njgo] Wo] == Aike FolWA R

Aol 73l @ F3A| GF(2")E AEE A3eF

ZEZS Akt

rO
oX,
tlo
ol
o
p‘L
N
e}
2
> I
ok T
ol
e L i
SNy
R e

iy
=

ol
=
[f e X rh

RFID A2 = ggE A% 24A4= &
2149 HE glo] e ARES =
stEE ARGA7E A ks Abolo] Bl AR
7} 25 AL Bae] A ARE o] &3k A&}
x| F4 Fo] 7bssiAl Ak 01216L EZAZ 3

As}7] 98] AFgAFY] ZFgoHAE RT3 4 Q)
= RFID 915 ZREFo| gty MD‘r. 2 Aol A
T AF7A ArE AMgA Zelo|MAlE & As)
| 913 915 Z2EFS Avuax g

O_u

2.1 si#7|H 215 Z2EE

A7 QF ZREEFZLS Weis Fo| Atk
71R[3]o] W B2 Aax Z7] 95k gyt

ol 715 sl4lste] dlelElmo] 2~el] A Fslar o]
£ ®j1¢] wlEl IDE AE-gth 1efut o] 7l
Ae Bzt 149 3 WEl IDE ol A%
al7] wiTol 91 FA o] 7hs sttt

o]e]o A %= Dirk Henrici®} Paul Muller:= [4]9]]
flFol 7S Fo] IDE AAEERE X E
< UASE TREZS AEidnh 19
of ZREZLS QT 4xd A5 ID7F B4l
1EA FZ bdstAl Bolu g1

i A
Hjo] 2 Apefe] A oA kL 1T

)

w fr
ol
£ U

m Y oo St Mooy
nj
B
a2

to L Ho

H
)
ok

19 A= BAE = 84 Al
[5]& Atstdch + A9 sl4l FFE o
19 ARE ®BEs= W o2 EPC(Electronic
Product Code)ell #-&3}7] 1% 7|¥olt}.

e
£
o
e
jon
3
of
flo
fo
R
|m
o)
oY
of
ﬁJ ro I
=2
o
-0,
r)l
ol
ol

RFID "V\E“‘)ﬂ’ﬂ grie] Zojo] ej17t i
Fote] AHEALY] A ARTF =E Y
Atk Al sk 7ol Bl
s3}ato] 2r]o] Aol disiA T
SH3tE 7otk Al g3t 71|
FS Faw sh7] wiLe] AdE A
Fyst7] oyt wEkA B
tel dlolg o]~} 2y 55 ARE-3te]

#Ago] o] Fofxitt Satio ol ©faA
(6191 Universal Al &% 71H-& A 45
dojd w TR flol dele ML
& ARgSte] Al ts st o] FojA = 7Eolth
ey el el A st wgo] o W
Jolutdeta & & Wo B35t fHgor duo
WA E B 4 )k Juels Soll 234 At
71¥[719] Privacy Protection in RFID-enabled

o mlo

=

4
=2 FUIO 2
% &

i
i ﬁ; ™

M fz
2

g

=}

fo =y
o o

M o o &L rr S
o 5
ol > N
o _\% ol

o2
e
J;an

ot



Banknotes= Euro st¥|e] B]1& H&3le] W
A Al s 9 i%% FA3H7] A3 AlbE AT
it oke] ARl Ale] stHlel Al tmst AAHS
Tt FAY A" QFE A dust 34
| =357 Al 2 sz Afe] o] FAlo] ¢
2 AS "Hae 4483 713 w9t 24" @S
Yol Al HEsHA = AREAFe] §1%] F4]o] 7}
sithe EAl el

|

2.3 XOR7|gt

4 71 A ks E ke VHEL HAS
9] AxErE S stE gav) AR EHE
|al7) = A shA ¢ D‘r XOR 7149+e] 7182 3
A 71gre] 7 e o @ il
sle] RFIDS] XZefolHAIE HG et 7]

A 71e] RFID e 1ell A& 7153k 7] olth.

Juels= AR&AL] ZelolBAlE HE b HA
sto] olmalA 42 AlLEE VWS Ao 5
o8l AtE 712 11Eg HE d4kl XOR <
Abs AREE T EEERE e eSS ol

aRE o] &5ty o M AMEE fES A
st %7—11}7P EH:LE ﬂz"ﬁ. PX] X EE gt

ol = =
(9] IHIER s ‘ﬂ%’é}E 71w o]t}

o] 7|He FEAA FAA telA kA
Ao} FAAT} aghS ALl Al FEskA e st
o gyolA AHIhE SH g zol A xol g
e okl Ak wEkA Juelst TEAY F
Aol b e HB 7S A#leks S tH10].

AU AokE WL IHES] o7 Has
3 Aol7] wWiel & A A=
o7 w9 dhgo] Bl a#ER v I A
HE U5 800 Ags7]el= FAFs o]
71 A SHA FHdE ZHETHI0L

w3l Lopezol olalA LMAPSF M2APo] ¢t
HAE=d, o] HHS HEAAR XORS AND 1

Slol| = B -38lal Ligk Wang: [13]91A4
28 Zo] H]%F7|8t F4(de-synchronization at-
tack) ¥} €4 =% F 4 (full Disclosure attack)ol
ool Atk AS AL, ofol i diete
2 A% 7] 3} (re-synchronization) & A A8ttt L
Hut shte] glao] i B el BEE A%
dlofstE LAE ZA "ok a8d olf =2 fvH
B2 Aol A= olele e ZEEF(sta-

teful protocol)®] HFA LSS HAFTh

2.4 37| 7t

ES
B
),
o
rO
olN
o
=
d
o
2
£
N

A7
= <lstel 43t %x}e e B

O

b

H

[

T

Y

1

=

fuj

[

1o

mi

B

i

12
o> oo o TR
1 do X 2 o

‘_Q

o7 Q& F/H7] 7]H¥ke] RFID <15 <as
ket Atk [17]e4 = ECC 7]9+ ej1

(identification) TZEZL A ot3}A ),

Aoty WS ALS-3L7] oS S8 GR(2Y)
]

kil

FAE Atslr] flste] e Fw2rt a7 He=

wol &8k et 2y

HA =1 Hlol &S AXstr] A%
QFH

Ak [15]014 HA32E A4l

o] g-gthd RFID Bj1oA &

o,
ol g
ofr

52
ol ox
o

5o
o)

Rl do flo n
o %

E

i

Ip

ol
-

0,
2
o
i



34 FE - 2ot =&X M7 M3%(2007.9)

& Ak 2 =M AR Q1T ZREZS
REIDNA frabAle] A2 Anbshel nabes A
&ah

3.1 MgtEl Z2EEED MS0IE
B E=RoA Ake deelE ZREZS (19
D3 2o s g HEAZERE A% mix)E
HMER Asta vk Ax 2HE A8 Zte
ME AEgel:, o TEA maot Uirold
F gl 548 e vgolt dg 5W, 2w
EZoA ARSE = AR A7]7h 2PolEhd, o]d
t&ste olF g mx)E ot 4t 2t e +1S
R
AEZp
hello
Tag
ij“";’:’ on A,IDn
NI = pl*A (mod m(x))
N2 = p2 = A (mod m(x))
0I5 y = p2*p3 (mod m(x))
plxp2 = |
N3 = pl XOR p2 XOR p3 elEHoIs
Z{pl=pt) mod mix) p3/in N3 = p3 in|N2

(& 1) MotE &=l

0l
[H
]
Hm
T

Ad® ZrEFZLS g9 g A30EFS
s g2 e dAE P
@A 1 Y s ol A hello WAIAE B
aGA 2 HaE A9 DS Byt
G 3:YdE IDS B HUAR AS A48 5
Q3L Aol ;MY gh(<2")Ql NI&
slo] Elzo) Al BT}

N1 = pl*A mod m(x) 1)

5 Z2tE Al dSEH+= 3, 5 ple Hol
E25E Zu Ao did 9(inverse)
ol p2(1=p1*p2)E Ho|EoA Z2 T

N2¢t v& gdelA Bt

N2 = (p2*A) mod m(x) (2)
y = (p2*p3) mod m(x) 3)
@A 5 ﬂﬂ” N1 Oi—rﬂp%% g 4 9l
i, N22HE p2& f2% & 9oz
°—l (pl *p2) mod m(x) = 10 Ej1E
A "gagta A4 F Ao AF
o] e ¥, ZlyE xZHEH p3g &
T3ko] N39} 25 Rt
N3 =pl & p2 & p3 (4)
z = (pl * p4) mod m(x) (5)
@A 6 Bl N3ZHE z4lo] Bl p3E &<l
g, ol B FdE AT 5
ATt 3 25 T3 p4E FES U=

39} pAE EZloA AFRE AAA7]9 ID
245 9 £ e DAL sk A}

g

(¢}

3.2 |D AMI MMT| Yy

AAZI(THE 7AE =
ID,., =1ID,®([p2 - p4) (6)
K" =k" ®(pl - p3) (7

D] 7321 Al 3z A IDE 543t
wr] & A" F, A 3z IDE A
et byl AMEEE ID7F t27] o
g 19 A& 43 4 givh Al 3% ID
A7) e (p2-pd)E Foblor dte
o] gl gkel

%53}717} dE. 2,
o] HlE7|3E Aol JsiA e} DB
AGE BRI AZ ZA e dAdo] vEdE

rlr

2 O o
ol

S R A

H
hu
fm
i
k)
o
ol
o
kr
i
o
it}

N
£ |



o
o
2
i
>
oo
ro
=y
au
W)
0z
ol
re
0l
[H
Hu
ul
TR
|'O
-
w
o1

otk olE sdsks] A oldel AHgH IDE Aol Falel asel (54 Fdd &
& At FAsE WS (13194 AN s k. olwl, pl& A7) AL N* A mod m(z)
wheF w]E718 g4 elslA w1t DB A% 2 S " E3 p2E e WL plrpe=1
H gl taohd, Aoty TREZE wYE Y] olzhz AL ol43te] ple] A& akw Hrh
DA A ukE A MM AEE 29} pas o Aoke Q1% TREZAN THL o F s
3 gohd old IDE B3 5 9l e Agste] AT 4 ok wAE R
BOAE AREEE A (D3 4 @RRelAE AL
1D, = 1Dy 1 ®(p2 = p4) B woe (a9 2% ge Fxel AdHelRe A
By Do} HAAR AS AFREle] Aw AR St sk Aol ¥ a&Add ae As
3 gl Axo] e =73 9e AP = 2R HEAEE vE] AL HelEg e F
Q. Ak A Q3 A B)E kol Yol Wk ghol
A7 9] AN RFIDAA w4 AZ%He 8 Wetel wHE FAFOR HolE w28
3hi= ojZel7lo] o] ohe), Fad MUARI & TAdehE sle] maEHelt
FHGE olE kst el AdsiE AN
77} sk olu ALgEE M 712A v A
Avleh WA wEe] AR 0% FA A 4. ddd 24
3]

GF(2M) <2 #A3} gl A3 AxZEa}e
3.3 Hot=l cIZE2EE9| S 27} 9nsfe] 7] wjRte] AAAIE o]
I gl fiite]l HE F AR
Aol o]yt & GF(2®)Y 4
pd)E 47 P27 e Axrt EAE
a8e 2 A (DA HdAR AS dA] E3l=

B22 nel A4 A4S g Be @ FH
Yol gkl 5 Ak & A5t 4L 4

A e o] E(look-up table)S o]&3l= Zo] &
7

olal, A7t F Afole ANE Fdshe Aol g ople L7ISlsiA = 2me] AlETE glojor H
0 g8xo] Bl AL sy A= o ok 3 A QA AS A RehE g4

2 (DA 9 53t A=E 3o 3t}
wal FAIE plxp2 = 1o]gE AL ol &
3l nl *n2E sleletE A * A(mod m(x))7}F 5o

P2xn | A Ihverse

|| AZ ZZ3= 2 w3 277 A9 uiide] At
! Seme MWAR AS NI N2l fmd o
Pl nl | p2 > 2on B AL ofgA "k =, xsb yoll A Zhzhe] A
HE FEATE AL oy
Aotwl TS EfITAA AAIE A
sl

(a2 2) °|Y™EE Aol CHEH FAlel Adnt
p1& XMdst Hol= w3 94



36 FE - 2ot =&X M7H M3%(2007.9)

X =
)

)

of ofy

B T R O |

=]
Aeishes o A Ane A7

e
=3
2
2 o e
ofr
oL
£
I
|
OHT
N
rﬂ
o
HI
]
offt
)
offt tot
>
A

X
rSL‘

IDEF7F 7Fsstr] wiiol
o] g5l (F7138 ZREEZLS o] =F
}Xl %e) MR HEY] ARE F

2 i N gt ool §& O oH

N,
ot
>
a8
bz
3:0
T

RFID Q15 ZREZFEA AAH 7]E9 By
Fool 23S uhEo] ARMHAT. 2y

22} (Lighted-weight operation)ol] i
T8 g Eo] Hetdol AxE 7] GEA
At ECCE A 4305 ZREF| AAH
I ot oAM= @Al AoEo] 9]
2 =2dA AdE FHAE o) EseE WY
oHd e ZAzEWA F7IY ECCE AHg3dhe
st "o 2 ArE Ak AokE
2EZL AA7MA] AtE TEEZHUE ¥
AS FHEHANE B S 7&@&‘5"1 LAl
o

FIJ (o

s
ul
o
oft

o oy o m L m

)
5
A 38 HREE fede) 7
(51 ¥ w Ao fzz Fdo] st
F ATdARE F8A GFQOE A8

Fl'r

X

S A9-9] gty o] aEY, B3 v 5| F
Aol tigt ZR2EF] FEHo| oY

Aned

[1] S. E. Sarma, “Towards the fivecent tag”,
MIT Auto ID Center, Technical Report MIT-
AUTOID-WH-006.2001 (http://autoidcenter.
org).

[2] A®Z, “RFID/USN $H4elAe] AH RS A
93] AR R THEAE, pp. 447-463, 2004.

[3] S. A. Weis, S. E. Sarma and D. W. Engels,
“Security and privacy Aspects of Low Cost
Radio Frequency Identification System”, First
International Conference on Security in Per-
vasive Computing, 2003(http://theory.lcs.mit.
edu/sweis/spc-rfid.pdf).

[4] D. Herinici and P. Muller, “Hash based en-
hancement of location privacy for radio fre—
quency identification devices using varying
identifiers”, Per-Sec, pp. 149-153, March
2004.

[5] M. Ohkubo, K. Suxuki, and S. Kinoshita,
“Efficient Hash-Chain Based RFID Privacy
Protection Scheme”, Ubcomp 2004 work-
shop.

[6] S. Junichiro, R. Jae-Chelo, and S. Kouichi,
“Enhancing privacy of Universal Re-en-
cryption scheme for RFID Tags”, EUC 2004,
Vol. 3207 LNCS, pp. 879-890, Dec. 2004.

[7]1 A. Jule, “Minimalost cryptography for Low
Cost RFID Tag”, The Fourth International
Conference on Security in Communication
Networks SCN, Vol. 3352 LNCS, pp. 149-
164, Sep. 2004.

[8] A. Jule, “Authentication Pervasive Devices



[9]

[10]

[11]

[12]

[13]

[14]

with Human Protocols”, To appear Crypto
2005, Aug. 2005.

A. Jule and R. Pappu, “Squealing euros :

Privacy protection in RFID-enable bank-
note”, In proceedings of Financial Crypto-
graphy-FC '03, Vol. 2742 LNCS, pp. 103-121,
Sep. 2003.

A. Juels and Stephen A. Weis, “Authenti-
cating Pervasive Device with Human Proto—
cols”, Advances in Cryptology-CRYPTO
2005, LNCS, Vol. 3621, pp. 293-308, 2005.
P. Peris-Lopez, ]J. C. Hernandes-Castro, J.
M. Estevez-Tapiador, and A. Ribagorda,
LMAP : A Real Lightweight Mutual Authen—
tication Protocol for Lowcost RFID tags, In :

Proc. of 2nd Workshop on RFID Security,
July 2006. http://events.iaik.tugraz.at/RFID
ec06/.

P. Peris-Lopez, J. C. Hernandes-Castro, J.
M. Estevez-Tapiador, and A. Ribagorda. M2
AP : A Minimalist Mutual-Authentication
Protocol for Low—cost RFID Tags. In : Proc.
of International Conference on Ubiquitous
Intelligence and Computing UIC'06, LNCS
4159, pp. 912-923. Springer—Verlag, 2006.

TieyanLi and Guilin Wang, Security Analy-
sis of Two Ultra-Lightweight RFID Authen-
tication Protocols, IFIP SEC 2007, 14-16 May
2007, Sandton, Gauteng, South Africa, 2007.
A. Poschmann, G. Leander, K. Schramm,
and C. Paar, “A Family of Light-Weight
Block Ciphers Based on DES Suited for
RFID Applications”, Workshop on RFID

40
o
4
i
>
oo
rok
=y
au
(W)
0z
ol
ro
0l
[El
Hu
ul
TR
|'O
-U
w
~

Security, Graz, Austria, July 2006.

[15] 284, “FaAFlA n&EAE 913 22
A7) o] MEs R, AR RS =H, Al
A, AllZ, pp. 33-40, 2007.

[16] J. Daemen and V. Rijmen, The Design of
Rijndael : The Wide Trail Strategy Expla—
ined. New York, Springer-Verlag, 2000.

[17] L. Batina, J. Guajardo, T. Kerins, N. Men-
tens, P. Tuyls, and I. Verbauwhede, “Pu-

il

EN|

blic-Key Cryptography for RFID-Tags”, In
Proceedings of IEEE International Work-
shop on Pervasive Computing and Commu-
nication Security, p. 6, 2007.
oo
1992 S=thsta HAA A
(o] 8kA})
1994 S=oishal %
et MAR(o] 84 A
20029 @i HAHS
8kl uRAR(o] ShEkaL
1997 ~2005 Mt FF ot ARFAI Fus

20051 ~ A sFhetal GRFAISH: Fug

[0
~

HEA

ok

+o}

o T

7

N

1990 ek A 4keka
SHAH(o] 3AH

1993 w=ohstal dikg A skt

20039 Ao #f gt

1907 ~ A A WAk S 7 FE GRSy ws



