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Vector Map Data Watermarking Method using Binary Notation

Jung-yeop, Kim* - Soo-hong Park™”
ABSTRACT

As the growth of performance of the computer and the development of the Internet are expo-
nential, sharing and using the information illegally have also increased to the same proportion. In
this paper, we proposed a novel method on the vector map data among digital contents. Vector
map data are used for GIS, navigation and web-based services etc. We embedded watermark
into the coordinate of the vector map data using bit operation and extracted the watermark. This
method helps to protect the copyright of the vector map data. This watermarking method is a
spatial domain method and it embeds the watermark within an allowable error. Our experiment
shows that the watermark produced by this method is resistant to simplification and translation.
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1. Introduction

Today in the computer era, the usage of
computer networks 1s a significant amount.
Internet has become the world library of in-
formation and it has allowed people to share
different kinds of information such as images
and sounds. In particular, the digitized data
can be transferred more reliably without any
loss. Since the digital information can be trans-
mitted without any loss of data, the need for
the security of the data becomes undeniable.

Even though there have been more research
and results in the security of the data, water-
marking 1s regarded as a reliable security tech-
nique. This technique has been standardized,
however, there were other techniques which
provide the same protection. There were va-
rious watermark algorithms developed, which
were meant to change the tone in the images,
videos and audios. Those algorithms are mostly
frequency domain watermarking technique such
as DFT (Discrete Fourier Transform), DCT
(Discrete Cosine Transform), and DWT (Dis-
crete Wavelet Transform). While previous studies
were mainly on the multimedia data, relatively
there were few studies on vector map data
used in GIS (Geographic Information System).
Also, previous watermarking methods cannot
be directly applied to the vector map data
because the vector map data consists of many
points, polylines, and polygons and also the data
structure s different from the other data [3].

Vector map data have become quite popular

in the last few years. These data are used
not only in GIS, but also in various fields.
For example, they are used in car navigation
systems (Telematics) and web-based map ser-
vices. GIS-data represent a high material value
due to its high efforts and costs in the acqui-
sition and maintenance of point coordinates [1].
A GIS is a system for capturing, storing,
analyzing and managing the data and the asso-
ciated attributes which are spatially in reference
with the earth using computer techniques. In
Korea, many databases for GIS communication
were constructed by several local bodies and
enterprises, and the Korean government too
have begun NGIS (National GIS) project. Even
though there are more advantages in the const-
ruction of the data and the protection of the
data using this algorithm, there 1s little aware-
ness regarding the copyright protection of the
data in GIS field. In order to enhance the
copyright protection in GIS, applying water-
marking for vector map data is important.
The vector and the raster structure are used
to represent the spatial objects relative to the
geographic information in a GIS. Raster struc-
ture is a geographic data set in which values
are assigned to a rectangular array of object
in two dimensions the plane is covered with
a rectangular array. Vector i1s a data struc-
ture, used to store the spatial data. Vector
map data is comprised of lines or arcs, de-
fined by a beginning and an end point, which
meet at nodes. The locations of these nodes
and the topological structure are usually stored

explicitly. Each structure has its own advan-

386



Vector Map Data Watermarking Method using Binary Notation

tages and disadvantages. However, the vector
map structure, which has accuracy and a good
topology, can be used to represent complex
realistic objects, therefore they are used for
GIS.

There are many watermarking methods for
the 1mage data. These methods are applied
for raster data in GIS. However, there are few
watermarking studies for vector data. In this
paper, a novel watermarking method for the
vector map data is presented. The method
embeds a bit using azimuth and binary nota-
tion, and the bit embedded evenly. Our pro-
posed method is evaluated experimentally in
terms of its robustness towards attacks. And
any distortion after embedding watermark is
also evaluated using RMSE.

2. Related Works

Digital watermarking algorithms for vector
data were studied less when compared to the
algorithm for other data. However, because of
the increase in the use of the vector data, it
Is necessary to do research on watermark method
for vector data [2].

A method, proposed by V.Solachid 1s et al
[12], is a blind method comprises the Fourier
descriptors for watermarking of vector graphic
images. The 2D coordinate (x, y) of each vertex
is combined to construct the complex value z
= x -+ 1y. After that, DFT can be applied to
the vertices of a polyline or polygons to obtain

the Fourier descriptors. The watermark can be

embedded with the Fourier descriptors and
could be extracted with the correlation between
the embedded watermark and the watermarked
Fourier descriptors. This paper shows that the
properties of the Fourier descriptors ensure
that the novel watermarking algorithm endures
rotation, translation, scaling, reflection, change
of traversal starting point/direction and smoothing.
The methods [13, 14] that are using complex
value for vector data and as well as water-
marking methods for vector data using com-
plex value were proposed [12].

[13], [14]) changed

coordinates into complex value to embed water-

Previous works([12],

mark. These works were regarded as the modi-
fication of the image watermarking methods.
In reference [15], a digital watermarking
algorithm for vector digital map was proposed.
First, the original data implemented three area
subdivision methods. After the subdivision, a
watermark is embedded into the map by each
bit 0 or 1 in the rectangles. Prior to the
extraction, a similarity transformation applied
to the watermarked map 1s removed. The same
rectangles used during the embedding are
created through this preprocessing. A message
bit 1s extracted using the algorithm which com-
pares the averaged vertex coordinates among
a corresponding pair of rectangles. This paper
experimented and analyzed to show the robust-
ness of the attacks such as translation, enlarge,
shrink, vertex deletion, additive random noise
and cropping. This method has defect that de-
pends on the validity of the original map. And
the method hasn’t robustness of the algorithm.
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Jong-Uk Choi et al. [16] proposed a novel
vector map watermarking algorithm. As a
first step, the image is partitioned into blocks
of equal area and the vertex i a block 1s
changed to a new coordinate value. The value
of the watermark is changed as an area 1is
inserted into the watermark. To extract the
embedded watermark, the whole image is di-
vided into blocks, and the data of the image
in bits are obtained in the triangular region.
The result from this experiment is robust
against the noise attack.

Watermarking methods applying frequency
domain method are also proposed [17, 18].
Michael Voigt et al. [17] proposed a method
based on a reversible coefficient modification
in the 8-point integer DCT domain. This paper
confers the 1mprovement in the coefficient
modification to reduce the visual distortion for
the watermarked data. This method shows good
results in watermark embedding. [17] reduced
the robustness to decrease the distortion of
the data. Therefore, the method can be fragile
on attacks. A method, proposed by Ryutarou
Ohbuchi et al [18], embeds message bits into
a 2D vector map by modifying a “frequency”
domain representation of the map. To calculate
the “frequency” domain representation, the
method uses the Delaunay triangulation. Modi-
fication of the frequency domain coefficients
changes the vertex coordinates in the spatial
domain. The proposed method 1s resistant to
some attacks such as additive random noise,
addition of vertices, rotation, scaling, and crop-

ping of the map. The method uses landmarks

to extract watermark. Because the landmarks
can be eliminate as it is attacked, this method

has weakness on extracting watermark.

3. Proposed Watermarking Method

3.1 The Selection of the Objects

In proposed methods, we used azimuth to
select the objects to embed watermark. Because
every objects has azimuth, we could azimuth
on embedding watermark.

The direction of one object from another is
usually expressed as an angle in degrees rela-
tive to the true north. Azimuths are usually
measured in the clockwise direction, thus an
azimuth of 90 degrees indicates that the second
object is due east of the first (Figure 1). In
this paper, we selected objects which are em-

bedded with watermark using azimuth. Also,

C

Figure 1. The concept of the azimuth
(Sum of azimuth = a + b + ¢ + d)
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the azimuth can be a watermark key in our
method.

3.2 Experiment Data

We used NBI map data that is served in
NGII (National Geographic Information Insti-
tute). NGII make public map data of scale
such as 1:1,000, 1:5,000, 1:25,000, and 1I:
250,000. NBI vector map data could be
supplied and utilized for users to solute the
disadvantage of the DXF. The Internal Re-
gulation of the NGII describes that the nu-
merical map should represent coordinates as
TM coordinate and record coordinates to the
second decimal place. We used a numerical
map to a scale of 1:1,000 NBI data. The map
consists of building, soil boundary, datum point,
drainage network, and road layer etc. The
data describes the format as signed 64-bit
IEEE double-precision floating point number.

Proposed watermarking method 1s to embed
watermark into vector map data within an
allowable error of the numerical map. Table
1 shows the allowable error of the numerical
map. The vector map of the scale of 1:1,000
has an allowable error of £0.70 m. We pro-

posed a novel watermarking method in the

Table 1. Allowable error of map data

Scale |Plane position error| Altitude position error
1:500 +0.25m +0.25m
1:1,000 +0.70m +0.33m
1:2,500 +1.75m +0.66m
1:5,000 +3.50m +1.66m
1:10,000 +7.00m +3.33m

spatial domain, and embedded the watermark
into the coordinate points within an allowable-
error. After we attack watermarked vector data,
we extract watermark and calculate the extrac-

tion rate.

The following is a simple description of
NBI file format.

- The NBI file consists of the sections of
file head, layer, head and data.

- The section of the data consists of point,
linestring, polygon, multipoint, multilinest-

ring, multipolygon, text, and network chain.
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Figure 2. NBI vector map (1:1,000 scale)

3.3 Watermark Embedding

In the digital watermarking, the ideal case

should be the original vector data, the water-
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Figure 3. Overview of an ideal feature—extraction [1]

marked data, and the watermarked data after
attack. In other words, there should be a signi-
ficant distinction between the feature of the
original data and the sets which are water-
marked and attacked [1]. It 1s efficient to
extract common feature for vector data water-
marking.

In general, frequency-based approaches have
more robustness because of the significant co-
efficients which usually remain stable even
after the image manipulation. However, modi-
fying significant coefficients will result in large
distortions and also serious quality degrada-
tions [3]. Our method does not embed water-
mark in frequency domain, but embed directly
the watermark into the original vector map
data within an allowable error in spatial do-
main. Using azimuth, the objects, within which
the watermark has to be embedded, were
selected. In the first step, the sum of the
azimuth (S) in each object is calculated, and
all we compute is the mean-azimuth (M).
According to the normal distribution, we can
obtain the standard deviation. Finally, we
choose objects O, which is at a range of

M=10. In the next step, the coordinate of the

selected objects 1s changed into a binary num-
ber. And then we add one bit at the specific

position of the binary number.
The embedding procedure is as follows:

(D Figure out the sum of azimuth of the
objects in vector data

@ Calculate mean-azimuth (M) and standard
deviation in vector data

@ Select objects (O) to embed watermark.
i.e., select objects within M + lo

@ Change the coordinate values into binary
numbers.

(5 Adds one bit at the first decimal place

if the objects are in M + 10, or else

subtract one bit from the first decimal

place 1f the objects are in M - 10.

Subtract 1 bit

\

204468.750000 — 1100011110101 IOIOO.@1

/

Add 1 bit

Figure 4. The example of watermark embedding

(D and @ procedures are necessary in our
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watermarking method. Namely, the azimuth
and the standard deviation are calculated in
order to choose the objects to be embedded
with watermark. Watermark key is one of the
features of the watermarking. Even though the
watermarking algorithm is known, if the key
is not know then the watermark that was
embedded cannot be eliminated. In this paper,
when objects were selected to embed water-
mark, median azimuth, specific object or £ 2
o can be used instead of mean azimuth. For
example, we can choose objects within median
azimuth + 10, mean azimuth = 20 or the azi-
muth of the specific object £ lo. As these
things become watermark key, the proposed
method can be robust, and the location of the
watermark will be obvious. In experiment, we

used mean azimuth, and the selected objects.

3.4 Watermark Extraction

To extract watermark, we use the water-

mark key generated in the course of water-
mark embedding. According to the watermark
key, objects in original vector data are ext-
racted and the same objects in attacked vec-
tor data are also extracted. Because we embed
and subtract 1 bit from the first decimal place
of the objects, which are within M + 0 azi-
muth and M - ¢ azimuth, the second decimal
place 1s not changed.

Therefore, the coordinate of the object ext-
racted in original vector data (M - 0) are
sorted, the coordinates of the same object in
attacked vector data are also sorted. Finally,
we calculate the coordinates which are the
same as the second decimal places. We can
apply the same extraction method about objects
in case of M - 0. The following (figure 5) are
simple example which shows how one can

operate the coordinate of two objects.

The extraction procedure is as follows:
(D Select objects using watermark key in
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} in original data
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Figure 5. Example of 1 bit embedding and extraction (M + &)
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the original vector data and attacked
data.

@ Sort each coordinate and operate the
same coordinate.

@ Check the result and count the number

of correspondence coordinate.

3.5 Distortion and Extraction Rate of
Watermark

Our method 1s able to extract the water-
mark from the vector map data. However,
embedding watermark should be extracted after
attacks. We evaluated the robustness of the
watermark for simplification and translation,
and the RMSE statistic is used to compare the
accuracy of the original vector data with the
watermarked vector data.

In general, if watermark i1s embedded, then
distortion is generated in the watermarked data.
Therefore, distortion due to the watermark
should not deteriorate vector map data. We
estimate RMSE, which 1s a measure of the
accuracy of the watermarked data. Table 5
shows RMSE statistic after embedding water-

mark.

RMSE(x —axis) =

RMSE(y —axis) =

(1)

RMSE(coordinate) = \RRMSE _x)  +(RMSE _y)*
@)

Where, e,-=y,-' -y; is error, and y; is coor-
dinate value after embedding watermark, and
vi 18 coordinate value of original data.

In digital watermarking method, the rate of
watermark extraction needs to certify whether
extracted watermark owner embeds it or not.
CR (Correspondence Ratio) is a simple ratio
of index, which certifies the rate of water-
mark extraction. Here the denominator means
the number of coordinate embedded watermark
into original vector data. And the numerator
means the number of coordinate extracted
watermark. When the index is closer to 1, it
represents that the watermarking method is

robust.

CR = the number of coordinate extracted watermark
the number of coordinate embedded watermark

(3)

4. Experiment

We embedded watermark into NBI vector
map (1:1,000 scale) and extracted the water-
mark. We verified the validity of extracted
watermark. To test the robustness of the pro-
posed method, we extracted watermark in
attacked data after attack such as simplifica-
tion and translation, which are used in GIS.
We simplified vector data using Douglas-Peuker
algorithm, and translated all the vertices in
the vector data by the same amount.

We made watermark key using mean azi-
muth and standard deviation instead of median

azimuth or specific object. In our experiment
mean azimuth is 638.587458, and standard de-
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viation is 342.486872. Vector data used in
experiment has 169 objects, and then has 29
objects and 4901 coordinates within mean azi-
muth (M) +1 o. The vector data has 97
objects and 16393 coordinates within mean
azimuth (M) - 0. We embedded the water-
mark into coordinates and RMSE is below
0.391831. (Table 5) Figure 6 shows water-

marked vector map data.

Table 5. Experiment result

RMSE 0.391831
Mean azimuth 638.587438
Standard deviation 342.486872
The number of objects 169

The number of coordinates 13446

The number of eliminated coordinates | 153

The number of objects within M+l ¢ |29

The number of objects within M-1 ¢ |97

The number of coordinates within M+1 ¢| 4901

The number of coordinates within M-1 o] 16393

CR after simplification 0.92510

CR after translation 1

Watermarked data could be attacked by
users intentionally or not. We simplified and
translated to test the robustness of the me-
thod. The rate of watermark extraction(CR) is
shown in table 5.

In table 5, RMSE is 0.391831. That 1s, the
vector data after being embedded with water-
mark has distortion within the allowable error.
Therefore, we can infer from the results that
this is a good method. CR is 0.929510 be-
cause of the simplification of the vector data.

This means that although coordinates are eli-
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Figure 6. Watermarked vector map data

minated by attack, most of the coordinates

that are watermarked survived.

5. Conclusion

We proposed a novel watermark method in
spattal domain using the binary notation. We
selected specific objects to embed watermark
into vector map data using azimuth, and then
directly embedded watermark into the coordi-
nates. Because watermarks are embedded within
allowable error, neither problem nor deteriora-
tion is generated after embedding watermark.
Also, the advantage of the method is to use
stimple binary operation instead of a compli-
cated formula. Therefore, it is easy to embed
and extract watermark. However, we generated

watermark key and the key is used for embed-
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ding and extracting watermark, so the pro-
posed method is robust method. The results
of this experiment strengthen the validity of
our model and method. Our future work will
include experiment after various attacks and
when watermark is embedded, we will improve
watermarking method which the vector map
data has not distortion. And then it needs to
extract watermark without original vector map
data.
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