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ABSTRACT

A serious problem to fight DDoS attacks is that attackers use incorrect or spoofed IP addresses in the attack packets.
Due to the stateless nature of the internet, it is a difficult problem to determine the source of these spoofed IP packets.
The most of previous studies to prevent and correspond to DDoS attacks using the traceback mechanism have been
accomplished in IPv4 environment. Even though a few studies in IPv6 environment were introduced, those have no
detailed mechanism to cope with DDoS attacks. The mechanisms for tracing the origin of attacks in IPv6 networks
have so many differences from those of IPv4 networks. In this paper we proposed a lightweight IP traceback mechanism
in IPv6 network environment. When marking for traceback is needed, the router can generate Hop-by-Hop option and
transmit the marked packet. We measured the performance of this mechanism and at the same time meeting the efficient
marking for traceback.
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